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General
Sentinel controller must be recognize and connected properly in the same LAN
where the printer server is connected to.

Configuration from the panel screen
Connections
1. Connect power supply to the controller

2. Connect Ethernet cable to the controller

The controller has three input entries for Ethernet cable.
(See section Connection to Sentinel below for usage).

3. Inorder to keep the controller stable there are two options to connect the
controller permanently:
- Tothetable
- Tothe wall

Connection to the table by “V” stand

Mounting bracket
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Connecting instructions:

If mounting on a desktop, use the supplied desk mounting bracket to
install on a desk close to the printer. Ensure that the screws are
appropriate for the surface.

If mounting on a wall, use the supplied wall mounting bracket to install on
the wall closest to the printer. Ensure that the screws are appropriate for the
wall and use masonry anchors if necessary. Insert the controller into the
bracket on the wall from the top downwards.

Configuration
1. On main window on the controller click on settings icon (in the right bottom

corner)

00 M2V X TR wpn | AN
| o0

2. Enter settings password (the default is 1234).
3. If you prefer to set static IP address for the controller, then press settings

icon to navigate the settings menu till you reach "Device IP" item, then simply
type the new IP address and press "OK" (the "V" icon)
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Device IP:192.168.4.93| aye
S| | 00:0

4. If you prefer dynamic IP address for the controller, then press settings icon to
navigate the settings menu till you reach "DHCP Enable" item, then simply
type the "1" and press "OK".

5. Then you need to set the Server IP, by navigating the settings items till you
reach "Server IP". Set its value to the same as your printing server IP where
Sentinel is installed and click "OK’.

Operations via SNT Manager
Configuration
1. Activate "SNT Manager" located in program files under "Sentinel"
(Sometimes it’s called “External Device Manager”).
You will get the following screen:

# External Device Manager o]

File Accessmods  Device  Help

Auta Discovery | Manual Discovery |

e i i e e e Rehesh |
| 0:80.e1:e7:d%6Ba 1921684201 ODisable EPIF43115241 7o 1.43.42 255.250.2595.0 19218841 192168.48 F0m Heb  SENT1..
AL i it = T —rm Setlings |
v 00:17-61:10:84: 74 192168490 1921 i
Export

Upgrade
Firmware

Total= 3

Devices on the local netwark segment.

SEMTIHEL Thislictis created automatically by Estemal Dievice Manager.

Exit I

2. Double-click on the controller from the list to open properties window.

6 Sentinel - Controller Manual Configuration




SENTIN=L

Your pull printing solution

Opened window will display all controller definitions:

92.168.4.203

Hehaork. | Display I Advanced I Debug I
=4l B
Mac 0:20el:bl:daes
DevicelP 192.168.4.203
DHCP False
Mame SEMT11655918
Serial EPJF43115151
DevicePort foom
Firrriaf are 14327
UnitT ype Heb
SubMethdask 255.255.255.0
Gatehay 192.168.01
Dezeription
ServelP 192.168.0.12
ServerPort Fom
Mame
[Drefines the Device name identificator for the External Device Unit
| Save Load Cancel | 0K I
1
Attention:

e The first update will be DevicelP and fro that on the IP will remain the
same.
Controller IP is the identification Value of the controller, and all
references are via that value.
Only after that all other values will be configured. Otherwise, the
system doesn’t know to which IP configuration belongs.

e DHCP should be ‘false’ when update is done, before ‘OK’ is pressed.
This is because otherwise broadcasting continues, and the IP can be
changed randomly.

3. Modify any of the settings you need, you must set the Server IP as the IP of

your printing server where Sentinel is installed. Then click "OK".

Name = Can be configured to meaningful name.
The values are displayed for controllers list for users’ conveniences:

-::z._rExternal Device Manager

File  Accessmode  Device  Help

Auta Discovery I Marual D\s:nveryl

| Device [P | DHCP | Serial | S-Port | ) | Type W@Shings

17:61:10:84:74  192.168.4.90

MAC

| D-Port I Firmware | Subnet Mask Gateway I Server [P
152...

Refresh

bl:daee [ 192 3 | 0-Disable | ERJF43115151 | 7001 3.27 55 256,00 BB.4 9216 700 For Demo only Settings
1 0:80el:B236:65 19276844 1Enable  FPGF43043056 7001 14344 256.255.255.0  192168.41 0000 7o =
xport

T
'

L

h
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Configuring is done as for any other value:

Hetwark. | Display | Advanced | Debug |

=4l |3
Mac 0:80:e1:b1:daee
DevicelP 192.168.4.203
Mame For Demo only

H L4214 E4E]

DevicePaort Fom
Firrei/ are 1.43.27
UnitT ype Heb
SubMethask 255.255.255.0
Gatehw'ay 192.168.4.1
Drescription
ServerlP 192.168.4.234
ServerPort Fom

Name

Defines the Device name identificatar for the Extemal Device Unit

Save Load Cancel | 0K I

4. In order to configure several controllers at once, for example, you can save all
configuration of the 1t controller in a file and load them to configure the

other controllers.

The configuration will be saved in *.SNT file.

MNetwark | D
| Dlsplayl Advancedl Debugl - @“ Saarch Deskiop
E ° - S
rganize v Ew Folder = ¥
tac 0:80e1:b a =
DevicelP 192.168 ~ . j= Joer— =
DHCP False -+ Favorkes | Libraries
B Deskto —dS tem Fold:
Nar.ne SENTT1 P 1 yskem Folder
Serial EFJF4317 8 Downloads —
D.evlceF‘nrt 7001 =] Recent Places Administrator
Firmtv/are 1.43.27 & System Foder
UnitType: Heb | ibraries
SubNethask 255.285 Y L
Giateway 1921 g Documents . A' Computer
Description Music L] syctem Folder o ] ]
Eeweu'IJF' 168 ] Pictures : Configuration is stored in *.SNT file
ServerPort 001 B videos N  Network
| System Falder
;h; Computer
‘?_:-' Local Disk {3} } Applications
S8 nn MARFFI -PC File falder 2|
Name .
Fil ;| ip203] -
Disfiries the Disvis nagfientitcator for the Exteinal Di iz | 2] |
Save as type: | (*.5MT) j
(= Hide Folders Save I Cancel
Load = —I /

Load the configuration in order to update controller/s:
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5.

6.

Natwork | Display [ Sovanced BDebug |

=
Mac 0:80:e1:b1:d
DevicelP 192.168.4.
DHCP False
Name SENT1165
Serial ERJF431151
DevicePart Fom
Firmiw/are 1.43.27
UnitType Heb
SubMetMask 255255 21
Gatelw'ay 192.168.0.
Description
Serverl P 192.168.0.
ServerPort 700

Mame

Defines the Device name identificatar for the External Devic

(S esktop - [@” Search Desktop
Organize ~  Hew folder = - me
i Favortes = ] File Folder B
Pl Desldop
18 Downloads ImportUsers
. File Folder
&l Recent Places
Libraries ServiceDesk_Plus . R
e I o Load ocnfiguration from *SNT file
ocuments
& Music
Software Versions
% :‘;“"es l File Fokder
Ideos
- Testing files
1 computer l File folder
&2, Local Disk (C:)
8 Con NABEEL-PC — .. Ip203.5HT
¥ Dron NABEEL-PL, SNT File
o 526 bytes =

File rame ||

= [ El:
Cance

A

‘ AFid Beep: @ on OO |
8021x
Status: C On & OF
User.
Password:

Retiy Send LIDP: 5

‘wiegand
’7 Reverss Wisgand data: © On o 0ff
—LUoP
Accept udp meszages from all Device servers: © 0On & 0f
Overloaded Network: On & Of

[ Device
Hide numbers:

Passward: 1234

Save Load

In order to check if controller is connected to the server, you can select
Advanced Tab and press “Beep”. The controller should beep.

In order to restart the controller remotely select Debug Tab and press

“Restart”.

Natwork | Display | Advar\ned-

Hode

’7 Debug * On  of ‘
Copy

’7 Feset button in copy mode " Freeze ' Reset |
Clock =

( Mirnies without clack before restart (0 N4 s = |

Advanced

Clear last Debug Restart
emnor

Remaote restart pof controller

[

Save Load

Cancel i
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7. Controller’s card reader can beep / not beep when card is passed.
In order to force beeping on card passing, select Advanced and mark :
RFid Beep = On

% 192.168.4.203
Networkl Displa ebugl
| RFid Beep: " On o« 0ff
I Status: Coon & O
Uzer: I
Passw
IN order to beep when card is read
‘wiegand
’7 Feverse %iegand data:
—UuDP
Accept udp messages from all Device servers, © 0On & 0
Overloaded Network:  On & 0t
Fietry Send UDP: &
i Device
Hide numbers: © 0On & i
Pazzword: |1234 sa;:tolw | Beep |
efaults
Save Load | Cancel |
8.

In order to enable the controller to work with two servers, the UDP message

should be accepted from more than one server, select Advanced and mark:
UDP: Accept udp messages from all Device servers = On.

192.168.4.202

Networkl Display  Advanced | Dehugl

| FiFid Beep: T On & Of ‘
802.1%

Status: " 0On & 0

User I

Pazsword: I
Wiegand

Reverse Wiegand data:

(sl

Accept udp messages from all Device servers:

Owerloaded Metwork: © 0On o 0
Rety Send UDP: IE
— Device
Hide rumbers: = 0On &~ 0ff
Pazzword: I‘I 234 Factory
defaults Besn
Save Load | Cancel | (114 I
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In order to hide code value, so that “**** .

select Advanced and mark:

Device: Hide numbers = On

2

" will be displayed on the screen,

Firmware upgrade

11

Netwmkl Display§ Advanced I ebug'
‘ RFid Beep:  On o 0ff |
80218
Stalus © On O
User: I
Passward: I
Wiegand
’V Reverse Wiegand data  On = 0ff
[ uDP
Accept udp messages from all Device servers;  On = 0ff
Overloaded Metwork: © On &« Off
Rty Send UDP: g
- Device
Hide numbers: @ 0On 0
Password 1234 Factory
defaults Beep
Save | Load Cancel |

1. Controller firmware upgrade via SNTManager.
2. Firmware version is displayed (Read only) in main configuration screen:

192.168.4.203 & B3 I
Nebwork | Display I Advanced I Debug I
=4l E
Mac 0:80:e1:b1:daree
DevicelP 192.168.4.203
DHCP False
Mame For Demo only
Serial EPJF43115151
l Firrrié are: 1.43.27 l
iy '
SubMettazk 255.255.255.0
Gateway 192.168.4.1
Drescription
ServerlP? 192.168.4.234
ServerPaort 7001
Name
Defines the Device name identificator for the External Device Linit
Save | Load | Cancel | 0K I

Updating is done be selecting a controller and pressing “Update Firmware”.
You will be asked to select the firmware file from the suitable folder and

update.
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External Device Manager

File  Accessmode  Device  Help mvﬁﬁ'%kﬁﬂp - - ml Search Deskkop lﬂ

Auto Discovery | Manual Discovery |

Organize > Mew Folder

i
&
®

i OO:7-E1:10:84.74  192168.4.90 [=] .0 Favorites
1 80el:blidaes  192160.4203  C

ImportUsers

& Downloads

v File folder
| Recent Places
(=1 [ Libraries Ei\ggiiisk_mus
B pocmeres Firmware version
‘J‘ Music
[E=] Pictures Software Yersions

File Folder
B videos

Testing files

e
= 1% Computer File Folder

& Local Disk {:)

¥ ConNABEEL-PC i SentinelProEng_Signed. bin
¥ D on MABEEL-PC BIM File
—

165 KB =

-

MAC [DevicelP [T N b Fioroidsr Al Refiesh
(3 Settings

Export

Upgrade
Firmware

File name: I j I"bin files (*.bin} j Total= 2

Qpen I Cancel |

Devices on the local nelwnrk”s %

Y This list is created automatic e

SENTINS

After confirmation (“Are you sure?” + “OK”) the firmware is upgraded

svice  Help

izcovery I

Device IP | DHCP | Serial | D-Paoit | Firmware | Subnet Mazk I Gateway | Server [P | S-Port | D... | Type | Stings |
1592.168.4.90 192... Tibba

192168.4.203 ODisable EPJF43115151 7001 14327 255.286.255.0 19216841 152168.4.234 7001 Heb  For Dema anly

Updated - 39% complete M= E3

Fleaze wait, update in progress..

o

Device  Help

Discnver_ul

| Dievice P | DHCP | Serial | [-Port | Firmnware | Subnet b ask Gateway | Server [P | S-Port | ... | Type | Strings |
1582.168.4.90 182, Tibbo
1921684203 O-Disable  ERJF43115151 7001 14327 205.255.250.0 19216841 1927168.4.234 7001 Heb  For Demo only

i Upgrade Firmware Completed Successfully 1
" The device will restart,

After upgrade the controller should be restarted (as required).

The new firmware version will be displayed:
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Netwark | Displayl .&dvancedl Debugl

#:192.168.4.203
|
i
1

=4l =
Mac 0:80e1:bT:.daee
DevicelP 192.168.4.203
CDHCP Falze
Mame SENT11655918
Senial EFJF43115151

Firrn'afare

Subhethd ask 25%.255.255.0

Gateinay 192.168.4.1

D escription

ServerlP 192.168.4.234
ServerPort Fom

Firmware updated
Name

Defines the Device name identificatar for the Extemal Device Unit

Cancel | oK I

Save Load

Connection to Sentinel
Messages
For example, when you type incorrect user code, the panel will show error message:

WRONG USER CODE
WAS TYPED

This is valid for all other Sentinel messages.

Controller used as switch
When only one network connection point is used both for printer and for controller,
the controller is used as switch, as follows:
- One Ethernet cable connects between the controller and the network (As
explained in section Configuration from the panel screen).
- The other cable connects between the controller and the printer.
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Open/close printer for Copy
The option is available for printers which have foreign interface, e.g., FDI support.

Each printer company has its” own copy cable with its’ specific empty connection to
the printer:

When using secured Copy option (After entering code / passing card), the Sentinel
controls the Copy option by opening the printer for copying on Copy request and
closing it when operation is done / timeout.

This is done by connecting Copy cable to the printer on one hand and to the
controller as an Ethernet cable on the other hand.
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