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Application errors

Provider is not registered on local machine
When the following error is displayed:

=) - [T o ey

Server Error in '/Sentinel’ Application. &

The ‘Microsoft. Jer.OLEDB.4.0° provider is not registered on the local machine.

auing i of e & ] 2 st ruce for
Exception Dekails) Ssaler makiCoemmErepian The Wermsotbet OLEDS £ I peowider s nol regitened an e nal machine
Source Ervor:

Toa amicce coin shet geasrated Shis uchasdles secepbics can Galy be shom wben corpiled tn dekig mse. To scable biis, plesse Eolloy saw of the below stege, thes regiess the CBL:

1. a2 4 “habegeras aizective

The tap of cha file Thar gacarated cia arror. Ixesles

<5 e Longoage

B Do

21 Add wha fallswing seszion s che. csnflmasion file af yeus applisacion

actnagme will cwses wil Files wishin a gives ipplizacios to be compiled in datug meds. The ficas cechsims will caurs cnly Thr parcicsler file to ba compiled in debny sos.

Taportant: Buening apelicazions in debus mide dan A90sT 4 memorp/perforuanca suechasd. Tow ahosld miks wirs thet an applisavion has dsisagieg diean!

fare daplaying inoo predustien asecaria

[InvaliddperationException: The ‘Microsoft.Jet OLEDE.4.9' provider is not registered on the local machine. |

Systen.Data.0leDb. P 4ng constr, DataSourceWrapperk datasrcrapper) +1765474

Systen.Data.OLeDb. Olabol & constr, OleDblennecticn connection) +1BAREEZ

Systen,Dats.0leDb. OleDbConnectionFactory, El!atﬁ[wlne{hun\m(uﬂne(UU"\"Dtluns options, MbConnectionfooliey poolkey, Object poolGroupProviderInfo, DblonnectionPosl yuoL DbConnection cwminglbject) +188
tem . Data.Pr .DDE o Dolenanection owninglonnection, DbC P poalGroup, Dol ' } 61

System.Data.

L + nnection oundngConnection, Taski 21 retry, DbC Db aldConnecticn, DbComnectionlr
System Data, ProviderBase, Dﬁtomlﬂ.iuulnlemul TrydpenConnes tionTnternal (DbConnect fon outerConnes tioa, nl.-cUnue«uuurauu-y conmectionFuctory, TaskEowpTetionSaurca™ ] retry, DbConmectioeOptions userOEions) +€
Systen.Dats.ProviderBase. DbConnectionInternal .OpenConnest ion(DbConnec tion cuterConnection, DoCunmectionFactory connectionfactory) +27

Systen.Data.0Lelb, Olelblomection Open(} +47
wenigplicatfant . BasePage. Getlangusgal) in D:\ProjectsyCiProf
ebiipplication]. BasePage, Tnitial izeCulture() in Di\ProjectsiCy
A58 dofault_acpe._BuildCantralleoo{dofault_acp _ctrl) 183
59 safault_aspe FrasswockInieislizal) 498

Sycten. hoh 1T, Page_Proc, Eoolean fac Paint, Bealesn facludeStagesiftasisyncRaint] s58
System.weh. UL Page. Processhequest() 1119

Syston.Neb. UL Pago Processhoquest{HETpLantaxt contaxt) +d4

Systen. el Cal Handlark kocut 1anStop. Sy ton-Web. HTTpARRL catan. 1Exocutions e Expcuta( ) +913

SentinelySent ineIHebY'3, B Seat inelNehV3 By Sent fne1HetV3 . B\BasePags . cs 149
jectshSentinel\SentinelHelVs, B SertineTnebV3. B Sent ine1webiv3 . @) BasePage . 5120

System,ned . Hetph step, Booleand completedSynchromously) +165

It means that the application cannot run because this is a 32 bit application and the 1IS does not enable it.

In order to solve it, it's most recommended to run the Wizard (See Wizard), which will enable 32 bit
applications.

Another way to update the settings is by activating:

Fie  View t

hod = N k<N

@ start page

65 wIn-G121TaD:
22 Appliatior

1IS Manager->Sites->Sentinel->Basic Settings-> Check which Application Pool is used as follows:

Site name:  Default Web Siel ‘

Path; 3
4 Application pool:
WASP.NET w40 Classic Select...
fore
Example: sales 2
- Permissions...
Physical path: fa M 1
[e-tinetpubmmar oot sentnel - Basic Settings. ..
Pass-through authentication q Wiewr Virtual Directories

Conmect as, Test Settings... Ev

Manage Application (o~
e NETTust  Appication i,
Levels Settings Browse Application

Cancel Browsz "0 (HHp)

Advanced Settings..

Conection  Machinekey  Pagesand  Session State  SMTP E-mai @ nep
Strings Controls
Online Help
s

a4 o B

Adthentication €&l Compression _Default Directory  Error Pages
Document  Browsing

- — . . =l
[ Footures viow

Ready

IIS Manager->Application Pools-> select the above Application Pool ->Advanced Settings->
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Enable 32-bit Applications = True:

Internet Information Services (115) Manager

b WIN-GL2ITIDIRES B (General) - @ e
File  view  Help 4 M Enable 32-6it Applications True I
GEI Application Po ASPNET v4,0 Classic N
2 Qe Lengih Lom 5 add Application Poal...
This page ets you view and mans | Jtart Automatically True Set Apphcation Pool el
Processes, contain one o more s |El CPU anplicatonbod R
Limit o
+ - b Stat
- i Limit Action Hodction £
Hame_~ Limit Interval minutes) 5 B sep
Pracessor Affinity Enabled False — @ Recyde.
2P NET v4.0 Classic Processor Affinity Mask 4294957295 Edit Apphicationt
=== Bl Process Model
Basic Settings. .
L Defaultapppool Identicy ApplicationPoolTdentity El 2
Idie Time-out (minutes) 2
Laad User Prfile False 3 Acvanced Settings...
Mazimum Warker Pracesses 1 e
. 2
ing Enabled True X e
Fing Maximum Respense Time {secanc 90
Ping Period {secands) E View Applcations
Shutdown Time Limit {secands) 90
= el
bartin Time | imir i ndel an @ E_D
Name Oniine Help
7 [name] The application pacl name is the unique identifier for the application posl.
5 | 5 Featres View || - Cantert Vie

Resdy ok Cancel
| A

The same error can be displayed when activating QR Code:

Server Error in '/bguardQRC' Application.

The ‘Microsoft. Jet OLEDB.4.0' provider is not registered on the local machine.

Descriptior: duing web request. trace fat more info bout e esror snd where 1t afigi code.
Exception Details: Systerm InvalidOperstionExcetion: The Microssft. Jet OLEDB.AY provices s nct registered on the locs! machine.

Source Error:

The seurce code that generated this uhandled exception <an cnly be shown when compiled in debug mfe. To ensble this, plesse follow ane of the below stess, then request the URL:
1. MG & “Debugetrue” directive at the top of the Tile TRt generated the error. Exsaple:

W Page Langubges"CR" Debuge"true” %
21 At the fallowing section to the canfiguration file of yous application

ccontiguratisr
cxysten. meb
<compilation delug"true’ />

<tsys

<leenfiguration

Note that this second technigue will cause all files within a given sgelication to be caplled in debug mode. The Pirst techique will cause cnly that particular file to be compiled in debug mode.
Inportant: Ruping applicaticns in debup mode oes NCUT & Eewcry/RErTGTBANCE Overnesd. You Should mEke SUre TMAT an applicaTicn has deSugging cisabled before deploying LN ProBUCTion SCenario.

Stack Trace:

[InvalidOperationException: The 'Microsoft.let.OLEDE.4.0" provider is not registered on the local machine.]
System.Data.0lelb.0leDbServicesWrapper.GetDataSource(0leDbConnectionString constr, DataSourceWrapper& datasrciWrapper)
System.Data.0leDb.0leDbConnectionInternal..ctor (0OleDbConnectionString constr, OleDbConnection connection) +1651036
System.Data.0leDb.0leDbConnectionFactory. CreateConnection(DbConnectionOptions options, DbConnectionPoolKey poolKey, Ob
System.Data.ProviderBase.DbConnectionFactory.CreateNonPooledConnection({DbConnection owningConnection, DbConnectionPool
System.Data.ProviderBase.DbConnectionFactory. TryGetConnection(DbConnection owningConnection, TaskCompletionSource’l re
System.Data.ProviderBase.DbConnectionInternal.TryOpenConnectionInternal (DbConnection outerConnection, DbConnectionFact
System.Data.ProviderBase.DbConnectionInternal.OpenConnection{DbConnection outerConnection, DblonnectionFactory connect
System.Data.0leDb.0leDbConnection.Open() +47
bguardQRC.BasePage.GetlLanguage() in D:\Projects\C\Projects\b-guard-3.0\Sentinel\bguardwWebV3.0\bguardWebV3.0\bguardiobi
bguardQRC.BasePage. InitializeCulture() in D:\Projects\C\Projects\b-guard-3.0\Sent inel\bguardiebV3. 0\bguardWebV3. 0\bgua
ASP.default_aspx.__BuildControlTree(default_aspx __ctrl) +84
ASP.default_aspx.FrameworkInitialize() +98
System.Web.UI.Page.ProcessRequest (Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +68
System.Web.UI.Page.ProcessRequest() +119
System.Web.UI.Page.ProcessRequest(HttpContext context) +99
System.Web.CallHandlerExecutionStep.System.Web.HrtpApplication.IExecutionStep.Execute() +913
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +165

In QRC settings in IIS - Application pool should be ASP.NET v4.0 Classic witch is configured with “Enable 32-bit
application” is enabled.

Cannot resolve the collation conflict
When the following error is displayed:

Sentinel Knowledge Base Page 8



SENTI

Your pull printing solution

Server Error in '/Sentinel' Application.

Cannot resolve the collation conflict between "SQL_Latin1_General CP1_CI _AS" and "Hebrew _CI_AS" in the UNION operation.

Description: An unhandlsd exception occurred during the sxecution of the currert web reuest. Plsase review the stack tracs for mors information sbout the srror and whers  riginate i the code.

Estception Details: System Data OleDb. Cannat "SOL_Lafint _Genersl_CP1_C|_AS" snd "Hebrew_CI_AS"inthe UNION operstion.

Source Error:

an unhandled exception was generated during the execution of the current weh request. Information regarding the origin and location of the exception can be
identified using the exception stack trace below.

Stack Trace:
[@1eDbException (0x80040214): Cannot resslve the collation conflict between "SQL_Latinl General CPLCI_AS" and "Hebrew CI_AS" in the UNION operation.]

System.Data.0] eDb. 0] eDbDataReader . ProcessResu1ts(0] eDbHResult hr) +1106750
System.Data.0] eDb. 0] eDbDataReader. NextResult() w425

tem.Data.0] eDb. 0] eDb d nternal ( behaviar, String method) +241
tem.Data. 0] eDb. 0 eDb d behavior) +116
tem.Data. 0] eDb. 01 eDb d. System. Data. Db d. behavior) +4

System.Data.Common.DbDatasdapter.FillTnternal (Dataset dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, Commandgehavior behavior)
System.Data.Common.DbDataAdapter. Fi1l(Dataset dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behaviar) +319
System.Data.Common.DbDatasdapter. Fi11{Dataset dataSet, String srcTable) +92

tem.eb UL WebControl 5. g arguments) +1618
System.web. UL WebContral s, Li stComtral .0nDataBindi na(Eventargs e) +97
System.web. UL WebContral s. Li stComtrol . Performselect() +34
System.Web. UL WebContral s. BaseDataBoundControl. Dataind() +74
VebApplicationl.Devi ces. LoadDevi ceDataTolpdate(String szIPAddress, String szPrinterName) in D:\Projects\C\Projects\Sentinel\SentineltebV3. O\SentinelWebyd . 0\Senti neTueby3 .0\Devices. aspx . cs
WebApplicationi.Devices. EditDevice(Tnt32 devId) in D:\Projects\C\Projects\Sentinel\Sentinelnebv3. o\sEnmewEbvz O\SentinelWeby3 .0\Devices. aspx. c5:400

HebipiT iEationi. Devi ces. Page_Load(Object sender, Eventargs € in Do\praj ects\C\Pro: e -O\Senti ne 1Webv3 . O\Devices. aspx.c5:170
b.uti1.callitel per. aller(IntPtr fp, Object o, Object t, Eventargs e) +14
tem.Web. Uti1.Call .Callback(Obiect sender. Eventaras e) +35

It means that in SQL table/s there are fields with different collation that the DB defaults.
Each query that attempts to compare between fields of different collations will cause a conflict.

In the above error, a table field which was defined with different than the DB default collation was Union-ed with
another table fields defined in default collation.

The field’s collation should be corrected to be the DB default collation as follows:

IN-OE63VHSVF.
Column Name
2l 1o ot ]

SiteName nvarchar(255) W~ I

Design

TR e g

E Alias nvarchar(255) ~ I

Column Properties |

Table Designer
Collation

No value was given for one or more required parameters

When the following error "No value was given for one or more required parameters" is displayed:

Sentinel Knowledge Base Page 9
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Server Error in '/Sentinel' Application.

No value given for one or more required parameters.

An at request. Piease review the stack race for More Nformaton sbout the eor and where & orignated n the code.

Exception Details: System Dats OleDb.0DBEXCeptan: No Value QHen for 0nE or More required parameters,

Source Error:

An unhandled exception was genmerated during the execution of the current web request. Information regarding the origin and location of the exceprion can be identified using the exceprion stack trace below.
Stack Trace:

[0l eDbException (0xB0040¢10): No value given for one or more required parameters.]
bata.ol . 1t hr) +1070856

Data.01eDb.0)eDbCommand. E
Data.0leDb.01eDbCe d. Ex t) +194
Data.0leDb.01eDbCe . E> d (Co behavior, Objectd executeResult) +53
Data.0leDb. 01 eDbCe d. Internal behavior, String method) +167
System. Data.0leDb.0)eDbCommand. ExecuteReader (CommandBehavior behavior) +116
Systes. Data.0leDb. 01 eDbCommand. Systen. Data. ID| d. behavior) +4
System. Data.Common. DbDataAdapter. Fi1lInternal (DataSet dataset, DatsTable[] datatables, Int3? startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) +144
System. Data.Common, DbDataAdapter. Fi11(DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, Commandgehavier behavior) +319
Systes. Data.Comon, DhDatasdapter. 111 (DataSet dataset) +34
WehApp]icationl. MyAccount. Page_Load(Object sender, EventArgs &) in \\tsclient\D\Projects\C\Pro: B
Systes. Web. Uti1.CalliHelper., EventArgFunctionCal ler (IntPtr fp, Object o, Object t, EventArgs €) +14
util.can .Cal j sender, EventArgs e) +35
System. Web. UL Control.OnLoad(EventArgs e) +91
System. Web. UL Control. LoadRecursive() +74
UI.Page. Boolean , Boolean . ) w2207

dbParams, Objectd executeResult) +247

Version Information: Hicrosoft NET Framework Version:4.0.30318; ASP NET Version 4.0.30319.1

it means that the application cannot run because at least one parameter is missing.

For example, the error can occur after incomplete installation.

In order to solve it, it’s most recommended to run the Wizard (See solution Run Wizard), which corrects/add all
required parameters.

If the error is displayed after upgrade customer's version, and the problem is in the DB, the following should be
done:

1. Stop Sentinel service.

2. Run Wizard or run UpdateTbl.exe

3. Restart the service

Could not use "; file already in use / Record is deleted

The on opening Sentinel web one of the errors (See attached files MBD_Is_Busy,
OpenAccessFailed) is displayed:

H
Server Error in '/Sentinel' Application.

Could not use " file already in use.

Description: An unhandled exception occurmed during the execution of the current web request, Please review the stack trace for more inforstion about the error snd where it oniginated in the code,
Exception Details: System Data ObeDb OleDbException: Coukd not use =, file already in use.

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and
locacion of the exception can be identified using the exception sctack trace below.

Stack Trace:

[01eDbException (Ox8D004005): Could not wse "'; file already in use.]
System.Data.01e0b. 0] eDbConnectionInternal . . ctor (0] eDbConnectionstring constr, OleDbConnection connection) +965421
System.Data.01eDb. 01 eDbConnectionFactory. CreateConnection{DbConnectionOptions options, Object poolGroupProviderInfo, DbConnectionPoal poal,
System.Data. Provi derBase.DbConnectionFactory.CreateNonfPool edConnection{DbConnection owningConnection, DbConnectionPoolGroup poolGroup) +29
System.Data. Provi derBase.DbConnectionF actory. GetConnection(DbConnection cwningConnection) +4863404
System.Data. ProviderBase.DbConnectionClosed. OpenConnection{DbConnection outerConnection, DbConnectionFactory connectionFactory) +117
System.Data.01eDb. 01 eDbConnection.Open() +40
_Default.Page_Load(Object sender, Eventérgs e) +328
System.Web.Uti1.CalliHelper, EventargFunctionCaller(IntPtr fp, Object o, Object t, Eventargs e) +14
System.Web.Uti1.Cal1iEventHand] erDelegateProxy.Cal Tback(Object sender, Eventirgs e) +35
System.Web.UI.Control.OnLoad(Eventargs e) +99
System.Web.UI.Control.LoadRecursive() +50
System.Web.UI.Page.ProcessRequestMain{Boolean includeStagesBeforessyncPoint, Boolean includeStagesAfterAsyncPoint) +627

Wersion Information: Microzoft MET Framework Version 2050727 3655, ASP MET Versiorc2 050727 3658
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-|a
@@|€ hitp://localhost/Sentinel/ £ = G| © Record is deleted. ok
S s £ g . A
Server Error in '/sentinel' Application.
Record is deleted.
Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.
Exception Details: System Data OleDb OleDbExcepfion: Record is deleted
Source Error:
An unhandled exception was gemersted uring the &xecution of Che CUrrent web request. INfOrmation regarding the origin and locarion of the exception can be idencified using the exception stack
trace balow.
Stack Trace:
[OleDbException (@x8@084085): Record is deleted.]
System.Data.0leDb.0leDbCommand . ExecuteCommandTextErrorHandling(0leDbHResult hr) +1138392
System.Data.0leDb.0leDbCommand. ExecuteCommandTextForSingleResult (tagDBPARAMS dbParams, Object® executeResult) +247
System.Data.0leDb.0leDbCommand. ExecuteCommandText (Object& executeResult) +208
System.Data.0leDb.0leDbCommand . ExecuteCommand (CommandBehavior behavior, Object& executeResult) +58
System.Data.0leDb.0leDbCommand . ExecuteReaderInternal{CommandBehavior behavior, String method) +162
System.Data.0leDb.0leDbCommand . ExecuteReader(CommandBehavior behavior) +118
System.Data.0leDb.0leDbCommand. System.Data. IDbCommand . ExecuteReader (CommandBehavior behavior) +9
System.Data.Common.DbDataAdapter.FillInternal({DataSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, C
System.Data.Common.DbDataAdapter.Fill(DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) +136
System.Data.Common.DbDataAdapter.Fill(DataSet dataSet) +88
WebApplicationl._Default.Fill6rids() in D:\Projects\C\Projects\Sentinel\SentinellebV3.@\SentinelWebV3.@\SentinelWebV3.0\Default.aspx.cs:592
WebApplicationl._Default.Page_Load(Object sender, EventArgs e) in D:\Projects\C\Projects\Sentinel\SentinelWebV3.@\SentinelWebV3.@\SentinelWebV3.8\Default.aspx.cs:
System.keb.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, Eventfrgs e) +51
System.Web.UI.Control.OnLoad(EventArgs e) +95
System.Web.UI.Control.LoadRecursive() +59
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +678
N
L4 >

it's usually because of Access DB limitations.
When there are too many accesses to the MDB DB, it can be corrupted.

The solution is to create SQL DB, transfere all info from the Access to the new SQL and to
connect Sentinel to SQL DB.

The system cannot find the file specified
The error message (panhandled exception) is displayed on attempt to:
Devices -> Add Printer / Edit Printer.

The application fails on Get_lInstalledPrinters ():

Sentinel Knowledge Base Page 11
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Server Error in '/Sentinel' Application.

The system cannot find the file specified

review the stac)

Exception Details: System ComponentModel Win3ZExc

Source Error:

Stack Trace:

scription: An unr‘mnd ed exception occured guring the execution of the current web request. Please
trace for more information about the error and where it ariginated in the cade.

eption: The system cannot find the file specified

[Win32Exception (@x80664205): The system cannot find the file

specified]
System.Drawing.Printi
+455

ng.PrinterSortingI.get_lrstalledprinters()

HebApD}irﬂtioﬂl.WinBZAPI.FcpulaTeDPDpDcwﬂL;St() in

Y\tscl went\D\Pr‘ujents\li\.Pr‘mjects\-\berﬁ::Lmal‘\s«entjnelmebhrs.E)\‘Ss-zn:ins.»:Lh-.'e
bv3.e\Sentinelwenv3. @\Win32APT. cs: 184

[TargetInvocationException: Exception has been thrown by the target

of an invecation.]

System.RuntimeMethodHandle. I nvokeMethod

Areuments  Sianstums s5a

- PR

(Object target, Object[]

In order to correct it, the application pool which runs Sentinel should be defined as "LocalSystem", which enables

more permission.

Activate:
IIS -> [Sever name] ->Sites ->Default Web Site -> Sentinel -> Basic Settings -> Get the Application Pool name
1IS->Application Pools -> Select the above Application Pool ->Advanced Settings-> In Process Model
Identity = 'LocalSystem' as follows:

[“EInternet Information Services (115) Manager

[Advanced settings

3 2 ¥ icatic
@‘, 0[O wmnsromames » eppicas

Fle View Help

1121 18 q%l Applice

L leks you v

, contan c
Application Pool of Sentinel '

B (General)
MET

Enable 52-Bit Applcations
Managed Pipeine Made
Name

Queue Length 1000
Start Automatically True

5 sentiel

Should be updated to 'LocalSystem’

b warker

B cru
e A Nodcion
== e
AP NET 0 Processor Affinity Enabled False.
_JASPNET v4.0 C S SRR
(lClassic T apy ) Process Model
Docmspproie ] TR ovicatorvooentty
Load User Profile False
Maximum Worker Processes 1
Fing Enabled True

Ping Maximum Response Time (seconc 90

o/ —
‘ >

Readly

& Add Application Pool...

et Applcation Pool Defaults.

Application Pool Tasks
b Start

Basi Settings..,
cycing...

‘Advanced sertngs.

Local System, Local Service, or as a specic user identy.

Shutdown Time Linit (secands) 0
Fartun T an =
Identity

[identiyType, username, password] Configures the application pool ko run as
buitin account, .. Appication Pool Identiy (recommended), Network Seruice, i |

XK Removs
view Applications

@ or

Online Help

cancel |

G
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& [ wsamomes » apicaic & Cenerad & s
= MET Framework Wersion V4.0
File  View Help Enable 32-Bit Applications True
—_— Managed Fipeine Mode Integrated _
ics Mame ASP.NET v4.0 Classic
@ lici >
CHEIET) ARl | o 3 adpicaton oo,
W Statrage Seart Automaticaly
qg W]Nrmgnspmgg e This page lets Vt”“ v lmou [Z1x] Set Application Pool Defauikts.
. Application Pocls: processes, canta 4 Lirit Application Pool Tasks
E1[8] Stes Filter: Limit Action b start
@ pefaitwebsie || T it Interval (minutes) ® sop
b sl | By reyr Frosessor Affnty Enct 2 Recyc
Processor Affirity Mas| =
@;m METVEOC Model 5t Edit Application Pool
122 Classic MET Apy rocess Model [E
Ovetautapprool | | 1denity asic Settings..
Idle Time-out Recycling...
Load Liser Fy “ Advanced Settings.
Vo Coc Jlom || e
Fing End T
Ping Maxinum Resporise Tme (seconc 50 R Remove
P\:Q :er\wd (sewnds)( 5 30 View Applications
Shutdonn: Time Lt (seconds) E)
Lt @ E @ e
Identity Online Help
[dertity Type, usetname, password] Corfigures the spplication pool o un a5
Al |buitiaccount, ie. Applcation Pool Idenkiy (recommendied), Network Service, |
Local System, Local Service, or as a specific user identity.
bl »
Ready ok Cancel

You are not authorized to view this page due to invalid authentication headers

When the error message is displayed:

Detailed Error - 401.2 - Unauthorized - Windows Internet Explarer

€] hizofocahostsertinel

95 b Suggested Sites ~ & Wb Sice Gallry

=& [4]| x| BT eing 8

i Favortes

(& 15 7.5 Detailed Error - 401.2 - Unauthorized %y - E) - 0 s - Page - Safety~ Took - &

Server Error in Application "DEFAULT WEB SITE/SENTINEL"

Internet Infarmation

Error Summary |
HTTP Error 401.2 - Unauthorized
You are not authorized to view this page due to invalid authentication headers.

Detailed Error

ModuleIIs Web Core Requestsd URLhttp://localhost:80/Sentinel
NotificationAuthenticateRequest Physical PathCr\inetpub\ wwwroot\Sentinel
HandlerExtensionlessUrl-Integrated-4.0 Logon MethodNot yet determined
Error Code0x80070005 Logon UserNot yet determined

Most likely cause:

« Mo authentication pratocal (including anenymous) is selected in 115
« Only integrated authentication is enabled, and a client browser was used that does not support integrated authentication

« Integrated authentication is enabled and the request was sent through a proxy that changed the authentication headers before they reach the Web server.
« The Web server is not configured for anonymous access and a required authorization header was not receive

o The" " ion may be explicitly denying the user acosss

It usually means that anonymous authentication is not defined properly.

In order to correct it do the following:
1. In IIS select Sites ->Sentinel

2. For selected site, in IS home page select Authentication as follows:

®E Internet Information Services (IIS) Manager
e e AT EEEICE

Fle ‘ew Help

@ i 1718, é’ J5entinel Home
B start Page

B3] SRUD3 (SRYD3Administrator )
L2} Application Pools ASP.NET o

2 Explore

Edit Permission:

Filter: - (o - ihshowall | Group by: Area

[E] Basic setting:

=[] Sites Wiew Yirtual Directories
(=14 Defaulk Web Site B \“/T 0 G5 q
(] aspnet_client i Nz < = c Manage Application ~

HET Error NETProfile  NET Trust  Application

¥ EPsScan HET NET NET
Autherizati,..  Compilation Pages Globalization Levels Settings

Browse Application
Browse *:80 (Hetp)

» -
ab| 2 = Advanced Settings..
Connection  Machine Key ~ Pagesand  Session State  SMTP E-mail @ rep
Strings Controls
online Help
us
ol & 4
G { @
ASP 2 thentic ation 5] Compression Default Directory  Error Pages
Document Browsing

q (1v| [EFeatures view |- Content Yiew

Ready

Sentinel Knowledge Base Page 13



SENTIN=L

Your pull printing solution

3. Select Anonymous Authentication and press 'Enable' as follows:

B Internet Information Services (IIS) Manager [_[C]
@ o | @ st » Stes v DefautwebSte b Sentinel & - e -
Fle  view Help
_.7 &)  Authentication
Q-7 e IE,
§5 Start Page G
ﬁﬂ oy \g || Groumby: wo srouping i, —
“-[ ) Application Pacls r—rm— [ Response Type @ Hep
El-(8] Stes Anonymaus Authentication Disabied |} Grline Help
Forms Authentication Disabled HTTP 302 Login/Redirect
4 [v| [EIFeatures view |, Content view
Configuration: Tocahest applicatientost corfig , <location path="Default Yeb SitefSentinel"> €,

4. Enter Sentinel.

Unrecognized database format
C:\inetpub\wwwroot\Sentinel\App_Data\Sentinel.mdb

Server Error in '/Sentinel' Application.

nrecognized database format 'C:\inetpub\wwwroot\Sentine/\App_Data\Sentinel.mdb’.

fere 1 ariginaled in e code

fermat'c

i San omly B4 ANSVR vhem SsEpiled in debug mede. To smable Ehis, pleass follov one of TRe Delov STAPS, THen Fequest the URL:

ratated the srrer. Exasple

48 Fage Lasguage="Ci™ Dabuge-trie™ V>

) A83 ths follewing secticn To The SoRfLQUEMTISN fils Of your applissticn

T This second Teshmigue Vi1l ciuse L1 files VACRIR & Given APPLLSATLSA T4 B4 SSEPiled 1n dabuy mde. Ine SiFMT CesAnigue VIl eamse anly TEAT PAFTLulur £ile To Be ssmpiles in depap msde.

nc: Running aps n debug mode dows incur @ memory/peston

Stack Trace:

[0y [{ )t Une d database format ':\inetpub\wawroot\Sentinel\App_Data\Sentinel.mdb’.]
System.Data.0leDb.0leDbConnectionInternal . . ctor(OleDbConnectionString constr, OleBbConnection connection) +384
System.Data,OleDb.OleDblonnect ionFactory. CreateConnection(DbConnectiondptions options, DbConnectionPoolKey peolkey, Object poolGroupProviderinfo, DblennectionPool pool, DbConnection ewmingObject) +B6
System.Data.ProviderBase.DbConnectionFactory CreateConnect ion(DbConnect fonOptions options, DbConnectionPoolKey pooliey, Object poolGroupProviderInfo, DbConmectionPool pool, DbConnection ouningConnect

When the error message is displayed it means that the Access DB was corrupted.
Just enter the DB (According to the mentioned path), click on it and 'Recover'.

On Sentinel opening, error message "SERVER ERROR 500.19" is displayed

It looks like WSUS is enabled. Let's try running the following command line to disable an HTTP compression feature
used by WSUS. You will need to run it from a command prompt with elevated privileges (run as Administrator).
%windir%\system32\inetsrv\appcmd.exe set config -section:system.webServer/httpCompression /-
[name="'xpress']

Another thing to try after you run that command is to make an adjustment to the SentryFileAppPool:

1) Open IIS and click on Application Pools

2) Locate and right-click on the AppPool serving the SentryFile application (default is "SentryFileAppPool") and
choose "Properties"

3) Locate "Load User Profile" under the "Process Model" and set it to "True".

4) Restart the Application Pool (in the Actions Pane on the right-hand side of the screen).

5) Test SentryFile

Sentinel Knowledge Base Page 14
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Could not load type 'System.Service.Activation.HttpModule' from assembly
'System.ServiceModel........
When the following error is displayed, it means that something is wrong with ASP.NET

£ Could not load type ‘Systes

eModel. ActivationHetpModule’ from assembly ‘System.S8 10101028

) < [ i cabeszrine

Fle Edk View Favortes Tools Help.
S Favorkes |5 [ svagested stes = 8] web sice Gallry +

& Coutd o type Syt serviehodel actvan... ||

Server Error in ‘/Sentinel' Application.

Couid not load type ‘System.ServiceModel.Activation. HttpModule’ from assembly ‘System.ServiceModel, Version=23.0.0.0, Culture=neutral, P

Please revi e # o

Exception Coul ot ose typ Sersicehfodl, from assembiy- System Servicetiadsl, Version=3 0.0, Cutize=neutral, Pk ey Token =775 5519346059

Source Error:

An unhandled exception vas gemerated during the execucion of the current web request. Information regarding the origin and location of the exception can be identified u

Stack Trace:
CypeLoadexception: Could not load type ' System.Serviceods) Activation. Htprodule” from sssenbly ' System,Servicehodel , Version=3.0.0.0, - 1, publickey )
System. RuntimeTypeh nane, 8oolean . Boolsan ignorsCase, Boslean reflectiondnly, StackCravlilarkiand]e stackiark, Boo) zan \nanwparrmpamawum Obgect

System. RuntimeTypeHand] g name, 6oolean , Boolean ignoreCase, Boolean reflectiondnly, StackCrawlMarks stackMark, boolean loadTypefron?artial ame) +
System. RuntimeType. GetType (String typelane, 00lean throwdnError, Boalean jgnoreCase, Boolean reflectiondnly, StackCrawlMarks stackiark) +54

System. Type .GetType(String typelame, Boolean throwdnError , Boolean igroreCase) +65

System. Web.Compi 1 ation. Gui |dianager. GetType(String typeName, Boo] ean throwdnError, B00lean ignoreCase) +63

System. Web. Confi guration.ConfigUti 1 .GetType(String typeName, String propertyName, Configuration€ lament confioElement, XmiNode node, Boolean checkiptcabit, Boolean ignoreCase) +52

[ConfigurationErrarsException: Could not lasd type 'System.ServiceModel.Activation.HttoModule' from aszembly 'System. ver: < P
System.Web. Configuration.Conf 1GUt1],Get Ty pe(String typeNane, String propertylame, Configur stionElement confi €] anent, smiNads node, Soolean checkaptcapit, foolean vgnar:(as:] 4360
System. Web.Configuration.ConfigUtil.GetType(string typeName, String propertyName, Configurationtlement configElement, Boolean checkiptcaBit) +
System. Web.Confi guration.Common. HodulesEntry . SecureGetType(String typeName, String propertyMane, ConfigurationElement configlement) +44

On googling for the error:
https://msdn.microsoft.com/en-us/library/hh169179%28v=nav.90%29.aspx

This error can occur when there are multiple versions of the .NET Framework on the computer that is running IIS,
and IS was installed after .NET Framework 4.0 or before the Service Model in Windows Communication
Foundation was registered.

Resolution:

For Windows 7 and Windows Server 2008, use the ASP.NET IIS Registration Tool (aspnet_regiis.exe,) to register the
correct version of ASP.NET.
To register the correct version of ASP.NET
1. Onthe computer that is running Microsoft Dynamics NAV Web Server components, open a command
prompt as an administrator as follows:
1. From the Start menu, choose All Programs, and then choose Accessories.
2. Right-click Command Prompt, and then choose Run as administrator.
2. At the command prompt, type the following command to change to the
Microsoft. NET\Framework64\v4.0.30319 folder, and then press Enter
cd\Windows\Microsoft. NET\Framework64\v4.0.30319
3. At the command prompt, type the following command, and then press Enter
aspnet_regiis.exe -iru
4. At the command prompt, type the following command, and then press Enter
iisreset
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Configuration Error

DD - . !
A EAE) BB -

+  Cmontor 1

< [l

s [l Fos 70 Gutaok web Arp 1T MxToclBox
Server Error in '/' Application.

Configuration Error

5 e reauires . et ¥
Parser Error Message: |t is an error This eror can be caused by a virtual directory not being configured as
Source Error:

Line 38: </asseablies>

Line 39:  </compilation>

Line 48: <authentication mode="Windows™ />

Line 41:  <identity impersonate-"false” />

Line 42:  </system.web> [

‘Source File: C\neiputiwwarootserinelwsb.config  Lines 40

Version Information: Wicrosch NET Framewos: Verson 4 0 30315, ASP NET Varsson 4 0 30315 34280

B gSi@sE (D

When this error is displayed the following should be checked:

1.In1IS:
"Windows Authentication" - Enabled.
All others - Disabled.

2. Check if Customer installed the web application in port different from 8080.
If so, the shortcut from the upgrade is default to be in 8080.

The shortcut should be deleted and be built manually.

Cannot open Database [Name] requested by the login
When the following error is displayed, it means that connection to the Sentinel DB failed:

3 Cannat open database “sentinel” requested by the login. The login failed. - Microsoft Internet Explorer

Fle Edt WYew Favortes Tools Help ‘ )
DBk + ) v [ 2] b Pseach Jrravortes €| (30 B
aderess [ ] hetp:/flocahost/sentineliLog.asps EI= R

Server Error in '/Sentinel' Application.

Cannot open database “sentinel” requested by the login. The login failed.

Description: An unhandied exception occurred duringths execution of ths current web recusst. Please review the stack trace for mors information about the srror and where it originated in the code
Exception Details: System.Data. OleDh OleDbException: Cannat open database "sentinel” requested by the login. The login failed

Source Error:

The source code that generated this unhandled exception can only be shown when compiled in debug mode. To ensble this, please follow one of the below steps, then
request the TRL:

1. kdd a "Debug=true” directive at the top of the file that generated the error. Example:
<%@ Page Language="C#" Dehug="true" %>

ar:

2) Add the following section to the configuration file of your application:

<configuration>
<system. weh>

Connection String to the DB should be check manually — The Connection String from Registry will be checked in
order to detect the connection error.
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Object reference not set to an instance of an object

When the following error is displayed, it means that there’s a problem in DB Table’s record:

T Y (R IENT R woTEa, [, =5 SEW FreLLna g 3 ;]

SENTINZL

Server Error in '/Sentinel' Application.

Object reference not set to an instance of an object.

Description: An urhandisd sxocsplion ooourmed during he execulion of the current web request. Plsase review e stiack irace Tor mons information about the eror snd where & originated in the.
s

Ewce ption Details: System MiReierencefxcepbion Olsect refesence nol sed o an nshance of an object

Source Error

An unhandled exceprion was gensrated during the execucion of the current web regquesc. Informacion regarding the origin
and location of the exception can be identified using the exception stack crace below.

Stack Trace:

Ml 1Referenceinception: Object refereance not st to an instance of an object.]
Webapplicationl. bseraddidit. UpdateUserOnDataBase(]) in Di\Projects'\O\Projects’Sentne ]\ Sent ine lwebV] .00 Sert i nel Web vl . 0\ Sent i ne TWe b3 .04 Use
webdpplicationl. UseraAddEdit, | nkBtnSaveRewliser Click(Object sender, EventArgs e} im DiVProjects\Ch\Projects\Sentinel\SerntinewebVvl. 0\Sentin
System,'web. I WebComtrol s, LinkButton,0nCl i ck(Eventargs &) +118
Lyatem.Web. UL Weblontrols, LinkButton, Rai sePostBackEvent (String eventirgument) +113
System.Web.UT, WebComtrol s, LinkButton, System. Web. UL, TPostBackEventHand] er . Ra) sePostBackEvent (String eventArgument) +9
System.Web.UI. Page.Rat sePostBackEvent {IPostBackEventiandler sourceContral, String eventirgument) +13
System.Web. UL Page.RaisePostBackEvent{(Namevaluetol lection postData) +176 T
System. Web.UI.Page. ProcessRequestMain{Bool san includeStagesBeforeAsyncPoint, Boolean includestagesAfterasyncPoint) +5563
|

Dore ST S Local it | Protected ode: OfF [Fa~ [Biowe ~

The error occurs when there's an attempt to edit a record, and a field that should have a value is empty.
Correction is done in the DB itself.

Another reason for that message is if access to C:\inetpub\wwwroot\Sentinel\web.config file is denied:
Server Error in '/Sentinel' Application.

Object reference not set to an instance of an object.

Description: An unhandled exceplion occurred during the execution of the current web request. Please raview the stack trace for mere information about the emor snd where it onginated in the code.
Exception Details: System.NullRefarancawe sption: Object rafarance not sat to &n instance of sn obyact.

Source Error:

An unhendled exception was gensrated during the execution of the current web reques:t. Infcrmation regarding the origin =ad location of the excepticn
can ba idamntified using the sxception stack trace below.

Stack Trace:

[NullReferenceException: Object reference not set to an instance of an object.]
DBEConnection.get_ConnectionString() +97
_Default.Page Load{Object sender, EventArgs e) +38
System.lWeb.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, Eventhrgs e) +51
System.lWeb.UI.Control.Onload(EventArgs e) +35
System.Web.UI.Control. LoadRecursive() +59
System.keb.Ul.Page.ProcessRequestMain{Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterfsyncPoint) +788

Version Information: Microzoft NET Framework Version:4 0.30318; ASP NET Version:4.7.2106.0

In that case it's commandeered to check permissions to that specific folder or to its parent folder/s.
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RPC Server Unavailable
The following message was displayed on browsing to Devices page:

Server Error in '/Sentinel' Application.

The RPC server s unavailable

Description: An unhandled exception oicured dusing the execubon of the curment wed request Please review the stack irace for more mformation about Bre error ard where & onginated in the code

Exception Details: System Compenentiodel Win32Exception The RPC server is unavailable

Sowrce Ervor:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the exception can be identified using the exception stack trace belew.

Stack Trace:

[Win32Exception (PxBOBA4A05): The RPC server is unavailable]
System.Drawing.Printing.PrinterSettings.get_InstalledPrinters() +455
WebApplicationl. Win32API.Popul pDownList() in D:\Proj \C\Proj, \Sentinel\SentinelWebV3.@\SentinelWebV3.@\SentinelWebV3.@\Win324PT . e5:171

[TargetInvocationException: Exception has been thrown by the target of an invocation.]
System. Runt imeMethodHandle. InvokeMethod(Object target, Object[] arguments, Signature sig, Boolean constructor) +8
System.Reflection.RuntimeMethodInfo.UnsafelnvokeInternal(Object obj, Object[] parameters, Object[] arguments) +192
System.Reflection. RuntimeMethodInfo. Invoke(Object obj, BindingFlags invokeAttr, Binder binder, Object[] parameters, Culturelnfo culture) +101
System. Web.UI.WebControls .ObjectDataSourceView. InvokeMethod (ObjectDataSourceMethod method, Boolean disposelnstance, Object& instance) +660
System, Web . UL WebControls.ObjectDataSourceView. ExecuteSelect(DataSourceSelectArguments arguments) +1624
System.Web UL WebControls.ListControl.OnDataBinding(EventArgs e) +278
System.Web.UI.WebControls.ListControl .PerformSelect() +37
System. Heb . UL WebControls. BaseDataBoundControl . DataBind() +74
WebApplicationl.Devices.LoadDeviceDataTolpdate(String szIPAddress, String szPrinterflame) in D:\Projects\C\Projects\SentineliSentinelWebV3.@\SentinelWebV3.@\SentinelhebV3.@\Devices. aspx.cs: 3884
WebApplicationl.Devices.EditDevice(Int32 devld) in D:\Projects\C\Projects\Sentinel\Sent: .@\Sent .@\Sent: .@\Devices.aspx.cs:592
WebApplicationl.Devices.Page_Load(Object sender, EventArgs e) in D:\Projects\C\Projects\Sentinel\SentinelWebV3.@\SentinelWebV3.0\SentinelWebV3.8\Devices. aspx.cs:293
System.ieb.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs e) +51

The meaning is that the spooler is down and should be up again- Print Spooler server should be started.

Web application is not opened - Port 8081 is occupied

Sometimes the web application is not opened after installation, and the reason for it is that the default port for the web
application - 8081 - is occupied by another process.

1. Checking opened ports:
Activate command line:
netstat -aonl|find ":80"|find "LISTENING"
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[& Administrator indows* system32' cmd.exe B

Microsoft Windous [Uersion 6.1.7681] Process D |\

Copyright <(c> 2889 Microsoft Corporation. All rights reserved. l
NING"

A.0.8.08:8881 LISTENING
KW 000d LISTENING

88 LISTENING
[: 8@83 LISTENING

C:slUserssAdministrator?

Image Name
cmnd exe *¥32 SYSTEM oo 1,172 K

clnagt.exe *32 Administ... 00 2,644 K i
hpsmhd.exe 716 SYSTEM Juli] 15,032 K 48\ hpihpsmbibinthpsmbd.exe -d Cfhpfhpsmb -F C: fhpfhpsmhbfconf/smbp
cmd.exe 3812 SYSTEM Juli] Cwindowsisystem32iomd, exe [C "Cbpdhpsmhlbintrotatelogs exe -F C

conhost, exe 3320 SYSTEM Juli] VPR wWindows)system32yconhosk . exe
rotatelogs.exe 3836 SYSTEM oo 0k Cihpihpsmhtbinirotatelogs.exe -F C:hpfhpsmhjlogsferror_log SM
cmd. exe 3844 SYSTEM oo Cwindowsisystem32icmd. exe 1 "CHihpihpsmhbibintrotatelogs.exe -F C
conhost,exe 3852 SYSTEM oo VA wWindowssystem32iconhost exe
rotatelogs.exe 3868 SYSTEM 1,996 K C:ihpthpsmhibinirotatelogs.exe -F C:fhpfhpsmhyjlogsfaccess_log SM
4 LIETuiey

Chwindows\systern 32 svchost. exe -k NetworkServiceMetworkRestricked

Pragram Files (x86)\CitrixAICA Client\ReceiveriReceiver.exe” -autoup

conhost, exe 5096 SYSTEM Juli] 1,380 K 4C\windows\system3Ziconhosk, exe
sychost.exe 5165 METWO.., Juli] 3,668 K Clwindows\System3z\svchost, exe -k kermsves
tvl #64.exE 5244 SYSIEM [un} 2,192 K "C:i\Program Files (%86 Teamiewerity x64.exe" --action hooks —-Iocl_C:lLI
4 »
[V shaw processes from all users End Process |
|Pr0cesses: 137 |CPU Usage: 0% |Physica| Memory: 47% | 4

If port 8081 is occupied by another process (Not Sentinel), the Sentinel port should be changed

2. Change port:
-In1IS select  [Server Name] -> Sites ->Default Web Sites -> Binding

- Select http ->Edit
- Change port number (For example: 8089) , approve ("OK", and "Close")

You can see that the in Manage Application -> Browse Application -> Browse port was changed
- Check port change:

In lIS select  [Server Name] -> Sites ->Default Web Sites ->Sentinel

Select Manage Application ->Browse - The site will be opened in the new port correctly
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Fle Vew Help

o | Default Web Site Home ——
@-H|# |8 0 2 Explore
& Start Page Edit Permissions. .
-9 SRY0S (SRVOS|Administrator) Fileer: - (e - Gishowal |Gromby: area
2} npplication Pools ASP.NET
= & | E
= Default web Site: ;: by ( q
2 & (] LR, ab] .
AuthenticationAgent MET KET JMET Error MET (MET Profile  JNET Trust  Application  Connection  Marhine K #hes and View Applications
%5 EmbdFax Authorizati...  Compilation Pages  Globalization Levels Settings Strings Controls Viw Virtual Directories
Embdscan Site Bindings 2]
EPS5ean g 3 Manage Web Site ~
(] EPSSean - Save [ oo Name [ Port | 1P Address [ Binding add... 2 Restart
[ HpscanToFolder Session State an " | b s
% MDsLoginER 808+
| OPSSampleClient L Stop.
SZntlnE\ s ecaha) Remove Browse Web Site
v Browse *:80 (ht
Clwe 21 i Y
- Jobs L o] Browse *:443 (htps)
ages  Handler  HTTP Redirsct
Mappigs Advanced Settings. .
: I - =
Change to another port. (AEESEIIEN g N
inits...
For example: 8089
N HTTP ¥ é“gdfe Example: www. contoso.com or marketing, contoso, com ﬁuuest 5L Settings :v’fﬁmv Add FTP Publishing, ..
espo...  and Dom, tering uthori...
@ Help
Management Oniine Help
= o
I ¥E Internet Information Services (I15) Manager )
[ P » SR¥OS » Stes » DefaukWebSite b Sentinel b | =
Help
I q 'Sentinel Home
=TT f B ook

& Start Page Edit Permissions. ..

=€ sRYDS (SRYOS|Administrator) Filter: -+ (e~ (hshowal |Groupby: Ares
2} Application Pocls ASP.NET [E] Basic settings...
- &) ites ) view Yirtual Directaries
£ 4 Default Weh Site 4 i q |
s o5 =
71 aspret_client % NF 0 155 v 2] 7 Manage Application
F tuthenticationdgent MET MET NET Error MET HETProfle  NETTrust  Application  Comnection  MachineKey  Pages
EmbdFax Authorizati,.. Compiation  Pages  Globalization Levels Settings Strings Controls
¥ EmbdScan
EPSSean & “3_
|| EPSScan - Save 5
Session State  SMTP E-mail Advanced Settings

HpScanToFolder
MDSLoginER

@ Help

Criine Help
11s

2 9 @ 9 &

R~ ] [ @ ¢ TH
3 Add Application... ASP Authentication Authorization &l Compression Default Directory Errar Pages Handler HTTP Rediract
E Rules Document  Browsing Mappings

£dd virtual Directory..

_ . -
B = o=
Manage Application e %J = %H i’ = o= %
- I anninn MTMF Tunec Madilec bk Reniech SS1 Sabhnnc Whtahriat
Lo
e I [t focaihost cosesentinel 2 _' &[4 X[ © sentinet x |

>,
[~

R—.

Version o T Jobs per hour in the last 24 hours
User: Administrator — n [38.61 %]
Users 27 f

Status

50%
Waiting jobs 4
Mumber of printers 12 25%y 75 %
Printed jobs today 0
Total pages saved today 27 Erorrrrrorror /

No data exist for row/column
Customer attempted to define User as Support User and got the following error message:
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Server Error in '/Sentinel' Application.

No data exists for the row/column.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Details: System invalid0, No data exists for the row/column.

Source Error:

Zn unhandled tion was during the tion of the current web request. Information regarding the origin and location of the tion ean be idencified using the tion stack trace below

Stack Trace:

[InvalidOperationException: No data exists for the row/column.]
System.Data.0leDb.0leDbDataReader.DoValueCheck(Int32 ordinal) +1167991
System.Data.0leDb.0leDbDataReader.GetValue(Int32 ordinal) +13
System.Data.0leDb.0leDbDataReader. get_Item(String name) +28
DAL .UsersDAL .GetUserTypeDB(String strCurrentUser) in D:\Projects\C\Projects)\Sentinel\SentinelllebV3.@\SentinelWebV3.8\DAL\UsersDAL.cs:115
DAL .UsersDAL.GetUserType(String strCurrentUser) in D:\Projects\C\Projects\Sentinel\SentinelWebV3.@\SentinelkWebV3.@\DAL\UsersDAL.cs:89
WebApplicationl.SiteMaster.Page_Load(Object sender, EventArgs e) in D:\Projects\C\Projects\Sentinel\SentinelliebV3.8\SentinelliebV3.@\SentinelWebV3.B\Site.Master.cs:90
System.Web.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs e) +51
System.Web.UI.Control.OnLoad(EventArgs &) +95
System.leb.UT.Control.LoadRecursive() +59
System.leb.UT.Control. LoadRecursive() +131
System.leb.UT.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +2952

The reason is that something is missing in the DB -

In Settings Table the Setting 'Admin' is missing.

In order to check and update:

1. Check if Setting exists:

USE [DB name]

SELECT * FROM [Settings] WHERE Setting = 'Admin’

2. If setting is missing - It should be added:

USE [DB name]

INSERT INTO [Settings] ([Setting],[Value]) VALUES ('Admin','@")

3. Query No. 1 should be re-run for check the existence of the Setting.

Request Timed Out

When the following message is displayed, it means that there's not enough time for the requested operation - For
example: Export big Report to EXCEL:

C @wneni:

2 apes [ Aeoom Aaminatan: 1) maks a0 D Y 2001272 e Y 102000 2defsits ) Sesbad . ) SnAd Pel DeskSc [ SesMoblesComsole |7 Foeompoine Senut G Googhe perinen 30 No He mpoted From £ O FesonUDM

Server Error in '/Sentinel' Application.

Request timed out.

Description: An unhandled exceplion eccurred durng the execution of the cument web request. Please review the stack Irace Tor mone information about the ermor and where it ongnated in the code
Exception Details: System Web HifpExcaption: Request trmed out

Source Error:

A0 enhasdled sxception was EenErated 0URIng The eCution of UhE CorPEat web request. Inforsation regaeding the origin snd loratios of the sureptica cin be LSentified using TRe Encetion STask trace belsw.

Stack Trace:

[HttpException (@x88@8d@8s): Reguest timed out.]

Timeout is increased as follows:
In C:\inetpub\wwwroot\Sentinel\Web.config

The value of ExecutionTimeput can be change from default value .of 12000 to, for instance:
<system.web>

<httpRuntime maxRequestLength="2097151" executionTimeout="12000" />
</system.web>
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] web.config - Notepad [_ O]
File Edit Format Wiew Help

<7xml wersion="1.0"7> -
<l =
For mare information on how to configure your ASP.NET application, please vis
http:/fgo.microsoft. comFwlink,/PLinkId=169433
-
<configuration:
<appsettingss
<add key="ChartImageHandler
</fappsettingss>
<connectionstrings:
<add name="sentinelConnectionstring” <onnection
<! ——<add name="sentinelConnectionstring” connectl
<! --<add name="sentinelConnectionstring” connectio
</connectionstringss
<location path="~/LoginPage.aspx">
<system.weh>
<httpRuntime maxRequestlength="2097151"RexecutionTimeput="12000" />
</system. web>
<system.webservers
<security:>
<reguestFilterings>
<reguestLimits maxallowedContentLength="208715200" />
</reguestFilterings
<fsacuritys
<fsystem.wegserver>
</lTocation:
<system. web:
<! ——<httpruntime encoderType="antixssEncoder, sentinelwebv3.o"/ >—->
<globalization culture="en-Us" wiculture="en-us" />

1 |

Change to 60000
stimeout=20" />

ing="Provider=s0LOLEDE. 1;
tring="Provider=5QLOLED—
ring="wvalue=registry:H

Input string was not in correct format
When the following error

XIS G EIES CEED <0

I Groups | Profiles | Sessions

Server Error in '/Sentinel' Application.

Input string was not in a correct format.

Description: An unhandled exception occurrad during the execution of the current web request. Please review the stack trace for mere information abeut the error and where it originated in the
code.

Exception Details: System FormatException: Input string was not in a correct format.

Source Error:

Bn unhandled excepticn was generated during the executicn of the current web reguest. Informatien regarding the origin and location of the
excepticn can be identified using the excepticn stack trace below.

Stack Trace:

[FormatException: Input string was not in a correct format.]
System.Number.StringToMumber(String str, NumberStyles options, MumberBuffer& number, NumberFormatInfo info, Boolean pa
System.Number.ParseInt32(String s, NumberStyles style, MumberFormatInfo info) +128
DAL.UsersDAL.GetUserType(String strCurrentUser) in E:\Abed Ali\SentinelWebV3.8\SentinelWebV3.@84\DAL\UsersDAL.cs:84
WebApplicationl.UserAddEdit.UpdateUserOnDataBase() in E:\Abed Ali\SentinelWebV3.8\SentinelWebV3.8\SentinellWebV3.8\User

WebApplicationl.UserAddEdit.lnkBtnSaveNewlser_Click(Object sender, EventArgs e) in E:\Abed Ali\SentinellWebV3.@\Sentine
System.Web.UI.WebControls.LinkButton.OnClick(EventArgs e) +116

System.Web.UI.WebControls.LinkButton.RaisePostBackEvent(String eventlArgument) +106
System.Web.UI.WebControls.LinkButton.System.Web.UI.IPostBackEventHandler.RaisePostBackEvent(String eventArgument) +12
Svstem.Web.UIL.Page.RaisePostBackEvent(IPostBackEventHandler sourceContrel. Strineg eventArgument) +15

= PAPER Copyright © 2016 ePaper Ltd. Tel: +972-73-2152929, Faw 972-73-7253217, www.epapersign.com

is displayed on User editing, it means that something was damaged for that user in Users Table in DB.)
he value of User Type for that user in DB Users Table is NULL, instead of correct value (0 for Standard, 1 for
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Invalid Object/Column Name
When the following error is displayed it might be because the DB collision is in correct.

For example — For Table name:

=TC8

1 dbo.Jobs

1 dbo.Languages
1 dboLDAP

7 dbo.Licenses
1 dbo.LocalHistoryPrinters
1 dbo.LocalPrinters

1 dbo.leg

1 dbo.LoginUsers

1 dbo.MapsBuildings

1 dbo.MapsFloors

1 dbo.MapsPrinters

1 dbo.MonitorViews

1 dbo.MonthlyReports

1 dbo.PageRanges

1 dbo.Permissions

1 dbo.Prices

1 dbo.Printers

1 dbo.PrintersHistory
1 dbo.PrintersMap

Wdbo.printlobs

9 dbo.ProfilePricina

SQLQuenyl.sql - SALS.. 4.2.6 (rachel (74)) = < I
,[DefaultPrinter]
,[RleaseUser]

2 [Type]
,[IsFavorite]

. [OrigSourceServer]
,[iLandName]
,[LocalPrinter]
,[Instance]

s [Alteruser]
,[Organization]

» [Company]

, [Department]

FROM [Ver 4.2.6].[dboff. [printJobs]

100% -
[E Resuts Eg Messages
D JobMName PrinterName  PageType  User Status  Pages  Size Copies  Spooled

tstdtt - Notepad APCLIENT 2 rachel  Watt 1 53983 1 201807
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For example — For Column name

S uenzsal-s0ts. 426 techd 74) = > IR

) g |/ #*#*** Script for SelectTopNRows command from SSMS  ***#x%/
SELI il & 3
o -
»[PrinterType]
& ,[DefaultPermission]

s[Location]

abase Diagrams o
»[Description]

tles

,[AlternatePrinter]
System Tables . [HeawyDutyPrinter]
FileTables . [MaxPagesToConfirm]
dbo.Administrators , [MaxPagesToChangePrinter]
dba.AdminLog , [CountPsPcl]
dbo APMProfiles . [ForceBillCode]
dbo.Application > [CopyPrint]
dbo.Archive o . FDrdntarRudnatiini+1
dbo BillCodes
dbo.Binfolog 1 Res. gememesso
dbo.Charts \Dl |PAddress I Printer PrinterType  DefaultPermission  Location  Description  AtematePrinter  He:
dbo.ClusterPrinters 1 ~1 H BrotherColor14 3 o NULL NULL NULL NU
dbo.CustomReports 2 2 1521684211 BrotherExtd7 3 a NULL NULL NULL NU
dbo.CustemReportsGroups 3 31 APClient 2 [ NULL NULL NULL HU
dbo.DailyReports 4 4 19218843279  kyocera 2 a NULL NULL NULL NU
dbo.DbBackUpSettings
dbo.DeviceGroups

dbo.Devicelnstances
dbo.DeviceProfiles
dbo.Devices
dbo.History

The collision should include CI (Case Insensitive) instead of CS Case Sensitive).
If the collision is incorrect, it can be updated by query.
For SQL, for example, the query is as follows:

use Sentinel

ALTER DATABASE [Sentinel] SET SINGLE_USER WITH ROLLBACK IMMEDIATE
GO

ALTER DATABASE [Sentinel] COLLATE Hebrew CI_AS

GO
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ALTER DATABASE [Sentinel]

GO

Configuration Error

SET MULTI_USER

When the following error message "Configuration Error" is displayed

Server Error in '/' Application.

Configuration Error

Description: &n error occurred during the processing of a configurstion file required to service this request. Please reviewy the specific error details belowy and modify your configuration file sppropristely.

Parser Error Message: It is an error to use a section registered as alowDefintion="MachineTodpplication' beyond applicstion level. This error can be caused by a virtual directory not being configured as an application in 1S,

Source Error:

Line 52: <fassemblies>

Line 53: </compilation>

Line 54: cauthentication mode="Windows" /»
Line 55: cidentity impersonate="false" />
Line 56: <fsystem.web>

Source File: Clinetpubiwewrootisentinelid2veeb config

Line: 54

it means that the web application is not activated.

In order to activate:

11IS->...-> Sites -> Default Sites ->Sentinel -> Right click -> Convert to Application as follows:

SR -

-1 aspriet_clierd s
¥ authenticationAgent
_ AuthenticationAgent - Capy
¥ binfomMonitor
chparkal

EmbdFax

Embdscan

EPS5can

EPSScan - Save
Exampleclients
HpScanToFolder
Ippilient

— JobLimitsappSetup
9 MDSLoginER
MoreOptions

msgr
CneTouchscan
OneTauchScanPro
. OPSSamplecClient
P Poweb

PullPrink

Quotka

GuataClient

Cany
Scan| 2
Senti
Senti

Explore

Edit Permissions. ..

Convert ko Application |

Add Application...
Add Virtual Direckory...

Manage Folder 3

Controllers

Controller Definitions
Sentinel Controller should be connected to the server, e.g., the IPs of both the controller and the server should be

checked.

Filter: = fGo ~ -?J Shaw All | Groupby: area ]
ASP.NET
= 4 "i ) -
s & @ e FE 8 F =
NET NET .MET Error MET .MET Profile MET Trust Application Connection  Machine Key  Pages and
Authorizati...  Compilation Pages Globalization Levels Settings Strings Contrals
& &
Session State  SMTP E-mail
IIs
] ) =0 E % J =0) Al 1y s 3
2 R =3 4 lo B &
ASP Authentication  Authorization Gl Compression Default Directory Error Pages Handler HTTP Redirect
Rules Document Browsing Mappings
K ij 2 ool = o= 3
> &= . 8| = s L)
% = i - I O o=
HTTP 1P Address Lagging MIME Types Modules Output Request SSL Settings WwebDAY
Respo... and Do, Caching Filtering Authati,..
Management
Configuration
Editor

Server IP is accepted by Start -> cmd -> “ipconfig” as follows:

z

o [l el
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mmand Prompt

C:“Users~Administratol *ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connec -

Connection—specific DNS Suffix

Link-local IPub Address . . . . - FefA-:fohh=RFf11:80c@A:5d4%cx12

IPu4 Address. . . R R 192._168.4.236

Subnet Mask . . T g

Default Gateway . : feBB 269 :db2a:Vbdc :?fbd=12
192.168.4.1

Tunnel adapter isatap.{FB2BCSFB-B56B-4D77-AF?C-D7359FD?9FEQ::

Media State . . . . . . . . . . . ' Media disconnected
an H

If Server IP in Sentinel controller settings is not identical to the above, it should be re-configured on the controller
itself.

Verification that the controller is connected is done by activating Start -> All programs ->Sentinel ->External Device
Manager as follows:

senrine. (D

wark Printers | < Graphical view) | |

Version v4.1.2
Users 6
wating jobs 0 T
i P
(& Inkernet Explorer (64-bit) | q
& 1nternet Explorer
B Teamiewer 11 1
£} Windows Update 0 I
M vireshark 0 she
Administrator
Accessories 0
Adminitrative Tools Documerts Unlimited Days
bouard
FastReports
Computer
HP Management Agents
HP System Toaks
Hetwork
Maintenance e /472016 403108 P
gine ServiceDesk Plus 8/2/2016 12:35:46

Control Panel 8/2/2016 1213536

/212016 12:35:24

urstion Lty
P 8/2/2016 12:35:12
., FastReparts Designer Ty D 3172016 35510

& Wonitor printers [Extemal Device Manager

71 Sentinel BSIAciy ationTool Help and Support

©) sentinel web application
€ Sentinel wizard x| Run

On External Device Manager GUI the controller should be displayed with same IP. It's recommended to press
‘Refresh’:

SRR Y X o X e oing) 70

Edit Printer [192.168.4.209]

Device Type Enable SDE
RFID Type EM Rossler v
printer Type BV v Use Bill Code

External Controllg

| [ aese o0e] |
Open Copier Before Printing

nan Coniar Aftar Orintine

Regire Pin Code

Functions

& External Device Manag *

Fie Accessmode  Devlle

AutoDiscovery | Manual Dis

0 Fo_| Fimware | SubnetMask | Gateray [serveriP. S-Por_| Descripion | Type | Stings .Re,mh

0
Disable DPHF43034347 7001 14327 2652560860 13216841 1321684239 7001 Heb  GENTI

1921 Tibbo Settings
Export

Upgrade
Fimware

Sometimes controller IP is on another VLAN and External Device Manager cannot find it. In that case the IP should

I
| DB17:61:10:84 78

be entered manually:
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£ Enternal Device Manager ]

Fie  Accessmode  Device  Help

uto Discovfly  Manal Discovery |

MAC | Device P | DHCP__| Genal [[D-Part_[ Fimware | SubnetMask | Gatews: [GemerlP [ 5-Pom [ Desciiption | Type [ Stings | Refresh

Settings
Export
Remove

Upgiade
Fitmware

Device Entry

IF-addiess:  [152 168 4 209

Access part, |28

Concet

When the controller is selected, all its settings should be displayed correctly as follows:

R 92.168.4.240 .EIXI:

il ek | ety | Advanced | Debug | I
oiffes 20
s s 00 Bead 57

DevicelP 192.168.4.240
ol omee False

Name SENT9348247

Serial EFIF43114843

DevicePart 7001

Frrritid are: 14327

UnifType Heb

SubMethiask 255.255.255.0

GateWay 192.168.4.1

Description

ServerlF 192.168.4.45

ServerPort 7001
_ ||/ name L
— ||| Defines the Device name identificator for the Extemal Device Unit r
a
by
| _sow | _vom = -

Another way to verify if the controller is connected to the server is on the same GUI, for selected controller, is to
activate Advanced -> Beep.

i £ 192.168.4.240

| RFid Beep: Con OO ‘
i
[ B021x
Status: Coon O 0Of
User
Password
Wisgand
’7 Reverse Wisgand data: Caon  Coaon
~uop
Accept udp messages from all Device servers Con OO
Overloaded Network on Coon
Retiy Send LIDP: 3
~Device
Hide numbers € oon o
Password Factory
defaults Beep
| save Load Cancel

The controller should beep.

When there’s no communication between the controller and the server, or even if the controller sends messages
but the server doesn’t reply, it's recommended to check controller’s IP. Activating ‘ping’ (See section Logical
Connection) duplicated IPs can be detected.
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Sometime assigning a new free IP to the controller can help.
It's also recommended to check of port 7001 is not blocked from both directions.

Attention
External controller cannot be assigned for specific Site. Doing it will cause the following errors:

1. Time is not displayed on controller ("00:00").
2. Controller restarts very often.

0ld controllers (TIBO) communication with server

Old controllers (TIBO) can accept communication from IP in one of the following:
1. According to IP - Comm. with the server IP which last contacted the controller
2. IP matching definition - Comm. will be to server IP defined in controller.

At customer the controllers were configured as 1st option ("According to IP"). In addition, the controllers were
defined both in old server and in new server ==> They replied each time to the server contacting to them. That's
why sometimes it took a long time to respond.

Solution:
Remove old controllers from “Devices" in old server
or
Define controller comm. only to the server IP configured in them:

In old DS Manager: Auto Discovery -> Connections ->
Accept connection from connection mode = "IP matching destination IP address"

Nl D5 Manager - V5.7.11 o =] =

1elp

| Boess Book | Seral Access

g IF Owmes/Device n.. F
@ 031193145, 1921684231 keal T
Upgiade |
g setting L> =8 EoR x| Initakze
Network Emdim Icﬂd poit | Outbound packets | Al (. Routing Status |
Transpart protocal 3 upP b/
Broadcast UDP data 0 Reject | Chongolf |
b

Find

Accepl connection from |1+ IP matching destirabion | P-sddress -
Connection mode 1- On data OR command

Destination port | 7001
Molification destination 0-Last port

System Events: ComTCP not responding to SNTMON UDP message
When error "ComTCP not responding to SNTMON UDP message' is displayed in History->System Events,
reappearing every 1 min., it means that server IP address cannot be found by controller/s.
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Each 1 min. the controller checks communication to the server (Sends UPD message), but the server, e.g., engine
ComTCP, does not respond, because server IP address was not found.
Communication is done via ports 7002 & 7003.

Updating server IP
In Settings -> Behavior -> Monitor -> The Sentinel Server IP should be updated.
The value 'IPAddress' in C:\Sentinel\service.ini in [Settings] section will also be updated:

w

Card Reader

[Settings] -

scripts [Other Servicelame = Sentinel = i
pescription = The PUll Printing solutions.
. X X . ProcCount =9
I Monitar Sentinel service and auta-restart if necessary CheckpProcessseconds = 15
* If using cluster server, you may addrass, CheckProcess =1

ALTOSTArt=1
Sentinel Server [P [:::::::::::::::] DBBackupPaths=
WriteToLogFile=0
udEDe'I ay=0
DepugMode=0
waltTimeToack=50
retryToAck=5
ChargeByJloh=0
JobnumberRange=500000
0 1

Paddress=

Processo
Process=ComTCP
CommandLine = c:“\Sentinel“\ComTCP.exe

. workingDir = c:ih\Sentinel
When server IP is added here, Pausesgart _ 1030 »
it updates TPAddress’ in Service.ini PauseEnd = 1000
UserInterface = Mo

RESTArt = MO

[Processl]

Process=5SntMon

CommandLine = cihsentinglssntMon, exe
workingDir = c:Zsentinel™,

Pausestart = 1000

PauseEnd = 1000

userinterface = No

4 | v

Jobs list does not support Hebrew names

When Jobs list with Hebrew names is displayed in Gibberish ("???????...."), the following should be done:
On Server ->Control Panel -> Region and Language -> Administrative -> Change System Local.... -> Should be
"Hebrew":

5~ Kegion and Language

.Folmatsl Locationl Keyboards and Languages  Administrative I

3 " -
Region and Language Settings X
~Melcorne screen and new user accounts — g gusg g !
. . . =l - oal X X X X

Wiewr and copy wour international settings to the welcome screen, systerm Selectwhich language (system locale) to use when displaying text in programs
accounts and new user accounts. that do not support Unicode, This setting affects all user accounts on the

B computer,

tings

'\‘:j' Copy settings.., |

Tell e more about these accounts

Language for non-Unicode programs

This setting {systern locale) contrals the language used when displaying ok I Cancel
text in programs that do not support Unicode,

Current language for non-Unicode prograrms: Internet Options %iSCSI Initiator
Hebrew (srael) :‘: Network and Sharing Center E nokification Area Icons
I\@ Change system lacale... Programs and Festures QRaglnn and Language
What is system localei 18 System Ll Taskbar and Start Menu
B2, User Accounts @ windows Firewall
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Controller "Freeze"

Sometimes the controller seems to "freeze", e.g., to be stuck when user presses something, and goes back to

normal work after timeout.

(Usually the users restart the controller, which of course causes the controller to work again).

The problem is usually caused by POE (Power Over Ethernet) defined in the organization.

The solution is to remove the definition from the points, where the controllers are connected to.

If the problem is not solved, the result may be because of problem in the touch screen.

In order to check it do the following:
1. For MFP printers:

On selection screen 'Print"/"Copy"/"Exit" - Select "Exit".
If the controller is still stuck, the problem is not in communication with the server.
(On "Exit" there's no connection to the server. The controllers just returns to previous screen).

2. Both for SFP and MFP printers:
- For MFP - Define the printer AS "Print" (only)
- Edit User and define print option = "Last Document"
- Send a job to print
- Pass your card.

If the job is printed correctly, the problem is not because of communication, but with the touch. General

RFID Types
Controller reader can be:
- EM Rossler

- Synel

Synel RFID can be connected in two ways:
- Synel - Synel
- Synel - Standard

Synel reader are not in the market any more, but EM Rossler FRID can be used as Synel.

The usage is defined in:
Devices->Edit External Device -> RFID Type as follows:

SENTIN=L

Device Manager | Data Collection | Groups | Profiles | Printers Map

COED EETD S | e

Edit Printer [192.168.4.209]

jDevice Tipe
[ RFID Type gasle
Wl Rossler

Frinter Type

External Controller

Functions MultiFunction

Erinter | Samsung 230 v |
Location | |
Description | |

Enable SDE

Use Port Maonitor

Use Bill Code

Require Pin Code

Open Copier Before Printing
Open Copier After Printing
ScanDirect

SHMP count

Delete lob on Error
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Change/Remove time restriction on Copy
When the organization has many copies and users do not wish to be restricted, the Copy time can by locked

In order to change time restrictions do as follows:

For all relevant printers in their profile:
Devices->Profile->Copy Timeout = The required time.

Devices

Accounting

tiar

Edit Profile [Default]

profile
Description

Error timeout @ seconds
Delete current user file after seconds
Copy timeout h seconds
¥ Show spooled time on jobs list

In order to remove time restrictions do as follows:
1. In SNTMnagaer: Select the controller -> Debug -> Reset button in Copy mode = 'Freeze'

% Enternal Device Manager

92.168.4.210

File Accessmods  Device  Help
Network | Disalay | Advance- ' Debug ||

Auto Discavery | Manual Discovery |
Mode

MAC [DevieelP [
I s
| G0eldzeal 1921684205 | Debug 0y o
3 1
| 080:e1:3537 52 192168.4210 ™~
Reset button in copy mode : * Fieeze  Reset
3=
Minutes without clock befare restart (0 - N/4) 5 = |
i Advaneed
O st Debug Restart |
errar

Devices on the local network

LTINS Thiclot s created automatical Save Load Cancel_|

2. On controller: When Copy screen is opened with all Copy parameters, Press on "Lock Timer". The Copy will be

unlimited

After pressing the button, Copy time will be locked

Controllers connection cable to the net

The controller connection cable to the net should not be CAT C. Not only the controller will not work, but the printer
might be disconnected also.

The controller should be connected with net cable 5E.
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Light controller

Light controller is a more compact controller, which enables print only with Print Option = "Print all".
The controller has no touch screen but only the processor itself, and USB card reader is attached for authentication.

Configuration is done by:
- Store proper SNTManager version 1.0.0.50 on workstation.
(This version can be activated from workstation, and does not need the server).
- Connect the light controller to the station
- Activate SNTmanager, configure Device IP only and save
- Configure all other parameters (Server IP, Netmask, Gateway) and save

Controller does not respond correctly

Sometimes the controller seems to work improperly.
1. Message "Send to server, please wait" is displayed until "Pass card..." is re-displayed
Solution:
It is commandeered to check the following:
- Permanent 'ping' command line: 'ping [controller IP] -t', to check it there are problems on the net.
- disconnect the controller and re-check via 'ping'. If there's respond ==> it's a case of IP conflict, e.g.,
another device has  the same IP as the controller
- Check controller parameters via SNTManager:
* Device IP
* Device Port/Server Port - Default is 7001 (Or the value changed by the administrator). Both should be
the same value
* NetMask
* GetWay
* Server |IP
* DHCP = false (To prevent broadcasting)
2. Message does not reflect the actual situation: "No jobs for...." when there are jobs
Solution:
The reason can be one of the two:
- User sent job IN B/W and the printer is of type Color, or vice versa.
In that case the printer should be configured to support both types as follows:

Printer Type BM

IP Address

Printer Type

Undefined
B 4
4 |

External Controller

Functions

Printer
Cheques

Copy
Colour Copy

Location

Description

y if humber of pages is 0 Scan
(— |
Use System Dm
B3 il

¥ Count Pages ¥ Activg

Device Group

Device Profile

Supporta Types |

- The Print Processor of the virtual printer is not "Sentinel”, and that's why the jobs are not sent.
All printers in Sentinel should have Print Processor = Sentinel
3. "Printing job..." when no job is printed.
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Solution:
Check if the job is displayed in History->History.
If so - The server has released the jobs, and it seems like problem in the printer itself.

Keypad usage is restricted

nwe
WEYPAD USAGE IS | 0
RESTRIC

TED/| 09:29

If User tries to authenticate, and error message “Keypad usage is restricted” (See attached

file UserKeypadRelease_1) is displayed on the controller, the reason can be that the User Type was damaged in the
DB.

It can be checked as follows by entering page History->SystemEvents (See attached file UserKeypadRelease_2)
It seems that the value of KeypadRelease for that user is NULL instead of 2

e PRINTERS-0Q1 - TeamYiewer

x Home Actions = E& Wiew ¥ {\;:4 Comrmunicate ~ D Files & Extras ~

)
==
HaA
TINZL m L ) Users Devices Accounting p ol 0
iting Jobs \ I |
Export)
1002 Cannot release job in device since device do not hav... 7/5/2018 3:30:43 PM Keypad attempt from user: ofire was denied, device: ... PRINTERS-Q1
I 5008 User was successfully EEannc:t release job in device since device do not have an attached printer with the proper page type I
anni lenaner 197.168.210.2 = > | rintareal

System Events

Sentinel keeps a log of system events, which can be viewed in Sentinel GUI, by Selecting History -> System Events:
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SENTINEL i)
{  coe v
&) 5001 [Adrinistrator] : Device Updated, 8/14/2016 10:20:35 AM  Device Samsung 230 was updated SRAOS
& o [Administrator]: Device Updated, 8/14/2016 10:20:24 AWM Device Samsung 230 was updated E
&) 9001 [Administrator]  Device Updated, 8/14/2016 10:20:13 AM  Device VitrualLwas updated SRV0S
& o [Administrator] : User Updated. B/4/2016 408:08 M User Sara was updated, Type updated E
& 5001 [Administrator]  User Updated. 8/2/2016 133546 M User Sara was updated SRV0S
& o [Administrator] : User Updated. 8/2/2016 12:35:36 PM  User Rachel was updated E
& 5001 [Administrator]  User Updated. 8/2/2016 123524 PM  User Diany was updated SRV0S
& o [Administrator]: Mew User Added, B/2/2016 12:3512 PM User Michael was added. SRVDS
B 5001 [Administrator]  Device Updated, 7/31/2016 35510 M Device Lexmark C510 PS (M) was updated, Island updated SRVOS
[ 9001 [Adrinistrator]  Mew Device Added. /3172016 35422 PM Device Lexmark C510 PS (MS) was added. SRVDS
B 3016 KeyCode was used with an unlisted device /3172016 35341 PM Device IP = 132.168.4.221 SRVOS
&) 55007 ePslogaer Searching event files 743172016 35251PM  ePsLagaer Searching event files
(&) 55000 Starting ePsLogger.. /3172016 35251 PM  Starting ePsLogger..

In general, most problems can be analyzed due to System Event Info.

In case none of the user’s operations is displayed on System Events list, it's a symptom of another error type (DBs

incompatibility, etc.).

Log file
In order to debug the system when supporting a customer, it's recommended to activate writing to log file and
debug mode.

This is done by change in C:\Sentinel\Service.ini, in [Settings] section:
1. Flag "WriteTolLogFile" is changed from '0' to '1' (ComTCP log, Touch log, ..
2. For more info., Flag "DebugMode" is changed from '0' to '1' (SendReceive log, ...) and search for:

. = Computer + Local Disk (C:) » Sentinel ~ l A+ ] | Search Sentinel
Organize * |Open v  Print  New Folder ~ 0l @
i Favorites Name = Date modified | vpe size | |«
P Deskiop 5] Scanirect 5/20/2015 4:15PM Application 60 KE
I Downloads | ScanDirect 5J26/201511:23PM  Texk Dorument ke
2l Recent Places %) StanDirect. XmiSerializers. i 5j20/20154:15PM  Application extension 36KB
[ SearchPrinters 5/20/2015 4:15 PM Application 312KB
Libr
& braries 57 SendEmail 5/20/20154:15PM  Application 20kE
% Documents ;
& vhsic %] Sentineldi 5j20/20154:15PM  Application extension S
& Pletures 25 Sentine| S/20/2015 4:15PM  Application S
I videos ] Sentinel 5/20/Z0154:15PM Inkernet Shartcut 148
%) Sentinel-g4.dI 5j20/20154:15PM  Application extension &7 KB
1% Computer B sentwizard 5/20/2015 4:15PM  Application 716 KB
N | Sentitizard 5J26/201511:23PM  Texk Dorument ake
€ Netwark -
%) Serioshvp.d 5j20/20154:15PM  Application extension F36KB
A SerioshMP 5}20/Z0154:15PM Application 540 k8
5 SerioshMP 5/20/Z0154:15PM  Configuration settings EL
K servapp 5/20/2015 4:15PM  Application 485 KB -
o
i P
bfsenanscur 5}20/Z0154:15PM Application KB il
L Sarvice Date modfied: 5/20/2015 415 PM Date created: 5/20/2015 4:15 PM
Configuration settings Sizs: 2.12KB
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i iservice - Notepad

[[settings] B
Serviceflame = Sentinel
pescription = The pull Printing solutions.

||Proccaunt =2

CheckProcessseconds = 15

Checkprocess = 1 Info. is written to log files (ComTCP. Touch...) ]
autostart=1

riteTologFile=1

" - Mare info. is wriiten regarding communication (Card reading, .).
retryToack=3 _

Charyegy om0 Log file = SendReceive
JobNumber Range=500000

sDevicesType=-1
Traddress=

[Processo]

Process=ComTCR

CommandLine = c: \SEnthE'\\CDmTCP exe
work ingoir swsentinely,

Pausestart = 1000
I|PauseEnd = 1000

userinterface = no

Restart = No

{llSendReceive - Notepad [_ O] <]
13,/12,/2015 1620378375 &3 2168.4.202 @ SENT=SMNTSRV CLKOG:21 0Enter code or place card ; Port=7001 ;I
13/12 /2015 1620378453 592.168.4.203 : SENT=SNTSRV CLKOD:21 QeEnter code or place card , POrT=7001
13/12,/2015 16203900953 168.4.203 54 4c 4Ff 47 30 2F 41 52 50 3a 32 2f 4d 65 éd 3a 32 30 30
13/12,/2015 1620395328 168.4.202 54 30 31 20 49 44 31 20 f£f £f £f 97 de f3 fd ef &F &F bb
13/12//2015 1620305065 ) i o

13/12,/2015 1620396031 168.4.203 54 30 31 20 45 42 32 20 7 db d7 05 bs 00

13/12/2015 1620396406

13/12/2015 1620419046 .168.4.202 : RECEVIED= 33 4e c 4f 47 30 2f 41 52 50 3a 34 2f 4d 65 ed 3a 32 30 30
13/12/2015 .168.4.202 @ SEMT=SNTSRV CLKOB ZZ QEnter code or place card , POrT=7001
13,/12,/2015 .168.4.205 : SENT=SNTSRV CLK0O:22 QEnter code or place card , Port=7001
13,/12,/2015 .168.4.203 : RECEVIED= 53 4e 54 4c 4f 47 30 2f 41 52 50 3a 32 2f 4d 65 6d 3a 32 30 30
13,/12,/2015 .168.4.202 : RECEVIED= 53 4e 54 4c 4f 47 30 2f 41 52 50 3a 34 2f 4d 65 6d 3a 32 30 30
13/12 /2015 L168.4.202 © SENT=SNTSRV CLKOD:23 QENter code or place card , POrT=7001
13,/12/2015 O 116 L168.4.203 @ SENT=SNTSRV CLKOD:23 0Enter code or place card , POrt=700L
13/12,/2015 OB 231421 .168.4.203 : RECEVIED= 53 4e 54 4c 4f 47 30 2f 41 52 50 3a 32 2f 4d 65 6d 3a 32 30 30

i

13 /127200 0024 100 Tﬁ 02 - BECEIED S F 4 dc Af 4 0 of 41 o 23 s34 2f 4d 65 6d 3a 32 30 30
131272 rd X F'Dr't 7001
13/12/2f Format rd T=7001
13/3202] Controller IP + "RECEVIED= 53 4e 54 30 31 2049 44 32 20" + Recieved card value + *00° (End-of code) dade Za g: 230
13,12 d , Port=7001
13/12/2015 09:25:30:16206159390 :: 102.168.4.203 : SENT=SNTSRV CLKOD:23 QEnter code or place card , Port=7001
13,/12/2015 11620631000 :: 192.168.4.203 : RECEVIED= 53 4e 54 4c 4 47 30 2f 41 52 50 3a 32 2f 4d &5 6d 3a 32 30 30
13,/12 /2015 1620659109 192.168.4.202 : RECEVIED= 53 4e 54 4c 4f 47 30 2f 4 3a 34 2f 4d &5 éd 3a 32 30 30
13,/12/2015 1620667546 152.168.4.202 : RECEVIED= 53 4e 54 30 31 20 49 44 31 ZO ﬁ: ff ff 97 de f3 fd ef &F &F bb
13,/12/2015 1620663109 152.168.4.202 : SENT=SNTSROADSPUNIDENTIFIED CARD WAS USED , POrt=7001

13,/12/2015 1620679546 192.168.4.202 @ SENT=SNTSRV CLKO9:26 QENTer code or place card , POrt=7001
13,/12,/2015 1620679609 :: 192.168.4.203 @ SENT=SNTSRV CLKO9:26 Oenter code or place card , Port=7001
Attention:

Don't forget to reset the above flag after problem is solved !

Problems in DB

When there are problems in DB it's recommended to use C:\Sentinel\UpdateTbl.

The .exe updates the DB as follows:
* Create all DB tables, which are not in DB
* Add all new version fields and updates.

If SQL Table is corrupted (For example, info. was moved from Access DB to SQL DB and Keys were not moved
correctly), it's recommended to copy it to temporary Table with different name, delete it, run UpdateTbl, and then

copy all info from temporary Table.

When Access DB is corrupted a suitable message is displayed on web GUI. In order to repair the DB double-click on

the DB file and it will be "Repaired”.
I
Correct IPs

It's always recommended to verify all IP addresses. Sometimes customer configuration was incorrect and details

should be verified.

When configuration new External Device, the 1st IP should be the controller IP, and the 2nd IP should the printer's.
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X
rofile P

files | pri

Ediit Printer [192.168.4.209]

Device Type Extemnal v [ Enable SDE

RFID Type EM Rossler v Port Monitor

Brinter Type B v conoler P B oo

External Controller ez 168 4 209 I Require Pin Code

Functions MultiFunction ¥ | Open Copier Before Printing
=]

Srinter Ay 70 = ~ Open Copler After Printing
[ ScanDirect

Location [ ]
[ SMMP count

Description [ |

) Delete Job on Error

copytimeo: [

¥ Count Pages ¥ Adtive only if number of pages is 0

Device Profile Use System Defaulls < Default Printer Permissions [Allow All v
- R Exceptions:
Port Narme [152.165.4.230 Printer IP l
——
Site ]|

When configuring functionality involving Email server (ScanDirect, Mail2Print), the Sentinel server IP address
should be entered.

”

Mail2Print | Seanbirect | License | Card Reader SDE | APClient | Islands

Sender Name Authentication Settings
Sender Email info@epapersign com PREPSIEE
sender subject Scan Direct Automatic message [ ® Sentinel Server [P [192 168 4 115
SMTP Server mail.epapersign.com T a!mmls!refor
User Name rachelb@epapersign.com Password
. Scan Quality
[/ Thiz server requires an encrypted connection (S5L)
File name BS|ScanDirect
i Connection Established. .
File type PDF v
|") Delete User Control File When Finished
¥/ Colour
¥/ Create user subfolder on scan to folder Sharepoint Authentication

Sharenaint Site [

License Expired

License is given per installation, and is depended on customers entered values during installation and server
definitions.

Default values are: License for 60 days for 20 Devices.

Attention
If the server is restarted, or hardware changes are made on it, the message "LICENSE EXPIRED" can be displayed.
In that case no new license is needed - Sentinel Service should be restarted.

When customer accepts the notification of "LICENSE EXPIRED", both on controller panel and in History->System
Events on web GUI, he/she has to call us in order to generate a new license.

This of course depends if customer's service agreement is still valid, and that the details are agreed about with
us.
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= )
‘
®3 3000 Unauthorized cardwas used 6/17/2015 421:59 AM Card ID = 5655, Device IP = 192.. WIN-GL2IT3DIREY
€9 3000 Unauthorized card was used 6/17/2015 41623 AM WIN-GLIITIDIRES
89 3001 Cordwas used with an unlisted d. /16/2015 10:46:46 PM WIN-GLZIT3DREY
& 001 Card was used with an unlisted d... 6/16/2015 10:46:36 PM Device IP = 192.168.4.245 WIN-GL2ITIDIRES

Generating new license:
1. In web GUI->Settings->License, copy current license code

Current License Code

Mew License Cocle

Current License

Company ‘Epaper

Email ‘rachelb@epaperslgn com Server ‘
Embedded (Intemal) Period Unlirited
Mail2Print Users 100
Edernal
Scan Direct fr—

2. Send the current value to us by mail.
You will get a new value from us by mail.
3. In web GUI->Settings->License, enter new license code into relevant TextBox and press "License Now".

SENTINZL Overview History Users Devices Accounting

Current Ligggse Code WIFGBYLGNENE12 T3c/ POEBeRZRACGORSFROD W7 1 BRPHGUDF Aup2 rBPEGRE hadR1XEB+BSNTS80 o
IHR3cDKEO4A7/ Qure LEYT2 XEN4 1 Killd TR YO v¥ LAaXNTA] 45q60F 8 iPOVIOyOk I3 vpSyXihy
f11owMDAWMD IxMTEX Uy== P

—

New License Codle WYFHBGLGNENELZ T3c/ POsBeRIRACHORSFROD W7 1BRPGECK2 806/ B6CGRr hdR1XES+BSNTSE0 o
IHRSChNIWCcRajpure EEVTZ ZLN4 I Kol TRy YO ¥V 1daXiNTAI 43 6QF SiPOVIOyOk I3 ypSvEihy «
£110wHDAWHD IXHzZgzlg==

License Details
company [Epaper email [rachelb@epapersign.com Server |
Embedded (Intemal) Feriod Unlimited
Mail2Print Users 100
Eernal
Scan Direct
Benthar Naicac ~

New license will be set.
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Incorrect License

It may occur that customer has "corrupted" the license. There was installation on "old" server and installation on
"new" server.

By mistake customer copied the "old" license to the "new" installation.

Because the license is deepened on the server - This is of course incorrect operation !

In order to correct it:

1. In DB License Table - The line of License should be deleted
2. Application C:\Sentinel\CheckLicense should be activated
3. New license will be generated according to the above.

Add Permissions

Sometimes the reason for operations which are not performed is lack of permission/s.
In that case permission should be added to the item involved.
Right-Click on the item -> 'Permissions' ->
Window with all permissions is opened ->'Add' ->
Adding window is opened -> Enter 'Everyone' and fill-in the required permissions -> 'OK'.
The new permission is displayed.

Examples:
1. Scan is not performed - The sub-folder under C:\Sentinel\Queue has no permissions, so the scanned file cannot
be stored.

I sentinel JS[=]

Dad ~ Computer v Local Disk (C:) + Sentinel + ~ & | Search Sentinel

Organize v . Open Inchideinlbrary v  Sharewith v New Folder =~ [l @
X Favartos ame = Dats modied | Tve ES |
B Deskrop Embedded_Solutions 6/3/2015 11:46 PM Fil Folder
# Downloads FastReports 6/3/2015 11:146PM e Folder
2 Recent Places

Hetpsery 6/3(2015 11:46PM  File Folder
R 6/3(2015 1146 PM  Fils Foldsr

4 Libraries
[ Documents | [Ty —
o osic ndvan(ed sharing) i Permissions for Queue
& Pictures ] Access.Ini
. haie Permissians
B videos [ ADGetFull stUsers.exe W7 share this folde:
- || ADGetFullistUsers. brc [ Settings fOUP O USET names:
W Computer
. " 57 ADGetLIserPr. exe Share name:
i network 4 | ADGetUserPr.ini Queue
4] bgcomserint.dil A
2/ bgproc.di Limit the numi
2] baserint. i
% BaserIntsean.dl Comments: G M
%] bguardrurdil Peimissions for Everyone Alow Deny
=7 Canceliobs exe Full Cantral [u] [u]
57 CheckLicense.exe Change [m] [m]
Permissions.
57 ComplexSync.exe Read m]
QUeUE  Date modified: 6/21/2015 B:15 AM
' File Folder I
Lean shout access carirol and pemissions
0K | Cecel | bu |

2. A group of users cannot print - Software is blocked for them, e.g., no permission.
In that case, in Registry -> HKEY_LOCAL_MACHINE -> software the following should be updated:
- Sentinel
- Waw6432node

Sentinel Knowledge Base Page 38



SENTIN=L

Your pull printing solution

4 Registry Editor =] =3
Fis Edt View Favorites Help

=118 Computer = T
#1- || HKEY_CLASSES_ROOT X ot ser
#1- [ HKEY_CURRENT_USER Select Users or Groups HE
= HKEY_LOCAL_MACHINE
+ BCDO0000000 Group of user names: PRelect this object type:
i | HARDWWARE T2 CREATOR OWNER [Users, Groups. or Buikin secuity piincipals Object Types.
- ), sam P
SECURITY ;‘ Authenticsled Users From this locatior:
S| SOFTWARE 28, SYSTEM [eeaTaTE0RES L=
5} ATl Technclogies 8 Ackmiishators WING121T 3D PE St
2 ) brother 82, Users (WIN-G12IT3DIRE S\Users) A T D
- Jy Classes Everyond Check Names
5 ) clnts . Erovend ] =
2y Destrption Fermissions for CREATOR
d- | Hewlett-Packard OWNER
8- ), Microsoft
) ooee Full Contol Advanced.. Sl
: VA
- |, Palicies Read =
atior Special permissions a
- | Sentinel I
-
5. ). SvsTEM For special permissions of advanced selings,  Advanced
o HEY UseRs click Advanced
H- | HKEY_CURRENT_CONFIG
Leam sbout access contiol and pemissions
oK Cancel Aeely
Compi _LOCAL_MACHINE\SOFT A
T e | e
. Permissions for Sentinel
Security |

Group of user names:

Add | Remowe

ErTT Allow Deny
Full Contral [m}
Read m|
Special permissions m|

For special permissions or advanced settings. Advanced
click Advanced.

Leamn ahout access control and permission

ok | cancel sppty |

ScanDirect configuration “Connection Failed" - Account is blocked

When configuring ScanDirect with mailing server details, "Test Connection “should be performed.

If connection fails for valid account, it can be blocked according to account security definitions.

For example:

Mailing server is gmail, and valid account results with 'Connected Failed", update security definitions as follows:

https://www.google.com/settings/security/lesssecureapps - Mark "Turn On" option (Which means that
applications can enter the account).

Sender Name |E;hadi.pri\.rate@gmail.c0m |
Sender Email |rachela.benjamini@gmail.com |
Sender Subject |Scan Direct Automatic message |
SMTP Server |smtp.gma\|.c0m |
User Name |rachela.benjamini@gmail.com |
Password |u . |

Port

[#This server requires an encrypted connection (SSL)

Test Connection Connection Failed.
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q & httpsy//www.google com/settings/security/lesssecureapps H Block/Unblock gmail account for ScanDirect l
Google

< Less secure apps

Some apps and de:
You can turn off a
despite the risks. Learn more

unt more vulnerable.
ou want to use them

cure sign-in technology, which makes you
s, which ommend, or turn on a

Access for less secure apps Tum off

Sender Name |shad|.prlvate@gma\\.com |
Sender Email |rachela.ben]amlm@gma\\.com |
Sender Subject |Scan Direct Automatic message |
SMTP Server mtp.gmail.com

User Name rachela.benjamini@gmail.com
Password IIIITITT]

Port 587

[ This server requires an encrypted connection (S5L)

Test Connection Connection Established,

Open SQL Block

Connection to SQL DB can fail (For example: Activating APClient, Test Connection on installation/Running Wizard,

etc.)

In order to "open" the DB for connection the following operation should be done:

From SQL server select:
Configuration Tools -> Configuration Manager:

) Microsoft Office
J Microsoft Platform SDK for Wi
J Microsoft Silverlight
o Microsoft Silverlight 3 SDK
| Microsoft Silverlight 4 SDK.
J Microsoft SQL Server 2001

% SQL Server Manage
nfiguration Tools

SQL Server Configuration Manager
|3 z

‘ﬁ SQL Server Surface Area Configu

. Microsoft SQL Server 2008

| Microsoft Sync Framework =

Studio Expi

) Microsoft Visual SourceSafe
J Microsoft Visual Studio 6.0
) Microsoft Visual Studio 2005
. Microsoft Visual Studio 2010
J Microsoft Web Publishing
| MyPC Backup
J Notepad++
J SharePoint

e =

m

1. Browser should run automatically and should 'Start':
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n eI
L A NEREYN ? [ ECROROXS]
48 5QL Server Configuration Manager (Local) Name State Start Mode LogOn 4
B 5QL server 2005 Services £R) Running Automatic NT AUTH
4 4. SQL Server 2005 Network Configuration [Fe'ce = T %8 Ol Gt Automatic NT AUTH
B~ Protocols for SQLEXPRESS
7 N
B Protocols for MSSQLSEN 6031 Server Brawser Properties [ [
4 2 5QL Native Client Configu
Client Pratocols Service | advanced
Aliases
| % Bl General
Binary Path “C\Program Files\Microsoft SQL
gontrol 1
1.If 'Disabeld' - Select 'Automatic’ < o

NABEEL-PC
SQL Server Browser
6252

2.'Start’ the servcie

e

Automatic -

Start Mode
The start mode of this service,

[ ok | concel |[ Appy |[ hHep | !

2. Client Protocols should be 'Enabled':

File Action View Help

L A NENERETN 7|

48 5QL Server Configuration Manager (Local) || Name Order Enabled
—

pr—
g8 :Qt :E"’E'ﬁgi ;E""“‘k Cont ¥ Shared Memory L Enabled
o 4. 5L Server etwork Configuration o7 p 1o N Enabled
[ Protocols for SQLEXPRESS < Named Pipes 3 Enabled
Bl= Protocols for MSSQLSERVER i
VA 4 Enzbled

guration

nt Protocals

[ All protocols should be 'Enabled” l

Synchronization with AD for more than one Domain
In order to sync. users who are defined in several domains the following should be done:

1. File ADGetUserPr.exe should be copied to C:\Sentinel.
2. AD sync. will be updated - All domains will be entered to 'Domain Name', separated by ";" as follows:
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Frint Direct | License

nt | Islands

Qe

Auto Syne | Bill Code [Backup

¥ Enable suto Sync Send card Id to e-mail.
O
Domain Mame ESTDOMAIN, Domain2 1D field name
T=e LORF oroup Genarate random 10
4D user ESTDOMAINAministra] 4D Password
Fram LDAP field  |displayNarme [*] Ta Field

Use SQL Serwer to get users
AD and SQL Sync (use if card data is stored in 3 separate SQL database)

Generate Random Card 1D for New Users

When any user who is defined in one of the configured domains will send job to print - The user will be added to

Users Table.

When any user who is defined in one of the configured domains will send job to print - The user will be added to

Users Table.

Domains with different parameters

When customer has more than one Domain, but Domain parameters are different (AD user & Password, ID field
name), there's an addition to the system, which includes two .exe files (ADGetFullListUsers.exe, ADGetUserPr.exe)

and one .ini file (ADGetUserPr.ini) for configuration.

The .ini file should be configured as follows:
In [Domain] section:

NumberOfDomains = # of customer Domains for AD sync.

For each Domain
New section will be added for each Domain.

All required parameters, which are defined in AD sync. on web GUI, will be added.

For example, the 1st Domain section will be:
[Domain1]
Domain=TestDom
User=administrator
Password=1234
ADCardCodeKey=Pager

When the web GUI is configured as follows:
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o

t | Lic il The parameters for Domainl are defined here
and also in the .ini file.
All Domains parameters are in the .ini file
¥ Enable Auto Sync Send card Id to e-mail,

® User LDAP to get users from active directory

Domain Mame ESTDOMAIN; Domain2 ID field name
Use LDAP group Generate random 1D

4D user ESTDOMAINWAdministra 4D Password
From LDAR field  |displayMarme v To Field lternate User

Use SQL Server to get users

AD and SQL Sync (use if card data is stored in a separate SQL database)
The additional fields will be added from all

Generate Random Card ID for New Users Domains as defined

Attention:
AD Sync. configuration in web GUI, including the 1st Domain definitions, is not changed, but the .ini file must
include this configuration of the 1st Domain (Domain1)

Open Port on server

When client communicated to Sentinel on the server is not working, the connection should be checked by
activating from workstation cmd: "telnet [Server IP] [Port No.]"

(For example: 'telnet 192.168.4.236 1690')

If there's no reaction, the port should be opened on server as follows:
e Windows Firewall and Advanced Security-> Inbound Rules -> New Rule:

Windows Firewall with Advanced Security

5 [=] B3
bo.  Rules 2
= [ I alow
Ba Connection Security Rules ﬁ ‘ ,q" ! i
APClient Al Allow
B Manitoring o " .
@'Binfocwnters all Yes Allave F Filker by Profile b obols - @~
@'BSI Al Tes Allow W Filter by State » =
@hersLrD all Ves llawy ) . m
"ﬂ'KnnicaPrtl all Yes Allow T Filter by Group » o
| @'KonicaPrtZ Al Yes Allow Yiew »
@ipd A Yes Allowe
= fe
(& proinstaller Fublic Yes Allow G} Refresh
@'proinsta\ler Fublic Yes Allow 5 ExportList...
‘.g'SentlneI Al Yes Allaw Help
ﬂ'SentineIAgent all Ves Allow
@'SentinelMDmtor Al Yes Allow
‘Q‘Sma\lFtp All Yes Allow
| @ suTmanaGER all Yes allav
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# New Inbound Rule Wizard [ x]
Rule Type

Select the type o firewal e to create

e Select "Port" and press 'Next":

Steps:

@ detion " Program
o Profils Fiuls that conlrols connestions for a program

Ruke Type What pe of ule would you ke to ereate?

Protacol and Ports

§

e that contrals connections for a TCP or LDP pert.
" Predefined:

[BranchCache - Content Riatiaval (sss HTTF) =
Fiule that controls connections for a Windows experience

' Custom
Custom rule.

Leam more about e twoes

cpack [ mews | caneel

T Core Nerworking - Multicast Listener Query (... Core Networkina All es Allow

e  Enter Port No. and press "Next":

wizard

New Inbound R

Protocol and Ports

Specily the pratocols and ports to which this ule appliss.

Steps:

o Fule Type Doss this e applyto TCP or UDF?
# Protocal and Petts ~ TCP

@ Action " UDP

@ Frofie

@ Name

Daes this ruie apply o all local ports o speciic local parts?

Leam more sbout protocol and ports \

<Back [ Hew» Cancel

T rwa Marurmelinm - W iFimast | hanas P ( rws Rabmmsbine an

e If nor marked, "Allow" the connection and press "Next":

# New Inbound Rule Wizard =]
s

Action

Specily the action to be taken when 3 connection matches the condtions specified in the e

Steps:

o FukeType What action shouid be taken when a connection matches the specified condiians?

Allow the connection

@ Protacol and Parts

& hction Bt are: protected with IPses as well as those are not
@ Frofile

" Allow the connection i it is secure
@ Mame

This inchades only connections that have been authenticated by using IPsec. Connections
will be seoured using the settings in IPsas propetties and nules in the Connection S scurity
Rule node.

Customizz,

" Block the connection

Learn more bout actions

<Back Next> Cancel

T e Merrrkine - Mifcaet | isrener (e ¢ Frre Diernrkinn al ee e 1

e Name the rule and verify.

e Define new rule for Windows Firewall and Advanced Security-> Outbound Rules also.
e  Check by re-activating "telnet" for workstation.
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Duplicate copies when printing EXCEL - HP Universal Printing PCL6 Driver

HP Driver "HP Universal Printing PCL6" should not be used with version 61.180.1.20062
The correct version of HP Universal Printing PCL6 is previous version 61.180.1.17508

WHHPRAPOZ (., Microsoft Shared Fax Driver
WHHPRAPDZ2 (.. HP Universal Printing PCL &
WHHPRAPD? (... HP Universal Printing PCL &
WHHPRARO2 {3 HP Univessal Brinking AL
: WHHPRAPO2 (. HP Universal I"rirmn PCLE

WHHPRAROZ (.. Hp Universal Printing PCL 6

6.2.9200.17099
61.180.1.20062
61.160.1,20062
61:180,1,20062
61.180.1,20062

&

Type 2 - User Mode

Type 3 - User Mode

Type 3 - User Mode
i = lserMade 2
Type 3 - User Mode

61.180.
{(J) ‘\:‘fv:gsxsgj(( Esgﬂfvarsaf Pr‘mt‘lﬂg PCL& 61 :88;]:2253222 Iyptf “Alrer Mty
0 AL i ( " nrivc-rsai F‘rlntrng PCL 6 61.180.1.20062 TYP& ; -~ UserMade
5 WHHPRApgz- : i Hp 3n|veuaf Pr.mt‘mg PCL& 61,180.1.20062 T)-‘ilﬁ A - User Mode
0 WHHPRAPO2 (. pip niversal Printing PCL 6 61.180,1,20062 T'ype . L:S” Pk
g 4{sjabmpinn (‘.‘ ! Unlversal Printing PCL 6 61,180.1.20062 Tyﬂﬁé - User Mode
8 NI (‘.. ‘»-mi Global Print Driver PC L6 5404.800.0.0 TYD? - User Mode
a : A% erox Global Print Driver PCLE 5404,6800.0.0 ype 3 - User Made
0 WHHPRAPG? "= frlntm,-; FCL6(v5,80) 61,160,1.17508° e 3 User Mode
- Xerox Global Print Driver PCL g ( 5

g :;”i:s:jggj; )’:Eh))’ Glabal Prfnt Driver PCLG ::(;.::'gggg Type 3- User Mode
erox Global Print Driver PCLE 540450000 Type 3 - User Mode

T 2 i Al Type 3 - User Mode {

The problem caused duplicate copies when printing Excel file with "Collate copies" option.
For example, if 1 page was sent with 3 copies - 4 copies were printed (Square value of No. of pages).

When using regular "Copies" - Number of copies was correct.

HP Universal Printing PCL6 version 61.180.1.20062 includes bugs and is not recommended by HP company for
usage. Instead, version 61.180.1.17508 should be used.

Slow Performance
Slow performance, e.g., the time until job is actually printed is too long, usually occurs because of communication

problems.

Communication between the workstation printer and the server will be checked by activating Start -> cmd ->

“ping” to server IP as follows:

e ]

m »

indou
ht (c> 2009 M
erssnaheel>ping 192.168.4.63
[Pinging 192.168.4. 63 |1thh32 byge.. uf data:z

- TT. 8
TIL=128
Replv from 192.168.4.63: bytes=32 time<ims TTL=128

[Ping statistics for 192.168.4.63:

Minimum = Bns, Maximum = @Bns. Average

C: Users\naheeld

Auto Synchronization to AD LDAP
Rather than having to manually enter information for each user, you can easily synchronize with existing
information. This is particularly useful as many organizations maintain detailed user information in their Windows

AD.
For most activities, synchronization is one way — from the LDAP to User Table Sentinel DB.
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Configuration process:

AD sync. B N
The LDAP field including the card ID

# Bnable Auto Sync d card Id to e-mail.

® Usl’ LDAP Ij get users from active directory

Domain Mame ESTDOMAIN 1D field name

Use LDAP group

AD user ESTOOMAINWAministra AD Password
From LD&P field  [displayName [*] To Field Alternate User v

Use SQL Server to get users
AD and SQL Sync (use if card data is stored in 3 separate SQL database)

Generate Random Card 1D for Mew Users

Test smtp Connaction Check definitions

At first AD access is updated (Domain name, Ad user & password).
Than sync. mode and activation are defined:

1. Sync. can be done by addition of specific ID values stored in specific LDAP Field.

In that case the name of LDAP attribute in AD should be entered.

For example, Fields’ names displayed on LDAP GUI are not always the LDAP real attributes’ names:

L]
New Object - User o objectClass

DN = Full Name + Path > CF.COMZantrse

First name:
CN First +Last_ >
Last name

Full name:

Guy givenName

| Guy Thoma

displayName

User| ‘ —
sohdtil userPrincipalName

[ quyt | @opcom < P

User logon name {pre-Windows 2000}

lcpy | guyt < _samAccountName

<Back | Mext> | [ Cancel |

2. Users will be added with generated random personal codes.
In that case ID field name must be empty.

Attention

Users are added into the system once they print, e.g., when non-existing user send his/her first print, user and

user’s details are added to Users Table in Sentinel DB.

Specific definitions for one site in service.ini

Sometimes there's a need to define specific values for one site, when the organization has many sites using the

same DB.
The DB in Settings cannot be changed, because this will affect all sites.
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The solution is to update the site's file servcie.ini.
Specific definitions are:

1. In [Settings] section:
[Settings]
Scan2MelncomingFolder=F:\Sentinel\PrivateQueue\Ftpmail - Incoming Folder is changed
UseNewDeviceSelectAction=1 - When Print Option = "Select by Keypad",
operation is faster
2. New section [CardReader]:

[CardReader] - Change Card Reader definitions for current site
only

UseCardReaderSettingFromLocal=1 - Enable the section to work

GetFullHID=0 - Get whole read value - for HID only

ReadCharFromCardRight =0 - Read Char From Card - Right

ReadCharsFromCardLeft =6 - Read Char From Card - Left

ConvertDecToHex=0 - Convert Decimal To Hex

ConvertHexToDec=0 - Convert Hex To Decimal

How to install Sentinel on secure (https) server

1. On IS Manager click on sites/Default Web Site.

2. Inthe right side menu click on Binding.

3. Add new site binding with https type and hostname: localhost, and choose IIS express SSL

certificate.

4. Find Url Rewrite on IIS under the project
If you can’t find it, install it as the stepson of this site, and don't forget finally to update the Web.Config file in the
project folder:
http://www.jppinto.com/2010/03/automatically-redirect-http-requests-to-https-on-iis7-using-url-rewrite-2-0/

Sync. to AD's Organization Unit
Sometimes the sync. to AD is needed for only several Groups of the Organization, included in the AD.

In that case, in:
Settings->Database->Auto Sync> Domain Name = Will include the domain name, the Organization Units defined
upwards (e.g., from sub-group to upper group), and the Domain Controller name.
For example:
If the domain name is epapersign.com, and we wish to add all users in:
epapersign.com
Organization

Misgav

The Domain Name in the configuration will be:
epapersign/OU=Misgav,0U=0rganization,DC=epapersign,DC=com

When there are two sub-units under one OU, the syntax is as follows (Divided by ‘;’):
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Sync. to AD LDAP Groups

When the customer wishes to sync. to LDAP Groups (Not Organization Units), all Groups must be defined first as
Groups in Sentinel.

After that, in:
Settings->Darabase ->Auto Sync -> Use LDAP to get users.....:
The check box "Use LDAP Groups" must be marked as follows:

v

E Behaviour ; Databases | Mail2Print | ScanDirect | Licence | Card Reader | Scripts | SDE | APClient | Islands

Auto Sync |Bill Code |Backup

I Enable Auto Sync [~ Send card Id to e-mail.

@ Use LDAP to get users from active directory
TESTDOMAIN

Domain Name

10 fied name

' Use LDAP group ™ Generate random ID
AD user T AD password
From LDAP i Atemaie User v
field Display Name To Field m
LDAP Sentinel
mail Mail |
displayName Descr

The system recognizes the LDAP Groups defined in Sentinel and sync. the users accordingly.

Sync. To Secure LDAP

When the customer wishes to sync. to Secure LDAP, e.g., to SLDAP, the following should be added to domain name:
“636” as follows:

e

Behaviour | Databases | Mail2Print | ScanDirect | Licence | Card Reader | Scripts | SDE | APClient

Auto Sync |Bill Code |Backup

¥ Enable Auto Sync ¥ Send card 1d to e-mail.

'® Use LDAP to get users from active dirgg

) 4
I =psdom:636 il

I Use LDAP group

Domain Name| 1D field name

¥ Generate random 1D

AD user administrator@epsdom AD Password
From LDAP field displayName [v] To Field Alternate User v
D
mail Mail
displayName Descr m

Multiple Servers / Sites

Sentinel enables to install the system on multiple servers, all using the same DB.
Each server installation will be done defining the server as "Site":

Sentinel Knowledge Base Page 48



SENTIN=L

Your pull printing solution

3‘ Configuration wizard

SENTINEL
[ratabase configuration
Thiz option:
Checks 05 and checks folder access permission
ESI configuration Checks (15 installation and configuration 3
Checks firewall settings and opens necessary paits in th all
Provides assistance with database configuration
4 . § Corrects read/write access to folders
Device configuration
Traubleshooting

Site Marme :
UDP Part #0
[~ Autn installation of witual printers

Log

G etting Connection string from registry : SOFTWAREAS entine/\Settings =

Getting Connection string from registy © Software'Sentinel\Settings

Getting Connection string from registry © SoftwarehS entinel\S ettings

q -
4
| Cloze | ‘ Save Log to File < Back Mewt =

Attention
The Site is not added to the DB automatically on installation.
On first job sent from that Site - The Site will be added to the DB

Handling all multiple server from one URL:
In Settings->Behavior->Other->Cluster Name - Add all servers' names, separated by ';', and mark "Support
Multiple Servers"

rint | ScanDirect | Licence | Car

Release all Jobs for application User

Remove Symbols from User Name (Left)

Remove Symbols from User Name (Right)

¥ Support. Multiple Servers
Enable Admin log

Default Currency [USD] US Daollar A
Page quata

Enable Proxy Server

¥ suto login Sentinel mobile, QRC Server IP Address

On Add/Edit printer - The list of Printers will include all printers on all servers.

Sync users to Default Profile

When user is synchronized from AD (or from ext. SQL table), the Profile is defined by the value in Users table for
Column ProfilelD - It should be:
DefaultValue or Binding = 0

When the value is zero, the Profile for the user is Default Profile.
If the value is not zero, the user will be added with the one of the Profiles in the UsersProfiles table.
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Connect - & 32 4

3

@ 3 Views
® [ Synonyms

@ 3 Programmability

@ 3 Service Broker
@ [3 Storage

& 3 Security

|l strauss

|0l StressTest

) [l Test 332

[ Test1

1§ Testio

1) testil

1 Testini

¥ Test-17-01-017
(3 Testz

1§ Test3

10 Testd

[ Testdts

14 testdupgrade

] [ Tests

) |l Test?

B a

FEEEEEEREEEEE

# [ dbo.WeeklyReports

@ [ dbo.UserGroups .

Timeout error on server - Displayed on event log
When event log displays "Closing TCP socket with local port 1690...." as follows:

Column Name Data Type Allgw Nulls
LimnitT int
ScanTeFolder nvarchar(253) %]
AlterMainUser mvarchar({50) %]
RemovelobAfter real 1%
DefaultPrinter mvarchar(50)
IsGuest int M
Suals L uag
| Profiteid int v}

. i m—
UserMaC nvarchar(255)
ApplUser nvarchar(50) 1%}
ForcePINCode int =

Celumn Properties
sul2l =
~ (General)
{Name) ProfilelD
Allow Nulls Yes
Data Type int
v 12 Lt
| Default Value or Binding

Level Date and Time Source Event D Task Categ... ~11
1. Warning 26/08/2018 07:20:39 AFD 16002 None |
1. Warning 22/08/2018 06:35:03 AFD 16002 None |
1. Warning 21/08/2018 06:35:05 AFD 16002 None |= |
A Werning 20/08/2018 06:35:03 AFD 16002 None |
1. Warning 17/08/2018 06:35:04 AFD 16002 Mone
/1. Warning 13/08/2018 06:35:05 AFD 16002 None
i: /1, Warning 12/08/2018 06:35:04 AFD 16002 None o
—— ——
| Event 16002, AFD x

5

i General | Details |
I

Leg Name:
Seurce:
Event ID:
Lewvel:

User:
OpCode:

More Information:

System
AFD
16002
Waming
NrA

Event Log Online Help

Logged: 26/08/2018 07:20:39
Task Category: Mone

Keywaords: Classic

Computer: MODAPMZ.mod.int

Closing a TCP socket with local port number 1690 in process 3680 is taking longer than expected. The local

| |port number may not be available until the close operation is completed. This happens typically due to

| |misbehaving network drivers, Ensure latest updates are installed for Windews and any third-party networking
| |software including NIC drivers, firewalls, or other security products.

it means that MS update is needed.
You should download update No. KB4338815, or install update No. KB488831
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Installations

Upgrade version for exiting customer

When upgrading version for existing customer, there are two options (According to customer request):
- Upgrading on same env.
- Upgrading on new env.

Attention

There's no way to upgrade from version 2.x.x to version 3.x.x and up

In that case a new installation will be performed and only DB will be "fixed".
License issue should be checked/verified before installation.

Upgrading on same env.

1. The upgrade will affect two folders:
- C:\\sentinel
- C:\\inetab\\wwwroot\\Sentinel
These two folders must be Backed before installation.

2. The DB should be backed up before installation:
For Access - The DB must be copied to different folder before installation.
For SQL - The DB must be backed up before installation

3. When customer has special scripts / reports, the following folders must be backed up by copying them to
different folder:
- Scripts: Folder C:\Sentinel\Scripts
- Reports:
Folders C:\inetpub\wwwroot\Sentinel\CustomReports\Access
Folder C:\inetpub\wwwroot\Sentinel\CustomReports\ SQL

4. Only then ‘Stop’ the Sentinel service (Doing that will stop all printing).

5. Installation can be done by uninstall and install the new version, but sometimes the customer has special
definitions, which can be destroyed by the operation.
In that case it's recommended to copy ("'override") all relevant files to:
- C:\\sentinel

6. Update DB:

When local (Access) DB is used, copy it to: C:\inetpub\wwwroot\Sentinel\App_Data
For SQL DB there's no such operation.

7. Activate UpdateTbl.exe and 'Start’ the Sentinel service.

8. If installation is done by copying files to the relevant folders - Copy all relevant files to
C:\\inetab\\wwwroot\\Sentinel

8. Sometimes there are processes in use in [IS memory. In order to clear it, activate 'iisreset' (See solution Check
11S)

9. Open the software, Refresh and check that everything is OK. If not - run Wizard and re-check

All actions will be included in a batch file, which will be created on version release. All required files will be copied.
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Upgrading on new env.

This is almost like regular installation, but with special handling of customer's existing DB.

1. Devices:
All required devices (e.g., to be activated for pull printing) should be installed on the new server, including
drivers. (Same as for regular installation)

2. DB:
It's always recommended to check connection string to DB in old env. Registry in
1
in order to verify which DB is used (Local, e.g. Access / SQL).

£’ Registry Editor

File Edt View Favorites Hep
=8l Computer Hame [ Type | pata [
HKEV_CLASSES ROOT ab](Default) REG_SZ value not set}
- ab|DbConnectionstring REG_SZ Frovider=Hicrosoft, Jet, OLEDB.4.0;Dats Source=C:\netpublamms rtinel|App_D: .mdb; I
r - HKEV_LOCAL_MACHINE b|ExePath REG 52 .
e 52| Jobhiumber REG_DWORD 0x00000077 (119)
Bl Ju COMPORENTS ab|queuePath REG_SZ ciSentinel|Quevel
g ::;DWARE ab)site REG_SZ
) UDPPopURFart REG_DWORD 0x0000105 3 (7002)
orTaE %3]LIDPPart REG_DWORD 0x00001559 (7001}
AT el
-1 Classes
Clierts
< | Hewlett-Packard
Wicrosoft
CDBC
- | Palicies
ations
<. Sentinel
[ - o
B L SYSTEM
HKEV_UISERS
HKEV_CURRENT_CONFIG
ComputeriHKEY_LOCAL_MACHINE\SOFTWARE|Sentinel|Settings Y

For Access - The DB is saved on old server and will be copied to new server after installation.
For SQL - The DB must be backed up before installation

3. When customer has special scripts / reports, the following folders will be copied to new env. as well.
- Scripts: Folder C:\Sentinel\Scripts from old server
- Reports:
Folders C:\inetpub\wwwroot\Sentinel\CustomReports\Access from old server
Folder C:\inetpub\wwwroot\Sentinel\CustomReports\ SQL from old server
4. Install new version from start (Regular installation).

5. When local (Access) DB is used, copy it to: C:\inetpub\wwwroot\Sentinel\App_Data
For SQL DB there's no such operation.

6. ‘Stop’ the Sentinel service, Activate UpdateTbl.exe and ‘Start’ the Sentinel service

7. ‘Start’ the Sentinel service and Check for all ‘Settings’ configurations which need sever IP:
ScanDirect, Mail2Print, Behavior->Monitor.
In addition, update all external controller with the new server IP.

8. Open the software, Refresh and check that everything is OK. If not - run Wizard and re-check

IIS Configuration before installation
System Requirements include a retirement that IIS will be configured so that Sentinel will be able to work.
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For server 2008/2012, configuration should be as follows:

1. Common HTTP -> Static Content - Selected.
Application Development - All its sub-options are selected.

2.
3.  Security -> Windows Authentication - Selected
4.

1IS 6 Management Compatibility - All its sub-options are selected.

i v

rver Manager (WIN-G12IT3DIS
Roles
=

2 Flle Services

55 wreh Server (115)

eatures

£ Print and Dacumenk Service % e the health of the roles installed on your srver and add or remave roles and features,

Disgnostics ooy
1 Contfiguration Brint Server includes the Print Management snap-in, which is s .
= Storage print servers and migrating printers ko and from ther Windows @ In Ordler to update- Press ‘Add Rele Services.

On opened screen all options will be available for mark/unmark

0eable, and scalable Web spplication infrastructure.

) Role status

Messages: None.
System Services: ¢ Running, 1 Stopped
) Everts: 13 inFormational i the last 24 haurs

Al configuration are displayed

st P 1 sean, go'to )
tle o this roles homepage and clck Scan this )
) Role Services: 23 nstaled
Role Service | Stetus |
&, web Server Tnstalled
&, CommonHTTR Festures Tnstalled
& Static Cortent Installed
& Default Document. Tnstalled
0 Drsctory brewsing Inctalled
& HTTP Errors Tnstalled
HTTP Rediection ok nstalied
WebDAY Fublshing ot instaled
&, hpplication Development Tnstalled

5 AddRole Services

T TETIOTE oI DErTCEs

If the server is a simple computer with IIS, IIS configuration is checked by:

Control Panel -> Programs and Features -> Uninstall -> Turn Windows feature on/off.

Control Panel » Programs b Programs and Features

+ | 43 [ Search Programs and Features

Control Panel Home

Uninstall or change a program

View installed updates

Turn Windows features on or

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repir

:Elél

Turn Windows features on or off @

Windows Features

To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is tumed on.

Ublisher
jobe Systems
jobe Systems Incorporated
jobe Systems Incorporated

Incorporated

= ]| Internet Services

‘q 15 ¢

ion lln(urpmated

— ’
(/8 Web Management Tools
1156 Management Compatibility
II5 Management Console
[C] 1. S Management Scripts and Tools
[]J. 1S Management Service
a Warld Wide Web Services
Application Development Features
[@ |, Common HTTP Features
1 [@] L. Health and Diaanostics. =

Incorporated
lamatech

Paper

WG Technologies
(ONICA MINOLTA
rother

heck Point
heckPoint

jtrix Systems, Inc.
oxit Corporation
EROX

crosoft Corporation

[T Device Simulation Framework 1.0.1

{8 Dotfuscator Software Services - Community Edition
%3 Dropbox

i) -Paper Printer Report Client 165

27} FortiClient SSLVPN v4.0.2270

0!
Microsoft
PreEmptive Solutions
Dropbox, Inc

&-Paper

Fortinet Inc.

< i

ke

126 programs installed

Install Sentinel for QR code

\A—j Currently installed programs Total size: 5.14 GB

:
Installed On
10/08/2015
13/04/2014
13/04/2014
12/08/2015
12/08/2015
30/07/2015
28/05/2014
24/08/2015
22/07/2015
08/07/2014
10/11/2013
09/03/2015
09/03/2015
01/05/2014
08/11/2013
10/02/2015
24/12/2013
26/11/2013
24/12/2013
14/11/2013
11/08/2015
27/05/2015
18/11/2013

1=

The option to work with QR code, e.g., the user's ID/code value will be read via chip in the smartphone (replacing a

controller) is built-in the Sentinel main installation.

1. After installation, verify that “Mobile Print" is licensed:
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I
Current License Code 6K 1u1HI5upATva62DeEyd I0OF/ 3 6DallPFSUniiusq) G3n1GUB 1TKQo N3 COUPhy ATVVSZ+alE ~
S TPaBgLOnEnELZ TS / gP2UpAIGOAH2XT *
vx13a10; e FOTROL/ T OrSty/ w3 Hyr 41060 IyD+/ KPTESS0UATYU
Mew License Code ‘
Licanse Detailz
Company | Epaper email [ rachelb@epapersign.com Server |
period
Users 150
External
Brother Devices o]
hon-Brother Devices
| Push Printers
Data Callection - Network 100

2. On web application -> Devices - For each Device (printer) the unique QR code is displayed

[ A

Printer

=B WIN2KS-BGuard
B Pull Printers

[ tntemal controller

= 12604205 Brother MultFunction
60420 Lexmark MultFunction
1001604230 Samsung231 Print

[l Pull Printers
[ Extemal Controller

- 10)1604222 Samsung CLP-330 Series PCLG MultiFunction
192604208 erax Phaser 6120 PS Print
[l Push Printers
L BR-HLE400 Print BV ]
L Brother MFC-990C W/ Print BV [E{i]

3. Press on the required QR code in order to produce it (Print on sticker, etc.)

192.168.4.226

*Install Sentinel mobile to use QR codes with mobile devices

First activation:

1. Make sure that the connection string of QR code application is correct:
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In C:\inetpub\wwwroot\bguardQRC\web.config check 'ConnectionString' value is correct, or correct it if needed.

= Computer = Local Disk {C:) = inetpub = wwwroot = bguardQRC = - ml Search bguardQRC
Organize *  Indudeinlibrary «  Sharewith «  Kew folder = ~ [ @
W Favorites RED = Date modified | Tvpe Size | |
B Desktop | App_Browsers 15/12/2015 14:20 File: Folder
4 Downloads .. App_LlocalResources 15/12/2015 14:20 File Folder
=] Recent Pl
=i Recent Places | bin 15/12/2015 14:20 File Falder
5 Ubraries L. Style 15[12/2015 14:20 File Folder
@ Documents || Defaulk.aspx 271112012 12:55 ASPY File 16 KB
o Music || 5ite. Master 27/11f2012 12:55 MASTER File 3KE

[ Pictures 15/12/2015 14:50 CONFIG File 3KE
B videos

;-;J Computer

Web config E1

< Version="1.0"7>

For more information on how to configure your ASP.NET application, please visit
hTtp://00.microsoft.com/fulink/?LinkTd=169433
-

2
5
6

<configuration>

<connectionStrings>

<add name="ApplicationServices" connectionString="data source=,\SQLEXPRESS;Integrated Security=S5SPI;AttachDBFilename=|DataDirectory|\aspnerdh.;mdfiUser Instar

providerName="System.Data.S5glClient” />

<add name="SentinelConnectionString” connectionString="Provider=Microsoft.Jet.OLEDS.4.0ffData Source=c:\inehpub\wwwroof\Sentinel\App_Data\Sentinel.pmdh;Perfist

</connectionStrings>
<system.web>

<customErrors mode="Off"/>
2. Start the application by entering your UserName and Password (ID value), as defined in Sentinel software.

Error in Setup - "The Setup requires IIS 5.1 or higher.....
Lap-Top was upgraded from Windows 7 to Windows 10.
On installing Sentinel on the Lap-Top an error window was opened with message "The Setup requires IIS 5.1 or

higher..... :

Welcome to Your Pull Printing Solution

P Serenal 4

Thes seiug mgures infert Infomsabion Server & 1 or hagher and Wirdows 5P o Fugher
Thes sebug cannot b ratalied on Windows 2000 Plesse retal irbemet Infomaton
Sarer or o e opeing wynies ond e P b agen

= .
@ Visit us onthe Web

© Browse CD
® Exit

SENTINZL

The problem is in MicroSoft msi package, which is used for Sentinel Setup.
The problem was found when running the Setup with log file as follows:
msiexec /i "C:\MyPackage\Example.msi" /L*V "C:\log\example.log"
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On installation there was check of IIS version with the condition:
(ISMAJORVERSION >="#5" AND IISMINORVERSION >= "#1") OR IISMAJORVERSION >="#6"
Although 1IS version was as required in the condition (Version 10) - the condition failed.
The condition was corrected in Setup .msi to
(HISMAJORVERSION >= "#5" AND [ISMINORVERSION >="#1") OR lISMAJORVERSION >= "#6"

OR IISMAJORVERSION >="#10

Error in setup - "Error occurred while installing system components...."
The error occurred on installation of .NET 4 during Sentinel installation

& Sentinel Setup (]

An sitor occuried whil instaling system componenis for Seninel Setup
ik e unt all have been instalied

Details >»

W Favorites

B Desktop
& Downloads
L Recent Places
4 Libearies
+| Documents
o Music
) pictures @ Install Sertinel
fideo: x &
B vieo: @ Install Mail2Print
P @ Inetall Inetall AR ada Print

In that case .NET 4 will be installed separately and then Sentinel installation will be re-activated from start

Error in Setup - "Some of all identity references could not be translated...."

When this error is displayed during installation in means that no permission was given to folders:

Some ar all identity references could not be translated,,  at
System. Security, Principal. MTAccount, TranslatedIdentityReferenceCollection
sourcedccounts, Type targetType, Boolean ForceSuccess)

ak Syskterm, Security. Principal NTAccount, Translatel Type kargetType)

ak TWizardDemo, Step21 get_Domain3Id]),

Installation can continue after pressing "OK" until it's finished.

It's recommended to activate Wizard with TroubleShooting after the installation.

Software was downgraded "automatically"

If on pressing Sentinel shortcut (in order to open the application) - No web page is opened but "something" start
running" ==> It means that one or more files was/were changed / deleted / renamed.

In that case the .msi detect a change and re-install the application, e,g,. the last full version installation
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msi detects change in version

EI_ Pleasze weait while \Windows configures Sentinel
J&

Cancel

_ld| Please wait while Windows configures Sertinel

15

Time remsining: 4 minutes

’ﬁ Cancel

3 configuration wizard [=[C]

I Repair re-install version I SENTINZL

This wizaid will help you to configure the software
installaion to match your environment and requirements.

Close unnecessary programs before continuing,

Click Next to contine.

™ Don't show this weleome screen again

—
SENTIN=L

Herz you can select which printers b-gusid monitors. Printers on the server are shown below. Choose whether you want
beguiard to monitor them or not.

Re-installation as part of Repair

Select/Unselect Al [~

# | Mame | Moritored | Select to change: =
1 ]

2 SENTINEL On r

3 Witual1 o r

4 Samsung CLX-8380 Series PCLE o -

5 Microsoft KPS Document Witer off r

€ MFCIE70 o -

7 Mal2PrintPrinter O r

8 Lexmark XB51de [MS] On - =
9 KONICA MINOLTA C3545eriesPCL On r

10 HP Laser)st 4250 PCLE On -

11 BuherhiEC o970 o - -

[ Enable Pirter Moriloring |
[ Disable Printer Moniloring |

Attention
If the installed version before repair is not full version, but batch file of patch - The re-install will downgrade to the
previous last full version installed.

In that case all shortcuts should be removed and re-created.

Problems after installation - Check IIS
When there are problems entering the site after installation it's recommended to check IIS.
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From Start->cmd:
1. Activate: iisreset
If there are error during uninstall.
The command cleans all processes remained in memory, and is much recommended to be used before upgrading
version via batch file.
2. Activate: aspnet_regiis.exe -i
to synchronize between ASP.NET and IIS

(&) E & https sui)port.micro-soft.com er

© suMMARY

A

u install the Microsoft NET}
s

[ How to sync. ASP.NET with IS

When you try to crs

Visual Studio .NET has detected
ASP.NET Web applications or seny

To fix IS mappings for ASP.NET, run the Aspnet_regiis.exe uti

Commnad will be run from here I

e emd, and then press ENTER.
command prompt, ty wing, and then press E
"%windir%\Microsoft.| NET\meework\venmn\axpne{ giis.exe”

path, version represents the version number of the
e this placeholder with the actual version number

nework that y
u type the comn

installed on your server. You must

3. From explorer activate: localhost
11S should be displayed:

When entering address - IIS sould be on 4| x| [BEne

T P ] web Sice Galery =
- 9 9
S | | @ SRR B G

D' DDIND
Velkommen VELKOMEN
Benvenuto pv et
Welkom

internet information services Wnamy

Valkommen
Hos Geldiniz

4. When error "HTTP 401.1 - Unauthorized..." is displayed:

nternet Explorer

O] %3 (2 u57.50etailed Error - 401.... * |

Server Error in Application "DEFAULT WEB SITE/SENTINEL"

Internet Information Service:

1 [~ Error Summary |
HTTP Error 401.1 - Unauthorized

You do not have permission to view this directory or page using the credentials that you supplied.

Detailed Error Information

Hodule d ithenticati dul d URL http://zil56prt01v.mcil.comm.mot.com:80/sentinel
ion Al i Physical Path C:\inetpub\wwwroot\Sentinel
Handler ExtensionlessUrlHandler- Logon Method Not yet determined

Integrated-4.0
Error Code 0xc000006d

Logon User Not yet determined
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It's recommended to check in IIS:

Sentinel -> Manage application -> Browse, and also check it for other sites.
If no other site can be entered to, it might be ISS redirect problem.

Installation failed at the beginning

Sometimes when installation starts, right after "Install 11S" there's a screen with information that installation had an
error and the process must be "Closed".

The common reason for it is that [IS configuration is not suitable the System Requirements for the specific server

type.
In addition, command line "iisreset" might also help.

- Check that C:\\inetpub\wwwroot exists and if there's p[permission to create folders under it.
- In IIS check that 'Default Web Site' exists under 'Sites'
If not - Site named 'Default Web Site' should be created on path C:\inetpub\wwwroot

Then the installation will be restarted.
Sentinel application does not open after installation
After installation the web application was not opened.

"Error 500.19 - Internet server error"
On attempt to open the web application via the shortcut, resulted with the above message

Fle Edit View Fsvoriter Took Help

75 % Main page - Lancweeper % Home + [ = [ Readmail omhPrint * Pagew Safety~ Tools~ i Help ~

HTTP Error 500.19 - Internal Server Error

The requested page cannot be accessed because the related configuration data for the page is invalid.

Detailed Error Information:

Module 115 Web Core Requested URL  http://localhost:30/Sentinel/
Motification  BeginRequest Physical Path  C:unetpublwwwroot\Sentinel
Handler  not vet determined Logon Method Mot yet determined
Error Code  0x30070003 Logen User Mot vet determined

Config Error  Cannot read configuration file
Config File  \\?\C:\inetpub\wwwroot!\Sentinel\web.config

Config Source:
=1:
0:

More Information:
Thig errar accurs when there is 3 problem reading the configuration file for the Web server or Web spplication. In some cages, the event logs may contain mare information about what caused this error

It might be that the IIS wasn't built properly.

Check that Sentinel folder is under C:\inetpub\wwwroot\.

If not - Permission to create folder under C:\inetpub\wwwroot\ should be added.
After that, re-installation should be done (After uninstalling the Sentinel, of course).

"401- Unauthorized: Access is denied due to invalid credentials"
On attempt to open the web application via the shortcut, resulted with the above message

Sentinel Knowledge Base Page 59



SENTIN=L

Your pull printing solution

- & s
@@h hize:ocalhost Sertinel LT Access.. | | A A T

Fle Edit View Fevodtes Jook Help

<5 % Main page - Lansweeper {5 Home ~ [ = [ Readmail @b Pnt ~ Pagev Safety~ Tooks = i@ Help =

401 - Unauthorized: Access is denied due to invalid credentials.

You do not have permission ta view this directory or page using the credentials that you supplied.

Check configuration in:
IIS-> [Server name] -> Sites -> Default Web Sites -> Sentinel ->Authentication

S Authentication

oup by: Mo Grouping w7

ame - Status

Anocnymous Authentication Disabled
ASP.NET Impersonation Disabled

Forms Authentication Disabled

indows Authentication Enabled |

[ aspnet_client
? AuthenticationAgs
-[Z¥ bguardQRC

LE]

_? EmbdFax
¥ EmbdScan

LE

-[2¥ EPSScan

_? HpScanToFel
- MDSLoginEP

=

| =" OETUNET ]
[ - entinel - Save
[ ? KeroxCA

If configuration is correct, or updating does not solve the error, it might be problem in the
DNS.

Try to open the web application via server IP, e.g., instead of 'localhost/Sentinel' from the
server open via '[Server IP]/Sentinel. Create the shortcut on the server desktop
accordingly.

After installation the Sentinel is opened with IUSR user Account page

If after installation the application is opened with user account page for user IUSR, the
following IIS update is needed:

IIS ->Server name] -> Sites -> Default Web Sites ->Sentinel->Select "Authentication"

Make sure that:
- Anonymous Authentication = Disabled
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- Windows Authentication = Enabled

S u; Authentication q

|5 Start Page

Group by: Mo G .
493 WIN-TCVMSH2941Q) (WIN-7C p by: Mo Grouping

Y

[} Application Pools = 9‘_““ Response Type
48] Sites
4@ Default Web Site ASP.NET Impersonation Dissbled

b ] aspnet_client Forms Authentication Disabled HTTP 302 Login/Redirect
.D .? AuthenticationAg IWmaows xutﬁentlcatlon !nagea l HTTP 407 Challenge

b .? bguardQRC

b (¥ EmbdFax

b % EmbdScan

b (P EPSScan

[ .‘? HpScanToFolder
b (¥ MDSLoginEP

b (%P Sentinel

Error in Setup "The cabinet file ..... required for this installation is corrupt...’

When the error occurs during installation, it might be that the SETUP package is incomplete or files are
missing/corrupted

In that case the installation should be downloaded from legal Dropbox link, supplied by ePaper.

Attention
The package should always be complete, and stored on the server, where the installation will take place.

Installation is "Stuck" before printers list window is displayed

During installation, after the Wizard is closed, there a window including all installed printers for monitoring. Usually
this window is closed and is not used during installation.

If the window is not displayed and the following error is displayed, it means that PrintSpooler service is “Disabled”:
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\\\\\

\\\\‘:\ NN

The service should be configured as Automatic and Started, in order for the installation to complete.
After installation you must:

* Run the Wizard with "TroubleShooting" in order to create all virtual path files in C:\Sentine\Queue\Virtual
* Create Sentinel Print Processor by running in C:\Sentinel\InsPrtPrc-Reg as follows:

Organize *  Includeinlibrary «  Sharewith »+  New folder

Computer + Local Disk (C:) = Sentinel = InsPrtPrc-Reg -

r Favorites Mame = Date modified Type Size

B Desktop | EpsPortMan 08/10/2017 11: 3. Double click

4 Downloads [ InsPartionitored exe 77 KB

=] Recent Places [ InsPartMonitaras, exe 11/09)2017 10:42 application 70 KB

) (577 InsSntPrtProcs, exe 11/09)2017 10:42 Aorlication 36 KB
) Libraries .

@ @InsSntRegG‘l.exe 1 Run as administrator FOKE

Documents

J Msic [0 InsSntReqyas, exe 11/09/2017 10:42 66 KB

[ Pictures 7] Sentinel.di 2 Run as administrator 51 KB

B videos |7 sentinel-64.di 11/09/2017 10:4 66 KB

57 Lininstall exe 11/09)2017 10:43 Application 38 KB

18| Computer
ﬁ. Local Disk (C:)

- Run as administrator: InsSntReg64.exe
- Run as administrator: InsSntRegX86.exe
- Double click: InsSntPrtProcs.exe

Attention
It's always recommended to enable PrintSpooler before installation.

Installation failed when all IIS is configured correctly
Sometimes the installation fails even when all 1I1S configuration is correct according to System Requirements.

It might be that he IIS 'Default Web Sites' is curreputed.

It should be checked that there's no sites under 'Default Web Sites'. In that case it should be deleted and re-built as
follows

11IS->Srver name->Sites->Right click: Add web Site......

Site Name = Default Web Sites
Physical path = C:\inetpub\wwwroot
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Check that Port = 80
and press "OK":

ol [ Application Taols Sentinel_V4.2.4 | o= |

Home Share View Manage v @

© ol Webste '
ite name

L

Content Directory

{ Favorl -
Bl Des =
& Doy

| Rec| i

.C:'\inetpub".wmwoct

= Libra [
| Dog : ) E
o' Mu | Connect as... | Test Settings...
. ) . its.
= Pict
B vid Binding
Type: IP address: POt
™ Com http w | Al Unassigned m OK
ia L
] Host name:
." Netw Bample: www.contoso.com or marketing.contoso.com

[w Start Website immediately Submit: OK
€< m

Restart the installation.

Printers

Printer definitions - General
Each printer connected to Sentinel should be installed on the server (with its’ compatible driver).This should be
verified.

Attention

If Sentinel is installed on server 2012:

Microsoft driver will not be used - Only original drivers will be used.

This is because on server 2012 Microsoft blocked RAW DATA, which is used by Sentinel

For all other printer’s definitions, activate:
Start -> Devices and Printers -> Select the required printer -> Printer properties.

Print Processor
Print Processor should be ‘Sentinel’.
In order to check it, activate Advanced-> Print Processor
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o Devices and Printers

Addadevice  Addaprinter  See what's printing  Print server properties  Remave device

1 from the Internet. Click to change...

eneral | Shaiing | Ports olor Management | Secuity | Device Setings |

& Alwagsgailable
PalR] |rint Processor [x]
—
- Printg . Selecting a different print processar may result in different options being
Priority:  available for default dats types, If your service does not specify a data type, the
selection below will be used.
Driver: Default dats type:
@ Spo
(Gl
(=
" Print.
I~ Hold
¥ Print
™ Keep

I~ Enable advanced printing features

Printing Defaults... Print Processor | Separator Page, |

ok | cenesl | e |

Attention
When driver is replaced - Print processor is switched back to 'winprint' and should be updated to 'Sentinel'.

Update/define Print processor = 'Sentinel' can also be done via the web application:
Devices->Edit [device] -> Press 'save'.
The operation updates Print Processor to be 'Sentinel'

Printer IP
Printer IP is accepted by activating Ports from ‘Printer Properties’->Ports as follows:

;Devices and Printers

v KE3 [ Search Devices:

1 ) 5t~ Control Perel - Hardware = Devices and Printers -
fddadevice  Addapeinter  See what's printing  Prink server roperties  Remove device

‘Windows can dsplay erhanced device kons and information from the Internat, Click bo change....

= Danices (1)
% Brother MFC-990CW Propertics
[ General | S m arscod | Color Management | Securiy | Dievice Settngs |
W’ Brother MFC-950CW
WIN-G12IT3DIRES

= Prinkers and Faxes
Print to the following port{s). Docurments will print to the first free
checked port.

Port | Deseription [ Printer |
0 coms: Serial Port
O coms: Serisl Port
(m 0] Print to File

Ol

o

A Sambinall uisrn | et At
4

Add Port.., I Delete Port | Configure Port... |

At first it’'s recommended to check if the printer is connected and in working mode, and that there’s
communication between the printer and the server. If no such communication exists, nothing will arrive to
Sentinel. This will be checked by activating Start -> cmd -> "ping" to printer IP.

The ‘ping’ reply indicates that the printer is connected to the server. Otherwise a timeout message will be
displayed:
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Printer Status

Printer’s working mode will be checked by activating Start -> Devices and Printers -> Select the required printer ->
See what’s printing:

windows can display enhanced device kons and information From the Intemet. Clickto ¢

 Devices (1)

i

===
WIN-GIZIT3DIRES
« Privkers and Faxes (2)

Open
Open i new window
1

‘ See what's printing _
Printing preferences
Printer properties
Create shortaut
Remove device

Properties

When printer’s documents list is opened, check if the printer is ‘Paused’:

s = [Pages  [sem T

Sharng.
= e Pinter Offine

Prepertes
s

If this is the case, the ‘Pause’ option should be canceled.

Error statuses:

Whenever the job, which was sent to print, does not reach the "Waiting Jobs" on the web application, the printer
status should be checked.

Printer status is displayed on See what's printing title.

Whenever the status is an error one (offline, Door opened, etc.), the jobs are still displayed in the printer.

In that case the error is in the printer itself, and the job has not entered Sentinel system.
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Attention
If Sentinel is installed on server 2012:

Microsoft driver cannot work with Sentinel - Only original drivers can.
This is because on server 2012 Microsoft blocked RAW DATA, which is used by Sentinel
In that case the driver will be removed and an original driver will be installed instead.

Logical Connection between Printer and Controller
When a printer is connected to Sentinel, it has a logical connection to sentinel external controller.
The IPs of both the printer and the controller should be identical to the logical definition.

Printer IP is accepted by activating Ports from ‘Printer Properties’.
For Sentinel controller IP see Controller Definitions.

i Devices and Printers

1SS 1~ Control Panel - Hardwars + Devices and printers « v 23 [search Devices:

Addadevice Addapriter  Seewhat's printing  Prink server properties  Remove device

Windows can display enhanced device icons and information From the Internek. Click ko change.
« Devices (1)
7% Brother MFC-990CW Properties [=]

T General| Shaij Ports | afvanced | Color Management | Securty | Device Settings |

= Y 4
= ) Brother MFC-90CH

WIN-G12IT3DIRES

= Printers and Faxes

Print to the following port(s), Docurnents wil print ta the first free
checked prt,

Part [ Description [ Printer -
O comz: Serial Port

O coma: Serial Port

0O FiLE: Print to File

= G TSR

Standard TCR/IP Port_ Brather MFC-

O d
o IR T I nnn] Plosk =
Hi | o

Add Port.,, Delete Port | Configure Port.., |

At first it’'s recommended to check if the printer is connected and in working mode as follows:

- Communication between the printer and the server. If no such communication exists, nothing will arrive

to Sentinel. This will be checked by activating Start -> cmd -> “ping” to printer IP as follows:

indows'system32hcmd.exe - ping 192.168.4.245
192.168.

[Tunnel adapter isatap.{9323443C-E9AC—43D2-8B13-9E1D@4A1IBE6D :

Media State = Media disconnected
Connection—specific DNS Suffix . :

Tunnel adapter Local Area Gonmection= 11:

Media State . : Media discoennects
Connection—specific BNS Suffix . :

C:\Users Administrat »oping 192.168.4.245

[Pinging 192.168.4.245 with 32 b,
[Reply from 192.168.4.245: byt
168.4.24!

168.4.245:
Reply from 1920168 .4 2451 bytes=32 til

[Ping stat: or 192.168.4.
Pac. = 4, Received
rox und trip times in
Hinimum » Maximum = 13ms, Ave:

The above ‘ping’ reply indicates that the printer is connected to the server. Otherwise a timeout message

will be displayed.

- Printer’s working mode will be checked by activating Start -> Devices and Printers -> Select the required

printer -> See what’s printing:
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Windows can display enhanced device icons and information from the Internet. Click to c

- Devices (1)

WIN-GI2ITADIRES

“ Printers and Faxes (2)

Open

Create shorbeut

Remave device

Froperties

When printer’s documents list is opened, check if the printer is ‘Paused’ as follows:

Gpen in new window

o See what's prinking I —
1F

Printing preferences
Printer properties

Printers and Faxes (2) F

Conmect

Sharing...

Properties

Close

v Sat Ais Default Printer
Printing Preferences. .

|., Pause Printing ]

Use Printer Offline

View

e
WIN-G12IT3DIRES
. 1% Brother MFC-990CW - Paused [_[Ofx]

| Status [ owner [Pages [ sizs [ subw

a2

If this is the case, the ‘Pause’ option should be canceled.

Now the logical connection to the Sentinel can be checked.

The logical connection should be displayed as follows:

SENTIN=L Overview History Devices Accounting )5 o
P Printi ap
Edit Printer [192.168.4.209] (-]

Device Type External v le SOE

RFID Type EM Rossler v Controller  [fort Monitor

Brinter Tyne B - ill Code

External Controller [1o2 188 .4 208] Require Pin Code

Fundions [Fint = Cpen Copier Before Printing

Prner Terox Phaser B120 P& v Cipen Copier After Printing

ScanDirect
Location
SNMP count

Description [ ]  Error

slang [ panter I [

¥ Count Pages ¥ Active only if number of pages is 0

Default Printer Permissions  [Allow All v
Exceptions:

Device Profile Use Systern Defaults v
|PunName [192.188.4.98 - | I

e v -

For verification, it’s recommended to print Test Page by activating General -> Print Test Page from ‘Printer

Properties’.

ZPAPER Copyright @ 2016 ePaper Lkd, Tel: +972-73-2152929, Fax; 972737253217, whwnwr.epapersian com
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1 Devices and Printers

(L) [ ~ ContolPanl ~ Hardware ~ Devices andPrites - - &3 [ search oo

Add s device  Add aprinker  Seewhat's printing  Prink server propertise e device
T Levicesil) sm:Lexmark Properties [x] —
| Device Seffings | Bbout |
Shaing | Pots | Advanced | Color Management

y

=7 ILExmark
WINZKS-BGUARD
« Prinkers and Faxes(17) — [
Location: |
D Comment:
Y k& ;l
#PClert Erather
Madel: Lexmark X651de (M9 MFC-930C

Feature

Calor: No Paper available: =
Double-sided: Yes I B

Staple: Mo

-

Speed: 45 ppm sung L

= 8650 Setic
92,1654,

o]
Loxmark Preferencey Print Test Page ]
oK Concel | oo |

The job should be added to the list of Waiting Jobs displayed on Sentinel GUI -> History -> Waiting Jobs as follows:

)
n Ewents

fae EELE | Choose Printer: M Select All Jobs Total Rows: 4

D ob e De e a Page nooled e
331 Test Page Lexrark B/ Adrninistrator Yifait 1 i 871472016 3:11:20 PR 0.02

" PR TR ST " T T - TE T
#0329 tstiod_-_Motepad APCLIENT BAR Dany Mifait; 1 1 B/14/2010 3:11:24 PM 0.02
#1328 st _-_Motepad APCLIENT BN Sara Mifait; 1 1 8/14/2010 31117 PM 0,02

Attention

It is possible that jobs will not be displayed on Waiting Jobs list but instead will be printed automatically.

This is a legal printing option, and it can be defined on purpose.

The problem is when no such intention to push printing is required and jobs are printed automatically.

In that case ‘Push printing’ option should be checked and corrected if needed.

The attribute ‘Enable Push Printing’ is defined in user profile. It can also overridden by definition for specific user.
(See section Push Printing below).

Check Printer Behavior
In order to check if the printer itself is working correctly, do the follows:
“Disconnect” the printer from Sentinel by change Print Processor from ‘Sentinel’ to ‘winprint’
(default).
- View ‘See what'’s printing’ (See section Logical Connection above).
- Print Test Page — The print should be displayed on printing list and then be printed.
It's recommended to Pause Printer before and after doing this stage in order to view print jobs list
more accurately.
- When this is not the case, the problem is in printer behavior. In that case printer should be fixed, and
Test Page will be printed afterwards.
Attention
If printer is ‘Paused’, the ‘Pause’ option should be canceled.

Sentinel Knowledge Base Page 68



SENTIN=L

Your pull printing solution

If printer is OK, update Print Processor to ‘Sentinel’, in order to reconnect the printer to Sentinel.

Attention

If Sentinel is installed on server 2012:

Microsoft driver cannot work with Sentinel - Only original drivers can.

This is because on server 2012 Microsoft blocked RAW DATA, which is used by Sentinel
In that case the driver will be removed and an original driver will be installed instead.

Connect/disconnect all printers to Sentinel

When there's need to connect all defined printers at once to the Sentinel (For example: Installation on new
server), it's done by activating: ComTCP.exe install_all.

Attention
There's a batch file - ToSentinel.bat - which activates the command from the web.

Disconnecting all printers at once from Sentinel (When there's problem and users cannot print via Sentinel while checking) is done by
activating: ComTCP.exe remove_all

Prints are "stuck” in printer

When prints are "stuck" in printer (and do not arrive to Sentinel), the following parameters should be checked and updated, if
necessary:

1. Printer Properties->Advanced->"Spool...." - Options should be selected are displayed as follows:

Securily | Deviee Setings | About |
General | Shaing | Ports Advanced | Color Management

& Blways available

 dusilsble from [0 H o [ow 4
Priaity: 1 3
Driver: Lexmark xg51de (h5) =] e

& Spoal print documents 3o program finishes printing faster

& Start printing after last page is spooled

 Start printing immediately

€ Print directly to the printer

Hold misrnatched docurments
Other options should
W Print spooled documents first P
be unmarked
™ Keep printed documents

™ Enable advanced printing features

Printing Defaults... | Print Processar... | Separatar Page.. |

ok | coeel | oo |

22. Printer Properties->Ports->"Enable bidirectional..." - Option should not be selected:
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() Brother MFC-9G70C
General snamgles iﬂfvanced Color Management | Secuity | Accessories

'ﬂé Brother MFC-G970CDW Printer

Print to the following port(s). Documents will print to the first free
checked port.

Description Printer

: Serial Port
Serial Port
Serial Port
Serial Port
Print to File
.. WSD Port ET0021B77E6B97
Brother MFC-3970CDW Printer

[ addport. | [ Dpeletepor | [ configure Port..

Enable bidirectional support Option Should NOT be selected
T EneEl= printer pooing

Virtual printers

In order to simplify the operation of printing for users/customers, Sentinel enables to define a virtual printer.

When user prints to a virtual printer, the job enters 'Waiting Jobs" but it can be printed from any suitable printer (According to
Printer Type)

Virtual printer is added as follows:
1. Add virtual printer to the server:
Devices and Printers->Add Printer
1.1 Add a local Printer
1.2 Use an existing Port.
Select one of 5 virtual ports from
C:\Sentinel\Queue\Virtual\Virtual1-5.prn (Local Port)
1.3 Select suitable driver

1o Devices and Printers

fdd adevice  Add aprinter  See what's printin Print server properties Remove device = -~ @
Wwindows can display enhanced device icons and jg#mation from the Internet, Click ko change. .. x
~ Devices (1)
[ e:um List of all installed Drivers
Press specific Printer
;! WIN-G12ITIDIREY
WIN-G, IRE9
* Prj and Faxes(3)
Installed printer drivers:
Processor
Brother MFC-990CW x4 Type 3 - User Mode
Generic / Text Only x64 Type 3 - User Made
Bf““é”\jf‘ HP Colot Laserlet 9500 PC.., x64 Type 3 - User Mode
Micrasoft ¥PS Docurnent ... x64 Type 3 - User Mode
Femate Desktop Easy Print  x64 Type 3 - User Mode
-g Brother Virtual
- ca Add... Remove... Properties

2. Add the virtual printer to "Devices":
Add printer as "Virtual Printer"
You can add more supported types to the printer.
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%@

Edit Printer [L.1.1.1] [ED c--- ]

Device Type Virtual Printing ¥ [ Enable SDE
RFID Type CEECR v [ Uuze Port Monitor
Frinter Type Uss Eilll Cade

Requite Pin Code

Open Capier Before Printing
Frinter [Sentinel ]

Open Capier After Printing
Location [ ] .

SeanDirect
Description \ \

SHMP count

Delete Job an Error
¥l Count Pages @) Active only if number of pages is 0
Copy timeout

Device Graup d
Device Profile Use System Defaults v Default Printer Permizsions | Allow All M
Exceptions:

Supported Types

Port Name

Printer is added with special IP to “Virtual Printers" group

ger on rofiles | P D 4

ion |

[IP Address Printer Copy Print Type Group

[ extemal Cantroller

1921604222 Samsung CLP-350 Series PCLG MultiFunction B BRI ]
1971604200 Xerox Phaser 6120 P5 Print BAW AT 4
(=] Push Printers
- o BR-HL6400 Print BAW [E.{i]
- oy, Brother MFC-330CH/ Print BAW @
-y KOMICA MINOLTA C353 Series PS(P) Print BAW Eqi]
- Samsung 13 MultFunction  BAW i}
=10 APClient Print BAW E{i]

I - Sentinel Print B @
1112 Sentinel_color Print BAN
Bl Extemal Tibbo
031604231 Bquarddstress1 Print Charger [E{i]

Job printed to the virtual printer is added to Waiting Jobs, but it can be released at any printer suitable to the virtual printer's
definitions.

Attention
All printers which will be used with the virtual printer should have the same "Supported Types" as the virtual printer.
Otherwise, the prints will stay in "waiting Jobs" and will not be printed (The display will be "No Jobs for.....").

Push Printing

Sentinel has an option for jobs to be printed automatically.
This is a legal printing option, and can be configured.

The attribute ‘Enable Push Printing’ is defined in user profile. It can also overridden by definition for specific user.

When there’s no wish to print automatically, all these options should be disabled.
Even if all users’ profile does not allow push printing, the option can be configured for specific user:
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7@

N Pofle |

Edit Profile [Default] 5w ]

Profile Settigns profile Permissions
Brofile Marne Copy. @ Enabled ¥ colour
Description Scan 2 Enabled

- Fax @ Ensbled “ colour
User Type print Fax 4l Enabled I colour
Print Option Direct Print ¥ Enabled ¥l Colour
—
Allow Wreb Release ScanDirect @l Enabled
Allow Keypad Release Allow v () Duplex Scan
Enable Push Printing Deny v
Quots Palicy oy v

sers | Groups | Profile:

Edit User [Rachel]

Information | Prnt | Scan | Security | cost contral Ispeciﬁc jtion overrides profile
L

Print Option Use Systemn Defaults ¥
Use Systemn Defaults v

Default Printer

I Enable Push Printing

Manager

Secretary

Il

Delete Unprinted Job After

In addition, the printer itself can be defined for push printing by selecting the option in 'Device Type' as follows:

70

Edit Printer [0.0.0.0] o

evice Type Push Printing ~ * L/ Enable SDE
Use Part Maritor
printer Type Use Bill Code
Reguire Fin Cod
Printer KONICA MINOLTA C353 Series PS(P)_ ¥ Open Copier Before Printing
Open Copier Afler Printing
Location 7
ScanDirect
L SNMP count
o —

" Delete Job on Error
@ Count Pages @ Active only if number of pages is 0 T

Device Prafile Use System Defaults v Default Printer Permissions [ Allow All v
Port Name [192.168.4.228
Site v

Drivers for Sentinel on Server 2012 - Limitation

Please pay attention to the fact that if Sentinel is installed on server 2012, all drivers should not be Microsoft drivers but original drivers.

This is because Microsoft added block on RAW DATA, which is needed for Sentinel operation.
If Sentinel is installed on server 2003, 2008 - There's no such limitation.

Recommended Drivers
Sometimes jobs are not printed or printed in gibberish.
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This is usually because the driver is not compatible.

The following is the list of recommended q universal drivers:
General driver - Brother Pcl5e
For HP - HP Universal PCL6 61.160.1.17508
Customers who used higher HP driver version 61.180.1.20062 had problems:
Jobs were printed many times.
On check with HP team —
The version included bugs and was removed from HP web site.
The recommended version is 61.160.1.17508
For Lexmark - Lexmark_Universal_v2_UD1_XL
For Toshiba - TOSHIBA_e-STUDIO_Universal_Printer_Driver_PS3_v7.149.3660.14

Define printer in Oracle Application
Instructions how to define printer in Oracle Application are described as follows:

(A% timnpatos - Gytern Adminisirator

Install:Printer:Driver

Define printer driver
+ Concurrent (51 Top Ten Lip=ysemmrm—— i
+ Profile

| :_-]-:::::cﬂllﬂ" POSTSCRIPTHPLJ_New LT Postscript for Hebrow

= _ Printer £ Postseript for Hebrew
; Register L
-l Types :

Style

Nodes Driver M

Languayes
Natural Lanquages.
Viewer Optians
Territnrios

$ADDFONTS/tk2_print SPROFILESS.PRINTER $PROFILESS.FILENAME SPROFILESS.CONC_COPIES -t"$PROFILESS.TITLE"
http://docs.oracle.com/cd/A60725_05/html/comnls/us/fnd/custom01.htm
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Figure 1 - 24.

Example - Frinter Drivers form's Argnments field.

PFROFILESE.FILENAME

lp —~d$FPROFILESE.FRINTER  -n$PROFILESS.CONC_COFIES -t"$FPROFILESS. TITLE”

Passing Arguments to UNIX Ip Print Command

Argument Syntax

Token and Value Retrieved

-dSPROFILESS PRINTER -d calls
out the destination printer_

SPROFILESS.PRINTER retrieves the operating svstem name of the printer associated with the request.

-nSPROFILESS.CONC_COPIES -n
calls out the number of copies to print.

SPROFILESS.CONC_COPIES retrieves the value of the profile option Concusrrent: Report Copies, unless this value is
updated at runtime.

-t"SPROFILESS. TITLE" -t calls out
the report title to print on a banner or
header page.

"SPROFILESS.TITLE" retrieves the title of the output file, tvpically tifled as Applicarion username. Reguesr ID. For
example, if user John Smith ran a report whose concurrent request ID was 64225, the title would be JSMITH.64225_ This
is operating svstem dependent.

SPROFILESS FILENAME

SPROFILESS. FILENAME calls out the filename of the report to be printed The value retrieved is the output file name,
including the path to the file.

Table 1 - 22. (Page 1 of 1)

Attention

System should work with Sentinel LPD (Not MS LPD).

Printer is Offline

For some printers, when printer is Offline, the reason for it can be that SNMP protocol is disabled.

The printer show Offline and will not print. As soon as SNMP is enabled, it will go back Online and functioning.

1mi KONICA MINDLTA C3645eriesPCL Properties

General | Shar

(Configure Standard TCP/IP Port Monitor

Port Settings

Part Mame:

b.dvanced | Color Management | Secuity | Configure | Settings |

e first free

Printer Mame or IP Address:

192.168.4.225

Series PCLE

3d43eries,.

Frotacal
’V " Raw * LPR
Raw Setting
’VPnrl Hurnber: |515
- LPR Setting
Queue Name: Ipnnt

[~ LPR Byte Caunting Enabled

Configure Port..

v SMMP Status Enabled [ ]

Community Marme: Ipuhht

SHIMP Device Index |1

T aK. Cancel Aol Help

If this is not the case, check it printer is connected by activating command line:

ping [Printer IP]

If there's no reply check if the printer is connected to the net.
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Problems in Copy/Copy Counting
For RICHO printers:
Problem:

Controller does not open the printer for Copy.
Solution:
Maybe the controller is not with RELAY - Controller with RELAY will solve the problem.

For Xerox printers:

Problem:

All Sentinel operations are working correctly except for counting copies, both on web and on controller.

Solution:

There's a way to configure the Xerox:

A small manual is added to the printer, in which there are instructions to configure specific pin (1-10) according to printer model.
Configuration will solve the problem.

For HP printers:
Problem:

Printer is not locked to prevent copy.
Solution:

Activate FIH.exe to lock/unlock the printer.
- Press 'Enable’ or 'Disable' and confirm

- Enter code '1234' and press 'Network'

- Enter printer IP address

Problems in scanning
When scanning is not working correctly, it can occur because of the following reasons:
- ScanDirect Incoming Folder definitions

- Problems in mailing server
In that case, "Test Connection" should be performed.
- Incorrect configuration of ScanDirect web page.

At first it's always recommend to check to ScanDirect process. If the process is "stuck" (or appear more than once) - It Should be restarted.

ScanDirect Incoming Folder definitions

ScanDirect Incoming Folder stores all scanned files and user information file in sub-folders according printers used for scanning.

= Local Disk (C:) = Sentinel = Queue  FrpMail

Organize *

incoming Folder

5] Recent Places

exmark X651de (M5)

library =  Share with = Mew folder

Mame =« | Drate modified | Type

11/16/2015 11:34 PM  Configuration settings 1KE
11/18/2015 11:34 PM  PDF File TLKE

Information file

Scanned file (restuled as PDF file)

£k | CurrentUser

| SeanFile.pdf

. Libraries
3 Documents
& Music

[/ Fictures
(= I

ScanDirect Incoming Folder should be shared, and sharing must be with correct name.
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In order to check and correct sharing name:

In C:\Sentinel\Queue->FtpMail / ScanDirect ->Properties ->Sharing -> Advanced do the following:
- Check 'Share name'. If not correct:

- Add New share Name -> OK

- Select the correct name

23 [ search cusue

Organize ¥ Ly open | Incds miprary = Share wi -
¢ Favarkes RED © |
P Deskiop W Feomai
{8 ovnloads . ScanDivect
] Recent Places o Sharing | ey | Previous Versions | Customze |
- . Wirtual
o [ Melwork File and Foldes Shating |
4 Lbraries o ] FioMal
| Documents L 5 | Shaed
& Music LFes b N —
letwark Path:
] pictures e © | WWINGI2TIDIRESFIRM s
B videos Fes e
- Share
[ Fes I3
Computer Feo d
d * [ Advanced Shaiing
i Metwork LiFes 5 | Setoustom permissions, create multple shares, and set other
- ¢ | advanced shating options.
LIFm
LFr
LFm £ | Password P
et t | People must have a user sccount and password for tis
compule {0 access shared fokders
[ Hez e
[hes ¢ | Tochange this seting, use the Netwoik and Sharing Certer,
[ He+ I3 =l
FtpMal State: 2 Shared Shared with: Administ
l File folder Date modified: 5/26/2015 3:00 AM Close Cance| Aol

—~
(= [ - Compuier ~ Local Disk (€3} ~ Serkinel ~ Gueue 23 [ seerch queue

Organize ~ - Open Indudeinlibrary = Sharewith v flew folder

S Favores Name = | ate madiied | e see
B Deskiop I
J8 Downloads ScanDiect Advanced sharing
£] Regent Places
vitual
- [ share this folder
4 Ubraries =
. d i
[ Documents Lirez € . -
& music £ E e e |
FipMai$ &
& Pictures <
= [ Add correct name in order to slect it
B videos 2 add | remove |
- LIFes g Limit the number of simultansous users to; =
8 Computer 16777
LiFss <
] Comments:
S etwork LIFes b Sharing far ScanDirect
LiFm0 E
Lirmt E
LiFe2 i Parmissions Caching
LlFms E
o Cancal 5
LiHe2 E 2
v d ‘ T ST e e (e e ST e ‘
et E =
FtoMal State: 2 Shared Shared with: Admirist
J Fie folder Date modfied: 5/26/2015 3:00 AM Close. Cancel Bl

Computer ~ Local Disk(C:) ~ Sentinel ~ Queue ~

823 [ seareh quens

Organie v Open Incudeinibrary v Sharswith = Hew folder

it Favortes Hame | pate medfied [ rore ED

B Deskiop
18 Downloads ScanDirect
=
scert Flaces b virtoa Advanced Sharing =]

9 Libraries LIFe1 I share this Folder 75K
) Documents Lre2 760KE
& Music L F63 216KB =
=) Pictures [JFes = 760KB
B videos | IFes 186 KB

[Jres 218K8
Computer :
P Dires Liic the number of sindteneous wsersto:  [1g777:2] .

i Network LiFes Comments: 218k8

[Fr0 148
LJFm 14K8
[)Fre 148
LlFra Permissians Caching 14K
[ JHet 148
[Hez Cancel Aol 1KE
[()Hes 148
O A T eI IS T eI S S Cerrer
[ Jhed | ‘ K8 =
FtpMal stater 2B shared
J File Folder Date modfied: 5/26/2015 3:00
3 Cancel Aol
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Attention

The CurrentUser.ini file is written to the server by Sentinel, but all other (pdf) files are written to the folder according to printer's definition
for scanning.

When the (pdf) files are not stored in the correct folder - Printer relevant definitions should be updated/corrected.

Sometimes the ScanDirect process is "stuck" and should be ended via Task Manager. In that case the process will be up again after a short
while.

The reason for it is that one printer is writing PDF file and the session is not ended, e.g., the file is not closed properly.
The process waits for the printer to end writing and therefor is "stuck".

Problems in mailing server

Sometimes there are problems in customer's mailing server.
Mailing server/Sending mail will be define as ours (at office), and scanning wil be performed for testing.
If result is OK - Customer has inner problem with mailing server.

Check scanning process

Enter the scanning folder for the required printer, and ask someone else to try scanning from that printer, while you check the folder all the
time.

.pdf file should be stored in the folder for a few sec. and then will be deleted automatically.
If no such file is stored — The problem is in printer definitions for scanning.

Incorrect configuration of ScanDirect web page

Correct configuration:

SENTINZL Overview History Devices Accounting ‘jf 0
q For each printer there's specific sub-foleder, in which the

scanned files are stored before passing to Email

Behaviour | Databas: Mail2Print

License | Card Reader

Sender Mare Authentication Settings

Sender Ermail Use LocalHost

Sender Subject ,m ® Sentinel Server P

SMTP Server Imail. epapersign.com User Name

User Mame rachelb@epapersign.com Passward
Scan Quality
This server requires an encrypted connection (35L) ) -
File name ES1ScanDirect
Connection Established.
eaguicr Mpp -
When marked: M

# Delete User Contral Fila When Finished

All files regarding the scanning user is deleted
after scanned ifle is passed to Email

#| Create user subfolder on scan to folder When unmarked: .

All files are stored in the sub-folder and
overriden on next scan

P— ]

When the file is passed to Email the scanned file in incoming sub-folder is deleted.

The information file is deleted according to the following configuration: Sometimes CurrentUser file is deleted before card is passed for next
scan:

In Settings -> ScanDirect -> Checkbox "Delete user control file...." should not be marked.

Attention
After each configuration change - ScanDirect process must be restarted (Or the Sentinel service should be restarted).
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PDF files are not printed
When PDF files are not printed there are several way to solve it:

1. Define LPR port for the printer as follows:

175 Devices and Printers

I [ - o

Addadevice  Addaprinter  Ses

s v - Search Devices and Prinkers
Add new LPRport |1 @

Bropetties  Remave devics 5 - @

Windows can display enhanced device icons and information fram the Internet. Click to changs. . x

Spevices() ——— [T
] i Borte Do) b | i A

Printer Ports

Puailable port types:

HP Universal Print Monitor

WINVAIDD4KSSOG

= Printers and Faxes (12)

l entine| Port Monitor

New Port Type... | Hew Port.

~ APclent

O comMé:  Serial Port
CIFLE:  PrinttoFile
19216.. Brother HL-7050 series

Add Port, | Delete Port Configure Port.

I Enable bidirectional support

MailzPrintPrinter MFC3370 M

Brother HL-7050 series Sk
i )
Cateqt

[~ Enable printer paoling

oK. Cancel Apply Help

Devices and Printers

()'(j 51 = Contralpanel = vadware = Devices and Printes ~ = K3 (5o ovres s Pires

Addadevica  Addapanter  Seewhalsprnng  Print ssrver proecties  Remove dsvice

& icons and the Irtemet, Olck to change. .

s |2 Brother L7050 scries Properties

WINYATCOAKSS0G
* Printers and Faes (12)

apClent

Required queue [ L

(printer name)

Brother HL-T050 series

f— i |

Add Port.. Delote Port Configure Port... ]

I™ | Enicbfe bidirectio
I Ensble printer pooking

MsizPrintPrivksr vFCsTD e

Erother HL-7050 series <
- o
. Cotege

iz ik

Devices and P
OO B v s s B0 [Sowth boveos arraes
Adda devics  Add a prinker Pt &l v
nd the Inkemet, Cck to change...
 Devees(1) {= Brother HL-T050 series Properties
WIN-VATDD4KSSOG

* prinkers and Fazes(12)

aeclent

Required queue
(printer name)

Brather HL-TIS1 series

f—— |

Add Port... Delete Part Configure Port... ]

=
2

(] I Enabfe biire
I Enable printer pooking

support

MalzPrintPrner MFCERID

Erother L7050 series.
- =
. Categ

0k | Cancel o
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5% Devices and Printers =[0]
—~rS
e &1 ~ Control Fanel ~ Hardnars ~ Devices and Prnters ~ ~ (&3 | search Devices and printers (0]
Addadevice Addaprinter Seewhet'spritting  Print server properties  Removs device =5 -@e
Windows can display enhanced devie icons and information from the Interet. click to change. . x
ot e | -
General | Shaing Ports | dvanced | Color Management | Secuiy | Accessaris |
s/ Brother HL-TUS series After pressing "Apply’ -
Printer new LPR port
WIN-YAIDDKESQG Print ta the following port(s). Documents will print to the first free
* Printers and Faxes (12) ————————  checked port.
Fort [ Description Printer
O comi Serial Part
O coma Serial Port
O comx Serial Port
v : [ coms Serial Part
APClient Dot to Elle
Brother HL-T050 series

Add Port.. Delete Port Configure Port.,,

malzPrintPrinter MFCE9T0 L sl sidiesedonal support

I~ Enable printer paoling =l
’g Brother HL-7050 series
oK | conedl oy e |
— -

2. In case customer does not wish to update printer definitions, another way is to change Adobe settings for
relevant users:

lew  Window Help Preferences

i
Open | & @ Z & Categories: Sandbox Protections

Commenting l [~ Enable Protected Mode at startup |~ If selected - Unmark selection l

Documents
Full Screen Protected View (@) Off
General

Page Display

Files from potentially unsafe locations
All files

3D & Multimedia

Accessibility Enhanced Security

Adobe Online Services ] Enable Enhanced Security [7] Cross domain log file  View

Email Accounts

Forms

Tdentity

Internet ¥ your workflows are negatively impacted by security settings, use Privileged Locations to

JavaSeript selectively trust files, folders, and hosts to bypass those security setting restrictions.
Privileged Locations allows you to work securely while granting trust to items in your

workflow,

Privileged Locations

Language

Measuring (2D}
Measuring (30} 7] Automatically trust documents with valid certification
Measuring (Geo)
Multimedia (legacy) [¥] Automatically trust sites from my Win OS security zones
Multimedia Trust (legacy)
Reading

Reviewing

Search

Securi
Security (Enhanced)

Spelling
Tracker

Trust Manager
Units

Updater

Specific user sent job but the job is not printed

One specific user sends job for printing, but the job in not printed — The origin for that can be because of various reasons:
1. Userisnotin users list
User is not included in Users or the ID/code used for identification is incorrect.
In that case the message "Wrong user code was typed" will be displayed both on the controller/Panel and in History->System
Events.

The user should be added with the correct ID as follows:
For manual entering:
- If the organization uses entered keypad codes - The user's correct code will be defined for the user.
- If the organization used passed ID cards and the card ID is known, the user will pass his/her card. The "incorrect" card will be
displayed in History->System Events, and that value will be defined for the user.
For synchronization with AD/SQL:

Sentinel Knowledge Base Page 79



SENTIN=L

Your pull printing solution

- The user details will be added to AD LPAD / SQL DB Table
- When the user sends job for printing, his/her details will be added to Sentinel
2. Job was sent for different user:
The user is in Users list, but message "No Jobs for ...... " is displayed on the controller/Panel.
The error can occur because of duplicate card ID for more than one user. When the incorrect code will be
corrected, the user will get his/her jobs printed.

Another reason for user not to get his/her printed jobs, is that when the job was sent it was sent with
different owner:

! !;! Lexmark ¥651de (M5} =]
| Printer Document  Yiew
Dacurnent Marme | Skakus Ciner Pages | Size | Subm
EI testi - Motepad Darvid 1 516 KE Fi04:
| | o
|1 document(s) in queue 4
TT—

In that case the station user accounts should be fixed.

3.  Theuserisin Users list, message "Printing Job for ...... " is displayed on the controller/Panel but the job is not
printed.
This can be because of unsuitable driver. The driver will be checked and replaced if needed.

Connect net printer to workstation
In order to send job to Sentinel from workstation, the printer should be connected to the server.
The process is as follows:
1. Connect to the server ==> All net printers are displayed.
Select the requested printer, right-click and select "Connect...":

) Network » 1921684236 Connect to print server + |43 [ Search 1921684236 o
Organize » Network and Sharing Center View remote printers - [l @
4 Dropbox -
s APClient s Brother HL-7050 series 4 Brother-MFC-9970
4 Libraries - - -2
[ Documents 7 P, -
‘J’ Music #% HP Laserlet 4250 PCL6 #4% HP Universal Printing PCL 6 § o <282
s ot =5 k. Open |
2= - =
B videos ¥/ Lemark X651de (MS) ¥ miceT0 - S —
g ~-.~¢ - reate shortcu
*d Homegroup Z ~ Properties
¥ Virtual1 ¥ Heroxph
g cam ==

M Computer
&, Local Disk ()
a Local Disk (D)
¥ zoom (\\192.168

In order to connect requested printer -
Right click and select “Connect..”

2. Windows Updates search for the driver
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1% b Network » 192168423

| 43 || seorcn 192162423 £
Organize MNetwork and Sharing Center View remote printers A @
3 Dropbox B
s APClient sl Brother HL-T050 series s Brother-MFC-2070
i Libraries S -t -2
[& Documents I - g
& Music -Qﬂ HP Laser et A s Printer Tnselia =) ? konica minolta c252 ps(p)
] Pictures e = =
| Connecting to konica minolta c252 ps{p) on |
B video: ¥/ Leamark X651 9 psip) s/ Samsung CLP-770 Series PCLS
. 1921684236 .

&) Homegroup

o7 Checking Windows Update. This might take 2 while...
2% Virtuall
1% Computer (W =
| &, Local Disk (C1)
< Local Disk (D)
8 zoom (192,168,
| & Network 4

18 192.168.4.236
1% BELAL-LENOVO

=

When driver was found - OK.

konica minolta c252 ps(p) (\1192.168.4.236)

When driver was not found - The driver should be downloaded from the internet and installed as follows:

% b Network » 1921684.23%

| 43 || Seorch 1021684225 o
Organize v Networkand Sharing Center  View remote printers - o @
¥ Dropbox =
) ApCia 2 3 ) Brother MFC-9970
5 Libraries - Connect to Printer -
[ Documents ) 2
@ Music .éw HP Las No driver found \§ konica minclta 252 ps(p)
Pictures : -
- ‘ Windows can't find a driver for KONICA MINOLTA ‘
B Videos ] Loma C364SeriesPCL on the network. To locate one. ¥/ Samsung CLP-T70 Series PCLG
cl manually, click OK. Otherwise, click Cancel and o
@ Homegrou : <onzult your network administrator or the printer :
85D ‘/ anufacturer's website.
¥ Virtual
8 Computer = o) No di found
| g oo Cox) o driver was found via
Windows Updates
s Local Disk (D)

4 z00m (192168

@ Network
1%1921684.236.
1% BELAL-LENOVO

,  konica minolta c252 ps(p) ({\192.168.4.236)

1/ ) Network » 1921684.236

+ [ 49 |} Search 1521684236 2
e e EEETrY
32 Dropbox B
¥ APClent ¥/ Brother HL-7050 series ¥/ Brother-MFC-5970
5 Libraries -, - -
[ Documents ~
& Music Qﬂ HP Lasetef e peeded: Printer driver INF for KONICA MINOLTA C36dseriespct | 26M) | konica minolta c252 ps(p)
5 Pictures =
. Thefle * NF on (Unknown) s needed.
B video: ¥ Lemark Samsung CLP-770 Series PCL6
-,
Homegrou
< e y Type the peth whers the il is ocated. and then cick
s Virtual1 ok
/8 Computer -

&, Local Disk (C:)

< Local Disk (9

S zoom (\\192168. Browse.

I € Network /

[l 192168423

185 BELAL-LENOVO I Selected driver was dwonloaded to wrokstation '
konica minolta <252 PS(P)
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8 b Network » 1921684.236 ~ | 43 || Search 192168.4236 P
Organize Network and Sharing Center  View remote printers - A @
43 Dropbox
¥ APClient 7 Brother HL7050 series ¥ Brother-MFC-9970
5 Libraries - h # -
[ pocuments / o]
HP Lasedlet 4 o ) konica minolta c252 ps
& Music ? Windows Printer Installation =)0 § Pele)
&) Pictures -
8 Videos / Lemaiexgsal | CONRECting to konica minolta c252 ps(p) on -
- 192.1684.236 X
& Homegroup / I Finishing the installation... I
¥ Virtual 1
| 8 Computer % L |
& Local Disk (G3)
& :
4 Local Dk 09
# z00m (192168
Il € Network
1% 1921684236
18 BELAL-LENOVO
/ konica minolta <252 ps(p) (\\192.168.4.236)

[ | .

'@vlﬁ_ﬁ + Control Panel » Hardwareand Sound » Devices and Printers » w |43 [l Search Devices and Printers o
- - _ —
!l Addadevice  Adda printer B @
. -
{ {
| 1 \

Adobe PDF APClient Brother Brother Mono ET0021B77E6RI7 GPPSCloud HP LaserJet KONICA Lexmark L
MFC-9970CDW Universal Printer M4555 MFP UPD MINOLTA Universal v2 1

Printer (PCL) LS5 C3645eriesPCL

on192.168.4.236

3. Printer is defined in workstation as net printer .

Delete Job on Error
In order to cancel jobs when there's error in the printer, the option "Delete Job on Error" should be marked as follows:

SENTINZL L0

Edit Printer [192.168.4.221]

External Controller ") Open Copier Before Printing

Device Type Internal v Enable S0

RFID Type Use Pert Manitor

Printer Type [ Use Bill code

1P Address [ Require Pin Code
L 1

Functions MultiFunction ¥ Open Copier After Printing

printer [Lexmark ] ¥ scanDirect

Location [ | -
¥ Delete Job on Error
Description [ ]
Copy tireout
Island Island 1-1 v
¥ Count Pages ¥ Active only if number of pages is 0 Default Printer Permissions | Allow All A

Device Profile Use System Defaults - -

e

Portarme SRl I | - c:c.o

Site

i

When there's error in printer and the option is marked, the application Cancellobs.exe is activated.
Activation includes two files:
- Suitable .exe for the specific printer in order to reset the it.
- .ini file, in which the printer password is defined (In 'Key' parameter), as follows:
[General]
Key=BSI12012
When: Key = The password in printer itself.

Devices->Add printer - Printer is not displayed in printers list
Before adding printer to Sentinel via Devices->Add Printer, the printer should be installed on the server as pre-installation requirement.
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If the printer is not included/displayed in printers' list

SENTINEL

Overview History Devices Accounting

EditPrinter f192.168.4.221]

Device Type
RFID Type
Printer Type
IP Address

External Controller

Functions

Location
Description

Island

Device Group

Device Prefile

Port Mame
Site

¥ Count Pages ¥ Active only if nurm|

Printers list

EM Rossler M
Erm—

92 188 4 221

| Require Pin Code

H

[ Open Copier Before Printing
Open Copier After Printing

MultiFunction v
¥ ScanDirect

Lexmark v
Lt | SNMP count

ByuarddStress

Eguarddstresst I Delete Job on Error
BR-HLE400 oy timeout

Brother

Erother MFC-930CW
KOMICA MINOLTA €353 Series PS(P)

xceptions:

efault Printer Permissions | Allow All v

MB350
IMicrosoft XPS Document Writer
Samsung 73

Samsung CLP-350 Series PCLB
Samsung CLx-8640 8650 Series (192.168.4.222)
Samsung CLX-B640 8660 Series (192165 4. 222

Sentinel

Sentinel_color

Kerox Phager G120 PS , Faa 972-73-7253217, wwwepapersign.com

the printer Security configuration should be checked and updated to include permission for IIS USERS

ardware ~ Devices and Printers

CK) & - controlpanel

| search Devices and Princers

o Print server oroperties  Remove device
iver Properties

Add adevice  Add aprinter  See whal
rother PCLSe Dy

General| Shaing | Ports | Advanced | Color Managemer] Eocons B evice Setings |

windows can display enb

~ Devices (1)

Group of user hames:
52 CREATOR DWNER
2. perinistrator (wINVAIDDAKSS OB drminstratar]
RAdmlmslramrs [W/IN-AIDDAKSSH

Add permission l

WIN-YAIDDKSSQE
~ Frinters and Faxes (13 PrmaTem—r—

Select this object type:

Iusers, Groups, or Builtin securiy o

Object Types.
Lacatiors.

Check Names

/

JINOLTA
jesPCL

Fram this location:
IW\N VAIDDAKSS0G

Advanced.

Learn about access contol and permissions

Broth
g 0K | ceeel | o |

Use SNMP to count pages

SE— S|
A

| vaser 6120

MailZPrintPrinter

Lexmark #651de
ms)

In order to accept accurate counters results it's recommended to use SNMP counting.

This is not a default configuration, because SNMP slows performance, and is used only when accurate results are needed.

Configuration is done by entering Printer IP for "Port Name" (If IP is not already displayed) and marking the CheckBox "SNMP Count":

Edit Printer [192.168.4.221]

Device Type Interal v 7 Enable SDE
RFD Type EM Rossler v Use Port Manitor
Printer Type BAW v 7 Use sill Code
1p Address fo2.168.4 22 ) Reqire Pin Code
Externsl Controller ] () open Copier Before Printing
Functions MultiFunction v Gpen Copier After Printing
printer L
¥/ SNMP count
Location 1 For SNM, actual printer
Copy timeout
Island Istand 1-1 v
¥ Count pages ¥ Active only if number of pages is 0 Default Printer ons [ Allow Al -
Device Group [ Excep
Device Profile Use System Defaulis ¥ o
q
—
ort Name fio2.168.4.221
i v
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In order to check if SNMP was used, check that file C:\Sentinel\PrintSNMP.log was created:

~ Computer - Local Disk (i) - Sentinel =
Organies ~ | Open ~ Pt Newfolder le Edt Formst view Help
[5nP]
I Favories P -
esktog Printe
annioads beviceIP-192,168.4. 221
1 Recent Places i

| Touch
(54 Libraries ] AddressBook
[ Documents | debug
o s [ scarDirect
) ptures ﬁ SerioSHMP
B videos | tbbotst
@ ADGetFulListUsers
% Computer
| transfers
€ Hetwork EH comrcp
|| comTcp.pdb
% InstanceDB
[/ bgcomserin t.di
A
4 sal

For specific user - Not all jobs are displayed in Jobs list
Sometimes user does not view all his/her jobs on the controller / panel.

The reason for it can be that the specific Device the users tries to release the job from do not support the job type.
For example: The user sends Job in Color and the device were the user views jobs list is B/W (Or vice versa).
Because the B/W device does not support Color Jobs, these jobs will not be displayed in Jobs list.

In order to "make the device" support Color Jobs also, update the Device "Supported Types":

Printer type is B/W,
but Color type is also supported

Printer Type

|| Undefined
I B
I Colour

egles
D copy

[l Colour Copy
(O scan

[ charger

Incorrect printing behavior

Sometimes the printed job is not as expected.

The symptom can be "corrupted" pages such as:

- Printed data is in Gibberish

- Blue stripes /different background color on the printed pages
Another incorrect behavior is when too many pages are printed"
- Doable copies

- All pages are out until the tray is empty

All these above problems are caused by unsuitable driver.
See Recommended Drivers in order to install suitable driver.
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Printer has physical problem - Move all jobs to Sentinel other printers

Sometimes there's a physical problem in printer connected to Sentinel.

In order to move all jobs to the system other printers, the problematic printer port will be changed to virtual port, as if it war a virtual
printer:

C:\Sentinel\Queue\Virtual\virtual1-5.prn

User is not allowed to print to specific printer
When error message "User is not allowed to print to printer......

® 3002

User is not allowed to print to ..

it can occur because one of the following reasons:
1. User and Device are not in same Island
2. Print job type is not supported by Device
3. Script is defined, which prevent printing on the specific Device by the specific User
4. User group is not allowed to print on the Device
Attention:
For restricted group, please check that "empty group" is not added. If no group is defined, just mark the "hidden'

group press "Remove Group"

Scanning to Folder
In order to scan the file both to Email and to folder:

1. Configure the printer via entering te printer IP on browser -

Printer IP -> Settings -> Apps -> Apps Management -> Sentinel app. -> Select scan upload methode =

N

Scanning option should not be "Email" but "Web Upload":

Lexmark MX511de
Address: 192.168.4.221
Contact Name:

Location:

Apps

Device Status.

Scan Profile Fen.‘ngs > Apps > Apps Management I

Apps System
Copy Printer Settings

Sutigs | ﬁ’ BETA - Sentinel - Private printing V5.8 |

L Information Configure License

w User Login Timeout (seconds) 30 [>]
Applications Messages Timeout (seconds) 5 o
Setup Scan to Network  Sentinel IP Address 192.168.4.118 (2]
Remote Operator Panel HttpServ Port 021 12

Select Scan Upload Method

Web upload I
EIP

Order Suppl

EMAIL
SMB

2. In Sentinel -> Users -> Edit User -> Scan -> Scan to Folder = Scanning folder
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— — . . . . [
SENTIN=L Overview History Users Devices Accounting 7{ o
——

Profiles

Groups

Information

Print i | Secu Cost Caontrol

I 3can To Folder

ministratoriDesktopiSoar _

Sharepoint folder

The file will be scanned both to user's email and to defined user's scanning folder.

Login is not permitted

When the message "Login is not permitted” is displayed on embedded application panel, it means that the Internal printer is defined in Devices
with:

Functions = Print

As for now, sentinel does not support Internal printers when they are defined as above.
In order to enable working, the printer should be defined as follows:

Functions = MultiFunction

Even if the printer itself is for printing only.

When the user is identified, the printer will enter directly to "Print" option.

Printer Port

Printer port should be "Standard TCP/IP" as follows:
In Printer Properties->Ports

i) HP 31 Properties -

| General I Sharing | Ports |M\ranced I Color Management I Security I Device Settings |

/

%, HP 31

Print to the followgng port(s). Documents will print to the first free
checked port.

Port Description Printer ~
[ 192.168.4.225 Standard TCP/IP Port Kenica Minoli
[]192.168.4.226 Standard TCP/IP Port HP 226
[ 192.168.4.248 Standard TCP/IP Port Brother 248
[1192.168.4.27 aaalacd Gl Lexmark 27 ||
192.168.4.31 Standard TCP/IP Port HP 31
[]192.168.4.311 HP Laserlet 1(
Ml 1n116n 4912 Chmm e d TR Amot e
< [T [ >

| Add Port... | | Delete Port | | Configure Port...

Enable bidirectional support

[[]Enable printer pooling

[ ok |[ camcel || feply

In case the port is not defined properly, the printing queue will behave incorrectly.
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For example:
Port was defined as WSD - All jobs sent to the server had one copy "stuck" in the printer:
o ofiice color [~ =T

Printer Document View

Document Name Status Owner Pages Size

‘Eﬂ;‘ientinel Job:436;Userdana;:Microsoft PowerPoint - 2017 ; Printing SYSTEM 1 650 MB/48.0 MB

Printer for both B/W and Color

When customer has one printer, which prints both in B/W and in Color, it is possible to define the printer twice, each instance with different
printer type.

The printer can be added to Devices once with B/W type and once with Color type.

This can be done only if the printer post name is the same for both instances.
In that case the system "recognizes" that the two definitions are of the same printer.

Printer with embedded application is not connected
The connection port between embedded application and the server is by default 8081.

When the embedded doesn't connect to the server, it's recommended to check the port.

This is done as follows:

- Stop Sentinel service

- Activate utility TCPClient with port 8081

==> Operation should fail, because process 'httpserv' is down.
If operation is successful, it means that the port is "taken", and the connection port to the embedded should be changed.
In C:\Sentinel\httpserv\config.ini:
HTTPPort = [New port]

- i
s [@configini-notepad o]
- » [Server] =
Organize >  |Open ~  Print  Mew folder bl PRV
- oms - HTTPPort =5051 | <——
b Favorites =TT Va0 Gl oS =00
P Desktop =9 BilingLex. xml CynFile=finish xml
4 Downloads |_0g|_e\,-’e|:']

| blankhtm

2] BSTlogout xml

=] Recent Places

MagFile=c\SentinelMsgStatus ini
TempFile=cySentinelTemphisg.ini

3 Lbraries (= BstScanDirectim. exe ReplyTimeout=30
3 Docurnents [7 BSIUserRestrictions & UdpAddT’eSS:']Q? no1
J’- Music || cfghtm U.dpPQFt:TOO']
=) Pictures - LineSize=20]
B videos ——— WiriteToLogFile=0
&8 config.ini CardReaderD=1
1M Camputer [=JEnd=tan.<m
a, Local Disk {C:} =] Finish,xml
=] Finish1,xml
c‘i Metwnrk. =] Finishz sl
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If the embedded printer is Brother, the value should be change via printer web as follows:

General Address Book | Fax | Copy | Print | Scan I Administrator Network

Login Password

e e e Solutions Application Entry

Setting Lock

Solutions Login 1

External Card Reader Menu1 3

Store Print Log to Network —
Menu2

Signed PDF

Reset Menu M

Firmware Update Menud
Menus

General Address Book | Fax | Copy | Print | Scan Adminisllalor] Network

Login Password

Login

User Restriction Function

Setting Lock

Solutions Application ID |1

» Solutions Application Entry URL http: 92.168.4.115:5051/b-gllard xm| =]
External Card Reader ;l
Store Print Log o Network Argument |

Signed PDF

Reset Menu

Firmware Update Canc E||

Define printer on MAC computer

In order to define printer on MAC computer, open Printers section and press '+'
Define:

Address = Server IP

Protocol = LPD

Queue/Name = Printer name

And press "Add"

Process is as follows:
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] ® < 5 Printers & Scanners ) -

Printers +

Black

— Black
& idle, Last Used Open Print Queus...
Deskjet 3070 B611 ser... -
= Offiine m Options & Supplies...
Anyl o "
Thi Location:
Yot Kind: HP LaserJet Series PCL 4/5
Status: idle
= Biad

Share this printer on the network Sharing Preferences.

Default printer: Last Printer Used

o o
"

Default paper size: A4

612665582

J|_ s systemPreferences Edit View Window Help *PAL M B2 AF + & o) i@ [rec Mon20ct 1045 O @ =

Printer Print  Scan
- Deskjet 3070 B611 ser...
© Offine, Last Used

A P

Thi Defaul

Deskjet 3070 B611 series

Your

sh
- I
= Rer Dy
3 -
o 1
:

Lacation: ||

co

Use: HP LaserJet Series PCL 4/5

and may not let
you use all the features of your printer.

Add

Printer is "Push" but jobs are not pushed
When printer is defined as "Push printing" and jobs are not pushed, e.g., printed directly, it might be incorrect SNMP community.

First of all, the value of "SNMP Count" in printer's configuration must be checked:
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>
®

Device Manag D
Add Printer [ 5ve | Carve ]

Device Type | Push Printing =] I T Enaile SDE

Printer Type B = —

Functions Print -

Brinter | samsung 230 =l

Location | |

Description l I & er if no wait

¥ count Pages F active only if number of pages is 0

Device Profile |USE System Defaults LI Uelele Job on Error
192.168.4.222 Default Printer Permissions |All0w All L]

Site: ;I Exceptions:

—————

If SNMP Count is marked, the Port Name must have a correct IP. Otherwise, the SNMP will not work.

In addition, the SNMP community must be identical in printer's configuration and in Sentinel web app.:

Licence | Card Reader | Scripts

Should be the same as in the
printer configuration

Behavieur | Databases | Mail2Print | ScanDirect

r—
Interface | TCP/IP Other

UDP port:

How to find out the printer's SNMP community:
e  First, the configuration via Printer Properties should be checked:

i 5amsung230 Properties
Gieneral | Sharingll Ports cvanced | Color Management | Secuity | Devics Satings

Fl Configure Standard TCP/IP Port Monitor

b Part Settings |

I Port Marme:

! Printer Mame or 1P Address: 192.168.4.220

Y Protocol
’7 % Raw  LPR
~ Raw Settings

1 Part Number: |91uu

I Community

, [ LPR Settings
Queue Marme; I

Configure Port.,

™| LPR Byte Counting Enatbled

w SMIVIP Status Enabled
i Community Name:

SMMP Dewice Indesx: 1
! Cancel Aprly
i Ok I Canesl |
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o Even if the two values are identical, the configuration via printer IP on the web should be checked:

™ G admin | JobStatus | Direct Print | Eco OFF | SiteMap | Logout{00:59) | @English -
Syn CTh ru SAMSUNG M4583FX
Web Service .} Information Box Address Book m Security Maintenance XOA
S pys— 2
General Apply Undo

TER/IPV

TCP/IPVE.

Iv Network Protocel I

Standard TCP/1P, LPR, 1PP

etwork devices. It enables network administrators

agement protocol that faciitates the exchange of management information between

General

PP prne senver SNMPV1/v2 Protocol
AirPrint
ThinPrint® Community Name
Goagle Cloud Print

Telnet

wsD

Selected ; 0 | Total : 1 (MAX: 5.

s

ene (—pdd__ | 2N

ONE | Community Statust | Community Name: Access Permission

]
=]

CIFS (Shared Folder)

Outacing Mail Server (SHTP)

Enable public Read and Wite

The incorrect value should be updated.

Jobs are not displayed in Waiting Jobs
Sometimes all configurations are correct in Printer Properties->Advanced, and the printer is Ready and OK, but still the sent jobs are not
displayed in Waiting Jobs.

In order to check in the jobs actually reached the Sentinel queue on the server, please check folder C:\Sentinel\Queue
If the folder includes F/H files with the jobs numbers - The problem is in the DB definitions.

Please check that both Registry->HKEY_LOCAL_MACHINE ->SOFTWARE ->Sentinel ->Settings ->DBConnectionString = [value]
and file C:\inetpub\wwwroot\Sentinel\Web.config has the same and correct DB connection string.

e If Web.config is not updated - Just update the value in:
<connectionStrings>
<add name="SentinelConnectionString"
connectionString="Provider=SQLOLEDB. 1;Server=SQLSERVER2012\SQLEXPRESS;Database=Sentinel.4.2.4_New;Uid=rachel;Pwd=1234,"
providerName="System.Data.OleDb" />
</connectionStrings>
If the Registry is not updated - Run Wizard with "Database Configuration", and afterwards check the Registry again.

Jobs are not removed from printer queue

When job is sent to printing to Sentinel from workstation, and there's a message "Ready: X jobs wait for printing" - Check:
1. Printer->See what's printing, if the sent job is not removed from the printer's queue

2. History->Waiting Jobs, if the job has entered correctly

If the job is in Waiting Jobs, and on release is in History, but is still not removed from printer's queue - It means that the Printer Port is not
defined correctly.
The Printer properties->Ports->Port should be changed according to Devices->Printer->Port Name:
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Edit Printer [100.0.0.227] o

Device Type Exleinal ~] lenasbie SOE

Open Copear f N0 waiting jobs

—IScanDisect
SNMP count
_IDefete job on Eno
Copy timeout
M

-

General | Shang | Pots | Advancee | Caler Maragemen | Securty | Canfguration | Cvertaya | Forts | dos &

- Pgacc

ot 1 thvi farllawewng) et (5. Darcuimants veill peint 1o th first e
checked pert

Printer Port is not same as
Port Name

| Port Descrigtion
FILE Prmtta File
WID-03500890-95e8-18 1-0952-0.. W3D Port Pal

o] Sl 1inlted? bibe-41Ta-a21._  WSD Pont
] 'WSD-TaTdSwed-&50-49¢5-8024-6... WSD Port

[ adgpor. [ peletsPot | | ConfigurePor.

Re-activate Printer->See what's printing, in order to delete all waiting jobs, and check after sending job to Sentinel.
No job/s should be in Printer's queue

Print Processor is changed back to non-Sentinel

Sometimes, when printers are not functioning correctly, checking the Print Processor shows that it was changed back to previous Print
Processor (Not Sentinel).

In HP. drivers it can occur that on installing new printer, other printer/s Print Processor is changed.
The solution for it is to run scheduled task, which re-configure all printers in Sentinel to be with Print Processor = Sentinel.

The scheduled task install.bat includes:

c:\Sentinel\ComTcp.exe install all

Jobs are "stuck"- error message "Spooled file is missing" is displayed

"Spooled file is missing" means that files sent for printing didn't reach the stored location.
The files should be displayed in WaitingJobs and be stored he Queue Path (As displayed in Registry) - The default is C:\Sentinel\Queue.

It's recommended to check the printer queue (See what's printing) and see if the jobs are "stuck" there, and that all configurations (Correct Port,
Print Processor..) are correct.

After fixing configuration. it's recommend to remove all jobs from the Windows queue - C:\Windows\System32\spool\PRINTERS
For example, if the jobs are sent to Virtual printers, the port is C:\Sentinel\Queue\Virtual\virtual1-5.prn

The folder C:\Sentine\Queue\Virtual and file/s virtual[i].prn must exist.
If not — Folder files must be created.

Color Scan in B/W printers
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Scanning can be done in Color, even if the printer type is not Color (B/W for example).

The configuration is as follows:
Users->Profiles->Edit Profile:
Scan Quality->Color = is marked as follows:

SENTINZL History Devices }(: 0
—
Edit Profile [Default] [ save i Cancel
Profile Settigns Profile Permissions
Profile Name M_ Copy 1#| Enabled 1# Colour
Description Scan ¥ Enabled
< Fax ¥l Enabled ¥ Colour
User Type Print Fax I Enabled ¥ Colour
Print Option Direct Print 1l Enabled ¥l Colour
D
Allow Web Release ScanDirect [#| Enabled
Allow Keypad Release ) Duplex Scan
Enable Push Printing
Quota Policy L -]
Scan Quality
File name
Resclution
File type PDF ¥

ZPAPER Copyright © 2016 ePaper Ltd. Tel: +972-73-2152929, Faw: 972-73-7253217, www.epapersign.com

Reports

In application tool - Pipeline mode should be ‘Integrated’

In order for Reports to work, the relevant application pool setting for Sentinel should include
'Managed pipeline mode' = Integrated.

Sometimes the reports are opened and work correctly, but export to EXCEL, PDF etc. is not working. The reason is, again, incorrect pipeline
mode:
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.7 Favorites | 95 €] Suggested Sites ~ @ | Web Shice Galery =

&8 115 7.5 Detaled Error - 500.21 - Inkemal Server Eror fiw B - 0 e o- Page- Safety- Toos - -

Server Error in Application "DEFAULT WEB SITE/SENTINEL"

Internet Information Servi

~ Error S ¥

HTTP Error 500.21 - Internal Server Error

Handler "FastReportHandler" has a bad module "ManagedPipelineHandler" in its
module list

 Detailed Error Information |

Module 11S Web Core Requested http:/ flocalhost:80/Sentinel /FastReport.Export.aspx?

P
fication Exec al URL ID=b2d4cclle995465ab3asbiaisfzfesbikdisplayinline=Fals
Handler FastReportHandler ph!’;i:ﬁ: C:\d b\ wwwroot\Sentinel\F t.Export.aspy

Error Code Ox8007000d

Logon Megotiate

Activation is done by:
1. Find which application is used for the site:
- IS Manager->Sites->Sentinel->Basic Settings-> Check which Application Pool is used

(- Sentinel - Windows Internet Explorer - [O[x]
I+ [© o ifocabost/sertinel &[4[ x][Fen [2]-]
Y Fevorites |9 @) Suggested Sites ~ @] Web Sice Galery +

| Iy “Elnternet Information Services (115) Manager S [=] 3
£ entinel
y @ 0 siion 0 [ B » winvanosssac » Stes b Defout WebSie b Sentinel |G = @ -

Fie view Help

SENT ]
Q- i |7 18 9 [Sentinal Hama

[ LE) [Edit Application [=]
Ver3.3.2 |95 ctart Page

165 WIN-VAIDDAKSS G (WIN-VYAIDI

My Accol -2 Application Pools

Jobs wait| B8l Stes

=) Default wieb Ste

2 Explore

Edit Pernissions.

B Gosic Settings.

View Yirbual Directories

Site namet  DefaLlk Web Ste.
Path:

Mornitore 7 sspt_client Alos: Manage Application &)
Network & Epsscan NET [ASP.NET v4.0 Classic Browse Application
Numbs KonicatsSite Authorizati. =
umber 1 Example; soles Browse *:80 (http)
Trial daye ————
¥ f‘h‘ Physical path Advanced Settings...
Jobsinla [cstinetpublmmnrootiSentine! a A
Connectior @ Heb
Strings  Pass-through authentication
Online Help

Connect as... | Test Settings..
x s

This is the application pool used by the site l

o | d

)
e L
Document  Browsing

— - . =

T T

< ] »| [E]Features view |- Content view
4] javascript:, Ready -

2. Update pipeline mode in that application pool
- IS Manager->Application Pools-> select the above Application Pool ->Edit Application pool -> Managed pipeline mode = Integrated

Sentinel - Windows Internet Explorer I [=]

8 s mcaesyzentn Sl

ke

U Favorites | 4 ] suggested sies + @] web slis sallry ~
=

E Internet Information Services (115} Manager =0l x|
i ) Sentinel —
| @ An addon 5] [J » WIN-VAIDD4KSSQG > Application Pools }ﬁ S Re-

Fle Wiew Help

SEN e -
1 lication Pools »
L le-iz|8 ) Aep @ #is pplctionp
Ver32.2 | s stert Page T — - Set Appliation Pool Defaults. .
& BT e ior Pot Copgion pock e sssocited wih 36 Apaledlion o e
e —— [ RAIANS it Application Pool it applications. application Pool Tasks
Jobs wait '5; it b 5t Fiter: - b stat
Monitord Sz;nef o Name_~ naged Figel... | Identty & Stop
Metwork D epsscan - s NET Framework version: tegrated AppicationPo (| & Recyde..
umber | KonicaWsSite LY ASP.NET 4.0 Classic NET Fremework v+,0.30319 -] frooated opplcationhs Edit application Paol
| 1 pasa0a e un . earated e FE
Trial day: 5P Sentinel L2 Classic .NET AppPool B —— assic ‘application] g | |
Jobsinla - DefaultappPool Inteqrated >
Advanced Settings.
[¥ start application pool immediately Ao
o View Applcations
This is the value that should be selected e
@ Help
Orline Help
4l M
7 4 D Features Yiew |\ 2 Conkent Yiew
[ javascript:, Ready
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Could not find installable ISAM- Reports cannot work

When the following error is displayed:

1 tnal. ctor(OleDbC, ionString constr, OleDbC tion

tonammn) at S\.slem Da:a OleDb OIeDbCum::oan:on CrcmeConnmuon(DbConneﬂmnOpuons

[ | options, DbConnectionPoolKey poolKey, Object poolGroupProviderInfo, DbConnectionPool pool,
DbConnection owningObject) at System Data ProviderBase DbConnectionFactory CreateConnection
(DbConnectionOptions options, DbConnectionPoolKey pocll(e\ Objecl poolGroupProviderlnfo,
DbConnectionPool pool, DbC: owningC tion, DbC Options userOptions) at
System Data ProviderBase DbConnectionF actory CreateNonPooledConnection{DbConnection
owningConnection, DbConnectionPoolGroup poolGroup, DbConnectionOptions userOptions) at
System Data ProviderBase DbConnectionF actory. TryGetC tion(DbC: tion owningC tion,
TaskCompletionSource 1 retry, DbConnectionOptions userOptions, DbConnectionInternal oldConnection,
DbConnectionlnternal& connection) at
System Data ProviderBase DbC I 1 TryOpenC: I I(DBLC: tion
outerConnection, DbConnectionFactory connectionFactory, TaskCompletionSource’ 1 retry,
DbConnectionOptions userOptions) at
System Data ProviderBase DbConnectionClosed TryOpenConnection{DbConnection outerConnection,
DbConnectionFactory connectionFactory, TaskC S "1 retry, DbCe (Options
userOptions) at System Data ProviderBase DbConnectionlnternal Opchonnccum{DbConn:clwn
outerConnection, DbConnectionFactory connectionFactory) at System Data OleDb OleDbConnection Oper

- () at FastReport Data DataConnectionBase OpenConnection{DbConnection connection) at

Ul Faiscpm.Dm.DmConn:clmane.FlllTabldJnta(DataTable table, String selectCommand,
C

iP: ollection ) at FastReport Data DataC Base FillTable
(Tabl:DataSom:e source) at Fasl.chon Data TableDataSource LoadData(ArrayList rows) at
Ranart Nata NataS Tnit(R alation ralatinn_Steina filtar_SarCallactian sort_Raalsan

it means that there's a conflict between DB type and the directory, in which the reports designs are installed.

All Reports designs are installed under:

- C:\inetpub\wwwroot\Sentinel\CustomReports\Access for Access DB reports
- C:\inetpub\wwwroot\Sentinel\CustomReports\SQL for SQL DB reports as follows:

B customReports

Z —
GL J \ .~ Local Disk (C:) ~ instpub ~ wwwroot - Sentinel - CustomReports = I » 3 [ search CustomReports

Organize v Inchudemlbrary v  Sharswith =  Mew Folder

- Favortes Name - | pste modiied | vpe e
e

P Desktop | Actess 6/3(2015 1146 PM  File Folder
6/3/2015 11146 PM  File Folder

T OeTaut 2 SI20/20154:15PM  ASPXFile

@ Downloads L soL
2] Recert Places

4 Ubraries

| Documents
Music

=] Pictures
B videos

8 Computer

€ Network

} 3 items

1KEB

When the DB type is different than the directory name in CustomReports table, the error occurs.
This can be caused by incorrect passing DB from Access to SQL and vise verse.
The solution is to correct the Reports Path in CustomReports Table via suitable query:
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l CustomReports Table '

i

(3 Resuts | 13 Messages |

D | ReportsName | ReportsPath | Status | RegDate | UserDeployed | Report Type |

'I_ 1 Printers Summary ~/CustomRepdlis Priiters Summary fre 2 MULL MULL MULL

2_ 2 Groups Summary ~/CustomRepd psSummary frc 2 MULL MULL MULL

3_ 3 Print Jobs Type ~/CustomRepd Jobs Type froc 2 MULL MULL MULL

4 | 4 Users Summary i ~/CustomRepdis IgersS y i i 2 NULL  NULL NULL

5_ 5 Top 10 most used printers =~ ~/CustomRepq Most 10PrintersV3foe 2 MULL MULL 1

6_ & Top 10 least used printers ~ ~/CustomRepg Least 10PintersV3fre 2 MULL MULL 1

T_ 7 Top 10 users ~/CustomRepd 10UsersV3 foc 2 MULL MULL 1

8 8 | Savings Report ~/CustomRepd ¥inaReport V3 foc 2 NULL NULL 1
(VA s svarited surressfullu | wimn-rEsamsyErHIEnI FvppEes

Login failed for user 'sentinel’ - Reports cannot work
When the following error is displayed:

Printer Pricing

Report Viewer

ERROR: Logm failed for user "sentinel’
at System Data ProviderBase DbComnecnonPool TryGetComnectionDbConnechion ovwmngObject. Ulnt32
waitForMultipleObjects Timeout, Boolean allowCreate, Boolean onbyOneCheckConnection,
DbConnectionOptions userOptions. DbConnectionlnternal& connection) at

Svstem Data ProviderBase DbComnectuonPool TryGerConnection(DbConnsction owningObject,
TaskCompletionSource’ 1 retry. DbConnectionOptions userOptions. DbComnnectionInternal& connection) at
Svstem Data ProviderBase DbComnectionF actory. TrvGetComnection(DbConnection owningConnection,
TaskCompletionSource’ ] retry. DbConnectionOptions userOptions, DbComnectionInternal oldConnection
DbConnectionlnternal& connection) at

Svstem Data ProviderBase DbComnectionlntemnal TrvOpenConnectionInternal(DbConnection
outerConnection, DbConnectionFactory connectronFactory, TaskCompletionSource’ | retry,
DbConnectionOptions userOphions) at

Svstem. Data ProviderBase DbComnectionClosed TryOpenConnection{DbConnection outerConnection
DbConnectionFactory connectionFactory. TaskCompletionSource’ 1 retry, DbConnectionOptions
userOptions) at Svstem Data SqlClent SqlConnection TrvOpenlmner( TaskCompletnonSource’ 1 retry) at
Svstem Data SqlChent SqlComnection TryOpen(TaskCompletionSource’ | retrv) at

Svstem. Data. SqlClient SqlConnection. Open() at

FastReport Data DataConnectionBase OpenConnection{DbConnection connection) at

FastReport Data DataConnectionBase Fill TableData{DaraTable table, Strng selectConumand,
CommandParameterCollection parameters) at

it means that something is wrong with the connection to DB with DB user 'sentinel'.
The reports connect to the DB according to registry connection string and retrieve all information from it.
The error occurs because the connection to sentinel DB failed.

The following should be checked:
- Permissions
- Existence of DB user by the required name (Usually 'sentinel’) in SQL: sentinel->Security->Users

Upload Report
In order to add new Report or new version of existing Report to Sentinel, do the following:
In Accounting-> Reports -> Custom Reports:
e If previous version of the Report already exists - 'Delete’ it.
e 'Add Report'
e Select the Report as 'Dynamic Report' in order to get specific results for each selected range when activating.

Reports which include only static information, like Users List / Printers List, which are not depended on dates, should be added as
'Static Report'.
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e Name the Report and select reports group
e Upload the Report file from the relevant folder.

’
-Desktun - - | Search Desktop E

Organize v  New folder =~ 0@

- FRFile ’ +

¢ Favorites
M Desktop
& Dowrloads
“E] Recent Places

0.2KB

prrtest with title. exe
P& Prink Test
Print Associates AfS

Remate, docx
Office Open XML Document
214KE

{4 Libraries

|5 pacuments

& Music
ScanReport. frc [}
Pictures FRYFilo

i) P (&

Report Mame

Dynamic Report

Report Group LDevices and usage

Select "Dynamic” in order to Mew Group 18 Computer
get Db results = m &2, Local Disk (1) [

File name: || =] Jenries =

Secanifiew Frx
FR File

e  Register the Report

System error message includes "System.Security.Cryptography.MD5.Create"

This is related to Federal Information Processing Standard (FIPS). If possible you can disable FIPS by going to Administrative Tools | Local
Security Policy | Local Polices | Security Options | System cryptography: Use FIPS. Change the setting to Disabled.
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File Action View Help
e 2(m XE = Hre
B Security Settings Policy = | Security Setting -

b L@ Account Policies ] Metwork security: Restrict NTLM: NTLM authentication in th.. Not Defined
4 [ Local Policies 1 Network security: Restrict NTLM: Outgoing NTLM traffic to .. Not Defined
b L@ Audit Policy [ Recovery console: Allow sutomatic administrative logan Disabled
L 3 User Rights Assignment [ Recovery console: Allow floppy copy and access to all drives... Disabled

—4 Security Options 3 Shutdown: Allow system to be shut down without having to... Disabled

b 0 Windows Firewall with Advanced Secs
=1 Metwork List Manager Policies

B | Public Key Policies

b [ Software Restriction Policies

15 Shutdewn: Clear virtual memery pagefile Disabled

== System cryptography: Force strong key protection foruserk... Not Defined
i System cryptography: Use FIPS compliant algonthms for en...  Disabled

b =] Application Control Policies _:;?Symm th:tﬂ!; Require case im:m'rlivityl for non-Windows ... Enabled

b & IP Security Policies on Local Compute i System objects: Strengthen default permissions of internal 5..  Enabled

b [ Advanced Audit Policy Configuration|| -~ ¥stem settings: Optional subsystems
o System settings: Use Certificate Rules on Windows Executabl.. Enabled

fﬂUm Account Controk: Admin Approval Mode for the Built-i.. Enabled
8 User Account Control: Allow Ulccess applications to prom... Disabled
:ﬁUsu Account Control: Behavior of the elevation prompt for .. Prempt for consent on t...
,-jiu-m Account Control: Behavior of the elevation prompt for ... Automatically deny elev...
(55 User Account Control: Detect application installations and p... Enabled
L User Account Controk Only elevate executables that are sign... Disabled
5 User Account Controk: Oinly elevate UlAccess apphications th... Enabled
_.-=ELI5=:‘ Account Controk Run all administrators in Admin Appr.. Enabled
8 Uses Account Control: Switch to the secure desktep when pr.. Enabled
5 Uzer Accaunt Cantrol Vistualize file and reaistre weite failure_. Enabled e

After the operation - IS must be restarted or reboot.
Attention:

if your PC is part of a Windows Domain, there may be a Group Policy that re-enables this setting every time you reboot your PC.

Services and Processes

Services
Sentinel service and the required processes should run.
In order to check Sentinel service, activate Start -> Enter “services. msc” and search for the service in the list:
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O =101x]

Fle Action View Help

@ |[mEla @y »u E

Select an iem to view ks descripton. Mame_~ | Description | status | startup Type  [Logonas | 4]
‘;Remote Deskiop C... Remote De... Started ual Local System
(G Remote Desktop Se... Alowsuser... Started  Manual HetworkS.
&} Remote DesktopSe... Alowsthe ... Started  Manual Local System
&} Remate Procedure The RFCSS...  Started Automatic Hetwork S,
E)Remote Procedure ... InWindow, Manual Hetworks.
ClRemotoRegstty  Eneblsre.. Stated  Auomatc  LocelServce
EhResultant Setof Po... Provides a .. Manual Local System
(€ Routing and Remek... Offers rout, Disabled Local System
(E4RPCEndpoint Mappsr Resolves Ri.. Started  Automatic HNebworkss,
£k Secondary Logon Enables st... Manual Local System
&k Secure Socket Tun., Provides s... Manual Local Service
— =
[ lsentinel ThePulPri., Stated  Automatic  Local System E
- o
Chshel Hardware Det... Providesn... Started  Automatic Local System
£k Smart Card Manages a... Manual Local Service
ik Smart Card Remoy. Allows the Manual Local System
Eh5MMP Trap Receives . Manual Local Service
(£} Software Protection  Enables th Aukomatic (... Network S, |
“E} Special Administrati,,, - Allows adm... Manual Local System
“E15PP Motification Ser... Provides 5. Manual Local Service
{€3,55DP Discovery Discovers ... Disabled Local Service
EhsystemEvent Notfi., Moitorss..  Started  Automatic  LocalSystem
&) Task Scheduler Enables a... Started Automatic Local System
(CLTCP/IP MetBIOS He... Providess... Started  Automatic LocalServics |
Extended A Standard

Sometimes there are problems which occur without any invisible reason. In these cases it is recommended to

restart the Sentinel service.

Attention

It’s recommended to check Sentinel service when:

* All of printers/controllers stop working without any reason
* New License is not activated

* Any other problem without reason.

In many time it’s down and should be started again.

Processes
In order to check Sentinel processes activate Start Task Manager -> Processes:

L Accounting

| waiting obs Savin
iE1Windows Task Manager J[=] ES|

File Options View Help

& Applcations  Processes | Services | Performance | Metworking | Users |
Liser Name
SYSTEM b-guard ...
conhuost . exe SYSTEM o0 720K Console . —
use. conhost . &xa SYSTEM oo 648K Consola ..
conhost.ee SYSTEM 0D 640K Consle..,
conhast, exe SYSTEM oo 724K Console .
LS55, EXE SYSTEM oo 1,904 K Client Ser...
Csrss.exe SYSTEM oo 1,368 K Client Ser
LS55, EXE SYSTEM oo 1,004 K Client Ser...
dwm.exe Administ... 00 1,064 K Desktop
explorer.exe Admirist... 00 30,560 K wWindows ...
httpserv.exe ... SYSTEM 00 3,532K httpserv
iexplore.exa *32  Administ.. 06 15,392K  InternetE..
iexplore. exe *32  Administ... 00 12,144 K Internet E
iexplore. exe *32 Administ... 00 S.176 K Internet E.
¥ Show processes from all users End Process

] windows Task Manager
File Cptions View Help

Applications  Processes | services | Performance | Wetwarking | Users |

[V Show processes

From all users

Image... ~ | UserName | CPU| Memary (Private Working Set) | Description | -]
inetinfo.exe  SYSTEM 00 1,850K Internet L...
logonllexe  SYSTEM 00 6,776K windows ...
PD.exe*32  SYSTEM 00 296K LPD
Isass exe SYSTEM 0D 3,348K Local Secu..
MailZPrintSry.... Admiist... 00 8,256K MailZRrintsry ]
& LET 20 Ak iccacait
OpenAPlRecei... SYSTEM 00 91K OpendPIR...
rdpclp.exe Adninist... 00 1,336K ROPClp...
TS ST TE TR
ScanDirect.ex... SYSTEM 00 368K ScanDirect ]
e - T
Service.oxe*32 SYSTEM 00 484K Service
services.ene SYSTEM 00 Z,608K Services a..,
SMalexe*32  Admiist... 00 4,720k SMail
smalftod.ex ... SYSTEM 00 1036 K SMALLFTP.

End Process

[Pracesses: 61 [cPU Usage: 0%

[Physical Memory: S2%
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Verify the processes are working correctly, e.g., don’t occupies big portion of CPU time, appear only once, etc.
The following processes should be checked:

- ComTCP —The engine

- Submitter

- ScanDirect

- httpserv - For embedded app.

- Mail2PrintSrv (When installed)

System->cmd: 'iisreset' cleans all processes from memory.

Srvapp

The process 'srvapp' is created client is connected to server, in order to retrieve needed files from client to server:
- APClient
- Binfo

- ePSPpcClient

Process Port
When port 7001/7002, working with UDP protocol, is occupied by external process - Printing will not work.

In that case only restart of the Sentinel service can help, but if the external process occupies the port again,
printing will stop.

In order to view which process are connected via which ports on UDP protocol - Activate cmd "netstat -ab -p UDP"

mmand Prompt

-
ic ft Uindows [Uersion 6.1.76881
Copyright <c) 2089 Microsoft Corporation. All rights res - I

C:\Users\Administra or>netstat —-ab -p UDP Network Statistics

Active Connections

Proto Local fiddress Foreign Address State
unp A.8.08.9:5808 *1%

IKEEXT

[suchost.exel

upp A.8.08.8:45688

IKEERT

[suchost.exel
uDp 8.8.8.8:5355 = ComTCP - UDP on port 7001
._Dns?at:!m .

upp 8.8.0.0:7001
[ComTCP exe]
[Teamliewer Service.exel
upp A.8.8.8:62968
[spoolsv.exel

upp 127.8.8.1:58912
[iexplore.exel

DP 192.168. 4 236 137

Can not obtain ownership infor matlon
upp 192.168.4.236:5353

[TeamUiewer_Service.exel

Explanation:

netstat - Display protocol statistics and current TCP/IP network connections

-a Display all connections and listening ports

-b Display the executable involved in creating each connection or listening port
-p Protocol

Process definitions
In order to get were the process .exe file is located:
In Task Manager -> Right click on the process -> press "File Location":
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[ windows Task Manager H=1 E3

File Options View Help

Applications P

administ. ..

3,768 K

msdtc.exe KETWO... 00 412K Micras
rdpclip.exe Adninist... 00 1,666K RDPC
rdpelip.exe MaryAnn 00 1,304K RDPC

5 SYSTEM Scant

420 K

556 K
- TIEK Servic
services.exe End Process 2,500K  Servic
SMal exe *32 End Process Tres 11,744 K SMsil
smallftpd. exe *32 Debug 976K SMALl
sriss.exe UAC Virtuslization 224K Winde
spoalsy.exe Create Dump File 6,820K  Spooh
SrvBinfoCounters.ex 1,212K  SrvBir
et Priority
swchost,exe 4,084 K Host |
swchost,exe Froperties 1,772K Haii;l
J Go to Service(s) L

[ show processes from all users

End Process

|Physical Memory: 59%

CPU Usage: 1%

[Processes: 72

4

In order to check is process is active - Double click on the .exe file in the above location.
If process is working - Process window will be opened and all operations will be displayed.

In order to get process version - Click on the icon at the top left corner:

"
S5 Computer + Local Disk Sentinel ~ ~ |23 [ search sentinel
Crganize » [ Open  Mew folder .
press button to get process version
- Favorites hiame ~ | Date mod |‘|
[ T SaDTeT ” g "
Desk
B e ‘npd [ Searchprinters iver
% Downloads
=7 sendemail

i Recent Flaces

Move
|| SencReceive -
Size:
- ) Sentinel. i
A Libraries = ~ Minimize
4 b
entinel O Maximize

Process exe file

B videos

entinel
AlL+F4

©) sentwizard
%) seriostp dl
£ SeriashMP
| SerioshMP

entinel-64,dil

Computer
&L, Local Disk (C:)
¥ Con NABEEL-PC
5 D on NABEEL-PC

i Network

| service

| service

Stop Server
Iformation

Fause Log

Process me:

5| Service_ini_Copy IV Autoscroll

ssages i Log

Festart clients

Start Version Updale

Configure

AT

Close

bsemLanacur

-1 eP5 Server

=101

ThuDec 24 10:45:20 2015 | Watch dog thread is active
[Thu Dec 24 10:45:20 2015 | Service Server started
ThuDec 24 10:45:20 2015 | Main Server started

[Thu Dec 24 10:45:25 2015 | Cleanup connection structure,

About servapp [ ]

1.38 Build 520

Copyright E-PAPER [C) 2015

ePs Server Version

K]

Stop Server
Information
Pause Log
Clear Log

Fiestart clients

Starl

t Wersion Update

Configure

Close

L b

Iv Autorscrall

Utilities

APClient
See document APClient.pdf

Installation requirements:
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- Ipr should be installed on the workstation
- .NET 2.0 should be on the workstation
- TPC\IP ports 515, 1690 should be opened

APClient - Incorrect Behavior

When the jobs are not send from APClient printer to the server, and the indication to it is that the jobs are "stuck" in

C:\APClinet\Queue, it's recommended to check the following:

In C:\APClient\SntPopUpClient.ini file:

1. IP Address (All lines including) is the correct server IP

2. Port has the same value as the Port in the configuration file on the server - C:\Senitnel\epsserver
3. DataFolder=C:\APClient\Queue\

4. FileMask=".spl

Ports checking
In command line, check via 'telnet' that he following Ports are opened

1. Port 515
2. The port defined in the above .ini file (usually 1690)

In command line, check:
'dir C:\APClient\Queue *.*' in order to find out if the files have the extension configured in FileMask

In order to debug the process it's recommended to define higher log level by changing configuration in
C:\APClient\SntPopUpClient.ini and restart the service

1. More detailed log level, in [General] section change value:

LogLevel=1

2. Add parameter to [General] section

DebugPrint=1

Download software debugview and activate (After service restart) the application Dbgview.exe.

[General]
Port=1690
Debug=0
DebugPrint=1
LogLevel=1
LogLines=100

In addition:
if APClient was already installed before and the new installation doesn't work:
* The word station should be restarted !
* If there's problem with Print Processor:
Check if the following file exists:
C:\Windows\System32\spool\prtprocs\x[32/64]\APClient.dll
If so - It should be deleted.

Error in APClient uninstall
If the following is accepted during uninstall of APClient:
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It means that the Print Spooler service should be restarted as follows:

1. Run 'services.msc'
2. Select service 'Print Spooler' and 'Stop' it

Sk Services — [ X

File Action View Help
e |EE = HE »

Press one of them in order to stop the service

., Services (Local) . Services (Local)
Print Spooler Name - Description  Status  Startup Ty A
».'.'\}5 MNetwork Store Interface Service This service... Running  Automativ
o -&’ Office Source Engine Saves install... Manual
£ Offline Files The Offline ... Manual (T
-.Q;_’;Optim\ze drives Helps the c... Manual
DE_“riF'tiF'”: o -&L_‘;Payments and NFC/SE Manager Manages pa... Manual (T
This service spools print jobs and A .
handles interaction with the printer. -..“({‘EPeerName Resolution Protocol Enables serv... Manual
If you turn off this service, you won't -&{;Peer Netwarking Grouping Enables mul... Manual
be able to print or see your printers. 3£}, Peer Networking |dentity Manager Provides ide... Manual
&_’;Perfurmance Counter DLL Host Enables rem... Manual
\‘.'\}EPerFDrmance Logs & Alerts Performanc... Manual
&_’;Phoﬂe Service Manages th... Manual (T
».'.'\}Eplug and Play Enablesac.. Running Manual
&_’;Pml Driver HPZ12 Running  Automatii
-&L_‘;PNRP Machine Name Publication Ser... This service ... Manual
&J_‘;Portabla Device Enumerator Service Enforces gr... Manual (T
blanages p..  Running  Automati
Print Spooler " visservice.. Running  Automatil
Running  Automatii
‘5L Printer Extensions and Notifications This service ... Manual
-S,;_’;Prob\em Reports and Selutions Contr..  This service .. Manual
;;n,,,,,,,r,,,,,L.,.L A eeo i Tei o _ B s
Voracaia fe oo

3. 'Start' the service again

The local port, which was "hooked", will be deleted.

Wizard

Sometimes there’s general problem that cannot be detected otherwise. In that case the best recommendation is
to run the Sentinel Wizard.
The Wizard checks, and corrects if necessary, all environment definitions, permissions etc.

Run the Wizard is activated by Start -> All programs ->Sentinel -> Sentinel Wizard as follows:
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(& Tnternet Explorer (B4-bit)
(& Tnternet Explorer
+# Malware Protection Live
&) Teamviewer 10
# Windows Updats
Accessories
Administrative Tools
BinfoCounters
FastReports
MailzPrint
BT e T guration Uiy
& External Devics Managsr
. FastReports Designer
&3, Konica Minola
& Monitor printers

£ Sentinel Wizard

™

Adrinistrator
Documents

Computer

Network

Control Panel

Devices and Prinkers
Administrative Tools b
Help and Support

Run...

Ll Back

All programs.

windows Security

| Isearch programs an

# Configuration wizard

@ Log off | ¥

JSIE E3

SENTINZL

This wizard will help you o configue the saftware
installaion to mateh your envionment and requiremerts

Closs unnecessary programs before continuing

Click Next to continue.

I~ Dont show this welcome scresn again

Close

After ‘Next’ is pressed there are several options. ‘Troubleshooting’ option should be selected.

When the operation is finished, it'’s recommended to save the log to file for farther analyze by pressing the

relevant button as follows:

@ configuration wizard

SIS E3

SENTINZL

Database configuration

BS| configuration

Device configuration

Troubleshooting

Restore Database

Log

Select pour database hor the st below
@ Local database freconmended)

' Microsoft SHL Server (advanced)

Detected Windows Bd-hitw/indows folder is C:\windows
[wizard detected Windows Server 2008 R2

Configure database

[

~

DevSim.exe - Utility to check messages to controller

Close I Save Logto Flle I

<Back Next »

DevSim.exe is a utility which enables sending text messages to the controller from server/workstation, so that they

are displayed on controller's screen.
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After activating, do the following:
1. Select File->Open Device
W Sertine! Device Sl |

Actions  Settings Help

Open Device...
Dupt Log

€

Input Log:

File Action

Enter Code or
Place Carxd

7 8| 9 | oK ! J
Input Log:

| o] e :
5] ] ]

Device Subnet: 255.255.255.0
Plag|
Device Gateway: 192.166.4.1 -
7 Server IP Addiess:  [192.168.4.8
4 Server IP Port: Foot R 1.

. Cancel

’ 4 »

Input Lag:

In text box enter message string in the format: SNTSR10DSP[string] and press "OK"
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.| Sentinel Device Simulato
File Actions Settings Help

Place (|

ole T
il —————
2] 2] s] o]

Text IENTSFHDDSPHEIIE world |

‘ DOutput Lag
[ -
|Entex e =)

[ [ Sentinel Device Simulato [

File Actions Settings Help

Output Log:
HEnter Code or SMTSA10DSPHella world ! -

[elace cara
o] o] '

Input Log:

4 5 6 | Esc|  [SMTLOGC/ARP:3/Mer:200.200/1PinT, -
1 2 3 0 .

4. Select Actions->Send message to server

Send message to controller...
Place Caxd

1] o] o] |
| o] e
2] o]

Input Log:

Enter the suggested code value or enter any code you wish and press "OK"
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El Sentinel Device Simulator X

File Actions Settings Help

| Output Log
|

Enter Coilaea
I nter Card Code X

Place C
Card Cods: |9939

] e Carcel
_¢ | [ Sty

B |

When connection is OK, "Unlisted Device" message will be displayed on screen and in History->SystemEvents

|;| Sentinel Device Simulator Command text

File Actions Settings Help

Output Log:
-

”Enter Code or

I Place Card

7 | 8 | ] | OK |

nput Log: I
4 | 5 | 6 | Escl SNTSROADSPUMLISTED DEVICE I
1 | 2 | 3 | 0 |

Arrrnimtina

Devices

‘Waiting Jobs | History | System Events

IP of computer activating DevSim

4/2/2017 10:19:46 PM WIN-7CVMaH...
20T TO T TS P WIN-TCVMIH...
[Administrator] : Settings key was changed. 4/2/2017 9:51:43 PM The Key [Scan2MeFileType]changed from (IPEG) to (PDF) WIN-7CVMaH...
9001 [Administrator: LocalHost] : Printer key was changed. 4/2/2017 9:35:24 PM Device BrotherColor44 External Controller changed fr... WIN-TCVMIH...

Device IP = 192.168.4.18

Port Numboer = /00

Connect/disconnect all printers to Sentinel

When there's need to connect all defined printers at once to the Sentinel (For example: Installation on new
server), it's done by activating:

ComTCP.exe install_all.

In order to make it easier:

There's a batch file - ToSentinel.bat (See attached file) - which activates the command from the web.

Disconnecting all printers at once from Sentinel (When there's problem and users cannot print via Sentinel while
checking) is done by activating:
ComTCP.exe remove_all

Attention
When there's problem with the DB (Access or SQL) - These commands will not work.
That's because activation includes getting info. from DB.

ImportCVUsers

There's an option to import a list of users into Sentinel Users Table from .csv file in specific format as follows:
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Username CardID Description Mail Keypadcode
userll 11 Descl Maill k1
user22 22 Desc2 Mail2 k2
user3 33 Desc3 Mail3 k3

The application can be activated both for Access and for SQL DB.
The import is performed to the DB defined in registry:
HKEY_LOCAL_MACHINE ->SOFTWARE ->Sentinel ->Settings ->DBConnectionString

The application is activated in command line as follows:
ImportCVUsers.exe [L/l] <CSV full file name>

When:
CSV full file name: Input file - Mandatory
L/I: Create log file - Optional

= Unassigned Group

Import all BillCodes values into SQL DB Table
For SQL DB only -

There's an application (ImportCVBillCode.exe), which imports all BillCodos values from input .csv file.
Input file should include 2 columns:

Column A - BillCode

Column B- Description

Home Insert Page Layout Formulas Data Review View Acrobat
‘3 o;(,cm Calibri 11 Ay = [=] B | WM - S Wrap Text General -
Paste i B F U~ i~ Ar| = = M & - | @8- o 0 .00
+ < Format Painter = = - = ergedCenter - E- % 0 RN
Clipboard Font Alignment Number
B7 - &
A B g D E F G H 1 1 K
1 A\ 190
2 2\ 29D
3 [T\1\0 3 %%
4 14\1\K now
5 12\2\x o'niven
6 26\3\n TIY'0)
Z| 1\35\¥] w"mﬁ_
3 o049\ 10 97
9
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Activation is done by:
ImportCVBillCode.exe [Input .csv file - Full Path]

[+ Administrator: Command Prompt

Microsoft Windows [Version 6.1.760811
Copyright (c> 288? Microsoft Corporation. All rights reserved.

C:sUserssAdministratordcd Desktop

C:“UserssAdministrator Desktop>dir
Uolume in drive C has no label.
Uolume Serial Number is 7BB4-22CA

Directory of C:\UserssAdministratorsDesktop

1@-11.-2815 H <DIR> -
168-11.-2815 <DIR> -
18-11-2815 <DIR> Applications
A5 /08 22011
168-11.-2815 iles.cs
168112815 ImportCUBillCode .exe
168-08.-2015 <DIR> New Revorts
H?-38.-2815 <DIR> Frev
073828015 <DIR> Sentinel Versions
18-686-2815 AM <DIR> Testing files

21,129 hytes
? Dirds ) 17.218,.273,.280 bytes free

C:slUserssAdministratorsDesktop>

#2815 82:38 -

1@-11

18112815 M .. o
18-11.-2815 Applications Activation
A5 ./88 /2811 contl.8NT

168.-11-2815 CustomerFiles.csv
18/11.-2815 28,488 ImportCUBillCode.exe
168./88.-2815 <DIR> Mew Reports
A?.30-2815 <DIR> Prev
H?.,38.-2015 <DIR> Sentinel Versions
18-86-2815 AM <DIR> Testing files
21,129 hytes
? Dirds> 17, 22¢=570=050 =

C:\Users~AdministratorsDesktop *ImportCUBillCode.exe CustomerFiles.cswe

CustomerFiles.csv
Values added

(53551, 1Y
U~99%B,.1iiiE =ab

C:slsersAdministratorsDesktop>,

All new BillCodes will be added to BillCodes Table:

sentines | ETEE I T T T

Printer Pricing

o140 1%

|7, 100 2mm
r.o Erl

14 1 T

12424k owiten

26434 Tiwol

11304 "Wt

0,994 fI0 77

Add all users via AD sync.

In order to configure sync. between Sentinel and AD LDAP info., Activate Settings->Database->Enable Auto Sync
and configure all required info., including "Test connection" verification.

After configuring the connection between DB and AD, each user who will send prints for the 1st time will be added
to the DB Users Table.

There's a way to add all users from AD at once by activating:

C:\Sentinel\ADGetFullListUsers
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1. In order to add new users from AD and update existing users in Sentinel activate: ADGetFullListUsers.exe

Activation will:
- Add all non-existing users from AD to Sentinel
- Update existing users in Sentinel according to AD
2. In order to remove from Sentinel non-existing users in AD activate ADGetFullListUsers.exe —-DU

ight <c> 2BB? Mi oft Corporation. A1l right
C:vUsers“Adninistrator>ADGetFulllistUsers .exe —DU_

Activation will remove from Sentinel non-existing users in AD.

Lock/Unlock printer

In order to lock printer / unlock printer there's an application FIH.exe.
On running the application the user is required to select to lock (Disable) or unlock (Enable) the device. There's also
an option to change the PIN (password) code.

After entering PIN (password) code, the user will select if printer is on net or local, and then enter printer IP.

The correct message will be displayed before exiting:

Foreign Interf _e Harr ss

Foreign Interface Harness
Enable Dizable Change PIN

Thiz application allows the uzer to enable, dizable or change
wvalue for the 8150 Foreign Interface Harness.

Change confirmation code
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Foreit Default: 1234

Please erter the current PIN

I— i Network

Foreign Interface Harness

IF Addresz Port Disable result
I91 0o i l} The Foreign Interface Harness has been disabled,

Cancel |
S —

TCPClient

The application is used to analyze a TCP connection problem — the program can take data (IP Address and TCP
Port) from CONFIG.INI / SntPopUpClient.INI file located in the .exe folder of client installation. It also can define
another address/port. The program is able to work with IP Address or DNS name. The program doesn’t require any
installation or run-time library (the library exists in any Windows OS).

The application uses config.ini, but all parameters can be entered during activation.

Activation is very simple:

Just activate and Success / Failure in connection will be displayed:

. 5
o2/ Tep Client —— )

Initialized WinSock

SOCKET created

DNS name resolved to IP Address 192.168.4.236
Connecting to server 192.168.4.236. port 1690. Please wait._
Connected to server 192.165.4.236

Connection established - SUCCESS! I

SOCKET closed Correct Port
De-Initialized WinSock
[ 132 168 4 236

IP Address or DNS

ITCp | 1690

Test connection I Close
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\* Tep Client ===

Initialized WinSock

SOCKET created

DNS name resolved to IP Address 192.165.4.236

Connecting to server 192 168 4 236, port 1670. Please wait

Unable to connect to server 192.168.4.236 - server port is not responding.

Connection FAILED.

SOCKET closed I Incorrect Port I

IP Address or DNS [192 168 4 236

[Tcp [ 1670 |
Test connection Close

Import DB from Access to SQL
When customer using local Access DB wishes to move to SQL DB, or when Access DB was corrupted, here's an
application which does exactly that.

Operation is as follows:
1. Create empty SQL DB with SQL User - DBO Permissions and SQL authentication
2. Activate the application SNTDBConfig from C:\Sentinel.

The user needs to enter local Access path and SQL DB parameters.

At the end, window with "...finished successfully..." is displayed.

| HEH]

Select the source DB and the destination DB. whale DB wil be imported
from the lozal mdb to SEL DE.

— Source

Local MDE: IE \inetpubtwsmrootiSentineWapp_Datay  Browss |

i Destination

D ataSource: lm
Databage: W
User: lsa—
Password: lﬂﬂ[—

Import DB | Cancel |

e imported

Brovese

2% D o NABEEL-PC

Imgoit DB Cancel

S otk
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Select the gource DB and the destination DB. *Whole DB will be imported
from the local mdb to SOL DE.

— Source

Lacal MOE: I C:AinetpubhwmrootsSentinefhdpp_Data! Browse |

r— Destination —
DataSource: :l DB imparted successhully
[atabase:
.
Pazzward:

Irnpart DB I Cancel |

3. Activate the Wizard in order to change DB configuration.
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